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FOREWORD 



This Handbook is reissued under the authority of DoD Directive 0-2000.12, 'DoD 
Combatting Terrorism Program," August 27, 1990. Its purpose is to provide information 
and suggestions for reducing the risk and vulnerability of D6D personnel, their dependents, 
facilities, and maiend to acts of teiroxistn. 

DoD O-2000. 12-41, "Protection of DoD Personnel Against Terrorist Acts," August 
20, 1983, is hereby canceled. 

This Handbook applies to the Office of the Secretary of Defense (OSD), the 
Military Departments, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the 
Unified and Specific^ Commands, and the Defense agencies (hereafter referred to 
collectively as "the DoD Con^xxicnts"). 

This Handbook is effective immediately. The suggested protective measures in this 
Handbook are not established as formal DoD guidance, but should be considered for 
evaluation and implementation by the DoD Components in executing their responsibilities 
assigned in DoD Directive O-2000.12. All measxires that protea DoD assets from terrorist 
attack, whether or not they are specifically included in this Handbook, should be 
implemented consistent with local requirements identified by senior military commanders or 
civilian managers as appropriate. The DoD Components may use this Handbook to 
develop briefings and to increase antiterrorism awareness as well as for military education 
and training programs. DoD Components may issue supplementary instructions. 
Comprehensive documents that are devel<q)ed from this Handbook must be proteaed to 
prevent their misuse outside the Department of Defense. 

Release of this publication is subjea to approval by the Assistant Secretary of 
Defense (Special Operations and Low-Intensity (Zonflia). The Naticxial Disclosure Policy 
shall govern disclosure of this document to foreign governments. Applicable portions of 
this Handbook may be released to DoD dependents and foreign nationals etnployed by the 
Dqpanment of Defense to provide tiiem witii appropriate guidance on protecticKi measures. 

Submit recnrrtmendrd changes through diannels to: 



The DoD Components may obtain copies of this Handbook through their publication 
channels. C>ther Federal Agerxnes rnay obtain cc^ies from this office. 



Assistant Secretary of Defense 

(Special Operations and Low-Intensity Cbnflia) 

The Pratagon 

Washington, DC 20301-2500 



X JAMES R. LOCHER, m 
t^^ssistant Secretary of Defense 
Special Operations and Low-Intensity Conflia 
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DEFINITIONS 

1 . Antiterrorism (AT). Defensive measures used to reduce the vulnerability of indi- 
viduals and property to terrorist acts, to include limited response and containment by 
local milit^ forces. 

2. AT Awareness. Fundamental knowledge of the terrorist threat and measures to 
reduce personal vulnerability to terrorist acts. 

3. AT Resident Training. Formal classroom instnicticMi in designated DoD courses 
that provide specialized instruction on specific combatting tennorism topics; i.e., 
perscxial protection, terrorism analysis* regicMoal interest, and AT planning. 

4. Combatting Terrorism. Actions, include AT and CT, taken to oppose terrorism 
thrtmghout the entire threat spectrum. 

5. Coimterterrorism (CT). Offensive measures taken to prevent, deter, and respond 
to terronsnL 

6. DoD-Designated High-physical Threat Countries. Geographic areas deter- 
mined to be of significant terrorist threat to DoD travelers, as designated by the 
Assistant Secretary of Defense (Special Opoadons and Low-Intensity Conflia) in 
coondination with the Assistant Seoetary of Defense (International Security Affairs) , 
the Assistant Secretary of Defense (International Security Policy), and the Deputy 
Under Secretary of Defense (Strategy and Resources). 

7. Domestic Terrorism, T er rori sm perpetrated by the citizens of one country against 
feUow countrymen. That includes acts against citizens of a second country when they 
are in the host country, and not the principal or intended target 

8. Family Member. Individuals defined as "dependent" in Section 1072(2) of 
10 U.S.C (reference (c)) including spouse; unmarried widow; unmarried widower, 
unmarried legitimate child, including adopted child or stq)child (under 21, incapable 
of self siqjpon or under 23 and enn>l]ed in a fuU*tixiie i 

9. High-Risk Billet. Authorized personnel billet (identified and recommended by 
appropriate authority) that because of grade, assignment, travel itinerary, or symbolic 
v^Im may make personnel filling them an especially amractivc or accessible terrorist 
targeL 

10. High-Risk Personnel. U.S. personnel and their family members whose grade, 
assignment, travel itinerary, or symbolic value may make xhem an especially attractive 
or acoessibte tenorist target 

11. High*Risk Target U.S. material resources and facilities, because of mission 
sensitivity, ease of access, isolation, and symbolic value may be an especially 
attractive or accessiUe terrorist target 

12. International (or Transnational) Terrorisnt Terrorism in which planning and 
execution of the terrorist act transcends national boundaries. In defining international 
terronaoi, die purpose of the act, the nationalities of the victims, or the resolution of 
the incident are considered. Those acts are usually planned to attract widespread 
publicity and are designed to focus attention on the existence, cause, or demands of 
the terrorists. 
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CHAPTER 1 
THE DoD ANTITERRORISM HANDBOOK 



A. INTRODUCTION 

1. DoD personnel, facilities, and materiel have been targeted for attack. Criminal 
attacks on DoD personnel by individuals and organizations operating outside the formal 
command and control structure of national governments have claimed nearly 300 DoD- 
affiliated personnel dead and more than 200 injuzed in the past twenty years, 

2. The destruction of U.S. Marine Headquarters at the Beirut International Airpon in 
October 1983 was the single greatest loss of American military personnel araributed to a 
single terrorist acL But other attacks could have had caused more casualties and had even 
more serious consequences for the ability of the DoD to carry out its assigned roles and 
roissions. 




U.S. Niarine Headquarters in Beirut, Lebanon, was destroyed 
by a truck bomb in late October 1983 



1-1 



FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 



representatives abroad. They are symbols of the U.S. Government They become terrorist 
targets as a means of promoting change . 




Remains of a private vehicie destroyed in the car t>omb attacic 
at Ramstein Air Base, August 1985 

8. According to IX3D Directive O-2000.12(ie^ 
It is DoD Policy: 

1 . To protect DoD personnel and their families, facilities* and other 
material resources from terrorists acts 

2. To facilitate inter-Service coordination and suppon of U.S. 
Govermnent andtenorist activides.'* 

9. This DoD Antiterrorism Handbook is pan of a larger set of efforts to implement 
DoD antitenorism policy. 

B . DoD AT HANDBOOK PURPOSES 

1 . The DoD Antiterrorism Handbook has been prepared to serve as a reference 
document for all DoD Components. The Handbook contains material to suppon the 
development of antiterrorism awareness, education, and training activities by all DoD 
components. It contains information that can be used to form the foundation of individual, 
family, installation, and unit antiterror i sm efforts. 

2. Used in conjunction with other DoD, Service* Defense Agency, and Joint 
Publications, this DoD Antiterrorism Handbook can assist in the development of 
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education and training of pcrson^r^' pi^ll^^ and develop plans and 

programs to prevent, respond, contain, and resolve terrorist incidents should they occur. 
There is also a reacdve phase in which crisis management plans are implemented and 
terrorist incidents resolved 

D . ANTITERRORISM AND FORCE PROTECTION 

1. The term "antiterrorism" includes those "defensive measures used to reduce the 
vulnerability of individuals and property to terrorism, . . • to include limited response and 
ccmtainment by local noilitaiy forces." 

2. The term "countcneiroiism" involves those "offensive measures taken to prevent, 
deter, and respond to terrorism." Sensitive and compartmented programs of counter* 
terrorism are addressed in relevant National Security Decision Directives (NSDDs), 
National Security Directives (NSDs), contingency plans, and other relevant classified 
documents. 

3. The distinctions between antiterrorism and count erter r ori sm art approximately 
analogous to the distinctions between preventive and acute mcdidne. Preventive medicine 
including annual physicals, inoculations, and periodic checkups is intended to reduce the 
likelihood of becoming ill and mitigating the effects of illness should it occur. Acute 
medicine brings specialized medical resomces to a disease, to contain and cure the disease, 
sometimes to include invasive procedures such as surgery. 

4. The DoD Combatting Terrorism Program (antiterrorism) seeks to reduce the 
likelihood that DoD-affiliated personnel, facilities, and materiel will be attacked, and to 
mitigate the effects of such attacks should they occur. Antiterrorism, as discussed 
throughout this Handbook, is an element of a broader ccmcept called force protection. The 
term "force protection" ccxisists of active and passive measures designfd to deter and defeat 
tfareais directed toward military service members, their family nmnbers, DoD civilians and 
die facilities and eqdpment which sqipoct diem in die execution of operations. 

5. The DoD network of people, faciUties, and materiel resources span the gl^^ Asa 
consequence of this far flung distribution of resources, there are an infinite number of 
circumstances that can occur resulting in some diminution of DoD Compcments' capability 
to carry out assigned missions and responsibilities. Natural disasters can degrade DoD 
capabilities and performance. Common street crime can be equally damaging to the 
maintenance of readiness and capability . 

6. Faroe protection concepts must take into account all of these potential ThrrnTs to 
readiness and capability. Theft and damage to property motivated by greed, acts of 
espionage* or acts of sabotage, can be equally effective in terms of limiting or reducing 
DoD capabilities. Self protection measures are an integral pan office protection. People 
are important ''assets," just as are facilities, equipment, and information. 

7. Department of Defense antiterrorism efforts build on the foundation of physical 
security, crime prevention, industrial health, safety, and hygiene pr o gram s, and military 
and civil construction programs. These efforts are designed to reduce a broad range of 
physical dangers faced by DoD-affiliated persotmeL The terrorist threat is a significant 
danger, aiid a danger diat inany DoD force protection initiatives can nu 
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^ 7^^* iP perform Ijecause of ^ ^den^^n^tupiuiisastgrs, or loss^f key 
assw^due tp comn^n street crime. Dc^ mm mw^mmfmoes^smmmmby the 
?> ensure tha^ *e c^batant cpmm^ 

2. Force protection efforts and antiterrorism progi^^fcii^uSled' by all 
Components are closely related. Each prc|grai^'|n<3Mdin^^[aiMie»^^ igthe 
defense mdustrial base, seeks to ensure the abi^ty of PoD Components to cany out all 



.-^a.wu» ouu ^MgDimenB oirectea oy the isanonai Coinmana Authority. Changes in force 
: : 3.^ ThK^ Handbook is^ 

:inpfi^ti«|.^ei^^ S^^S^SSS 

OTSlEate us effects *ftatilif*rnrriTf.-. ^ r-^'UnC-j -'h .SyO;>t.'U^i ri 
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CHAPTER 2 



CHARACTERISTICS OF TERRORISM 

A. DEFINITIONS 

1 . The tenn« "tenoiism" has yet to be given a universally accepted definition. The 
Federal Bureau of Investigation (FBI) defines 

... the unlawful use of force or violence against persons or property to 
intimidaf e or coerce a goveniment, the civilian pc^uladoo, or any segnient 
thereof, in furtherance of political or social objectives.^ 

2 . The U.S. Department of State (DoS) defines terrorism in a sli^tly different way: 
. . . "terrorism" \is] premeditated, politically motivated violence perpetrated 
against noncombatant targets by subnational groups or clandestine state 
agents, usually intended to influence an audience. "International terrorism** 

is terrorism involving the citizens or territory of more than one country.^ 

3. ThefoUowingdeSnidcxiisusedby the Department of Defense: 

The calculated use of violence or threat of violence to inculcate fear, 
intended to coerce or try to intimidate governments or societies in the 
pursuit of goals that are generally political, reUgibus, or ideological^ 

4 . The definitions of tenorism used by U.S. Government Departments and Agencies 
are applicable to all forms of political violence.^ Aldiough this Handbook uses the DoD 
definition of terrorism throughout, it is important to remember that the DoD definition 
subsumes botfi definiricms used by the FBI and the DoS. There is no portion of the U.S. 
Code which makes ''terrorism** a crime. However, it is unlawful to use violence or the 
threat of violence against officers and employees of die United States government, their 
contractors, or their dependents, as well as U.S. Government prq)crty for any purpose. 
Hence acts of political violence committed against DoD personnel, facilities, and materiel 
are criminal acts^ 



^ Federal Bureau of iDvestigatioQ^ Terrorism in the United Staus (Washingtoa, D.C.: U.S. Department 
of Justice, 1990), p. 2S. 

^ U.S. Dq)annient of State, Patterns of Global Terrorism. 1989 (Washington, D.C* U.S. Department of 
Slate, 1990), p. v. 

3 DoDDirecnvea2000.12(iefaeoce(a)). 

^ David E. Long, The Anatomy of Terrorism (New York: Free Press, 1990), pp. 3-5. Mr. Long was, at 
the time of publication, on loan lo the National Defense University frnn his position as a Foreign 
SenriceOGBcer. 
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security forces to identify membL T^T^.'!^ " 'Wonomiies for 

"Ctions. Tl»sepei»ii^act,S^^i^°^*'°?>™«°'». 

e*. the splinteri..g of die CuS^^fn^tSl"" f «»"'"'o«ew faction^: 



ehend 



(3) Proliferation of tenorisi groups can aid eff«r»c k.. • . 




c. Terrorist Support Structures 

■» -cess » liv^^^.SrS^nS'^^Zf^'''^ '^'^ " 

orgaLdoa consi^^^^S^l^ «™c««. As s1k»™ i„ Hgme 2-1. a 

o«.li.^M.w.,..iseve,:d^^^.!^"'"°°y'*»'°^ 




Tion- ^yP**^y'*"*»s are completely axmmitted to the 
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that the group purports to serve aiid may be charismatic figures. If the group is state- 
suppoited or state-directed, theu the leadership will include one or more members who may 
have had extensive training or education by the sponsoring state. 

(3) Beneath the Hardcore Leadership is the Active Cadre. This membership 
cadre comprises the "soldiers** of the terrorist group. These are the individuals who build 
and deliver bombs, commit armed assaults, and take other criminal actions. The active 
cadre may include individuals who are deranged, sociopaths, or psychopaths. While 
**cra2ies" may from time to time achieve notoriety and prominence within a tenorist group, 
tiieir unstable and idiosyncratic behavior usually prevents them from achieving and 
sustaining themselves in a leadership role for a long period. It does not, however, prevent 
tfaem firom ^lintering away fiom a tenorist groiq) and starting tfi^ 

(4) Beneath the Active Cadre is a layer of acdve support. Individuals in this 
layer may not consider Aemselves to be members of a terrorist group. They do, however, 
provide money and other resources to causes which, if not outright fronts for, are closely 
linked to terrorist groups. They may provide logistical or technical assistance to the 
tentxrist group. They may even play minor, relatively safe roles in tenorist operations, 
sudi as acting as a tail or a spotter during a targeting efifort 

(5) Finally, the lowest layer of the pyramid includes passive supporters of a 
tenorist group. This layer includes individuals who acknowledge the presence of terrorist 
group members or the presence of terrorist group activity in their homes, the 
neighborhoods, their place of business, or other locations and actively choose to ignore 
such activities. Passive supporters of tenorist groups **look the odier way" so that they do 
not have to acknowledge their role or complicity in the consequences of a tenorist attach 

(6) As depicted in Figure 2-1 and as observed above, there are many types of 
individuals who join tenorist groups and organizations or otherwise lend their support to 
such causes. 

C. CHARACTERISTICS OF TERRORIST GROUPS 
1. Leadership 

Leadership of terrorist organizations is as diverse as the orgariizations theniselves. 
Although the popular image of terrorists in the media is one of a deranged, almost 
criminally-psychotic personality, most profiles of terrorists indicate tiiat terrorists aiul tiieir 
leaders are generally politically motivated, fairiy well-educated, and usuaUy fiom middle- 
class backgrounds.^ Leaders of terrorist organizations are often quite charismatic, and 
often have extensive background and traiiung in military tactics arxi plaiming. Terrorists 
engage in armed activity, but tfadr leaders are not usually similar to haid-core criminals. 



See Michael Stohl, "Demystifying the Mystery of Interroficwuil Tenorism/ pablished in Charles W. 
Ke^y, Jr., Ed, Intemaaonal Terrorism: Characteristics, Causes, Corurols (New Yofk: St Martins 
Press, 1990), pp. 81-96. See also Charles A. RusseU and Bowman H. MiUer, "Ponrait of a Terrorist," 
in Lawrence Freedman and Yonab Alexander, Eds., Perspectives on Terrorism (Wflmington, DeL: 
Scholariy Resources, 19S3), pp. 45-60. 
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2. Recruitment 

Terrorists are generally recruited at a relatively young age-late teens and early 
twenties-although those with special skills and training are sought continuously. Those 
who join terrorist organizations often have highly ambitious goals that they have failed to 
noeet Or they may be highly idealistic and have been affected by an 
their political beliefs. This leaves them susceptible to the "pitch" of their recruiter, and 
incieases die chances of their joining the organization. 

3. Training 

a. Terrorists groups, like o±cr formal organizations, conduct training programs. 
Although these training programs vary considerably from one terrorist group to another, 
such programs seem to share sowt ccxmnon direads. 

b. Terrorists generally leam how to use small arms witii minimal if not 
outstanding proficiency. In some instances, the small arms available to terrorists will be 
equivalent to or even better than those of many military forces around the world. Some 
terrorist groups have expanded their training syllabi to include man-portable anti-tank and 
anti-aircraft we^ns. Such weapons are obtained either as die result of diefts, illicit sales, 
or overt sales divened to the terrorist organizations by syn^athizers. 

c. Terrorists have also been given rigorous instruction in the design and use of 
explosive devices. Depending on the degree of governmental support available, the syllabi 
have included the use of substances ranging from common grocery store and hardware 
store chemicals, to tnilitary-type explosives including plastique. 

d- Terrorists are also given instraction in intelligence collection and analysis, 
including observations, tracking and trailing, cryptography, communications interception, 
signals interception, and suzrqptitious entry into and exits from structures, con^unds, and 
vehicles. 

e. The quality of training varies significandy from one terrorist group to another. 
A very large factor in determining die quality of training is the degree to which a terrorist 
group is operating with the knowledge and suppcMt of a foreign government Those 
terrorist groups that were supported by the eastern European intelligence services in the 
1970sand 1980s appeared to be die best trained. 

4. Intelligence Collection and Analysis 

a« Tcmmst groups frequently establish dedicated intelligence organizations. The 
mission of these organizations is to collect as much information as possible regarding the 
activities of potential targets, to aid in the identification of specific targets, to aid terrorist 
lead er s in the assessment of effective and ineffective tactics, and to provide a post attack 
assessment of actions. 

b. Intelligence gathering for terrorist organizations varies in sophistication and 
quality from group to group. Most well-ftinded terrorist organizations are able to buy or 
coerce informants with information regarding law enforcement efforts, airline passenger 
lists, schedules of events, etc. This is particulariy easy in countries with plentiful sources 
of open information like the United States. 
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c. Target selection for terrorist incidents results from evaluation of a number of 
variables. Targets are usually selected for a terrorist event because of the potential for 

(1) Generating large-scale media coverage. 

(2) Damaging or destroying an asset of value to an adversary. 

(3) Forcing or coercing political negotiations for the group's war or current 

cause, 

(4) Assassina ti ng a key political, military, or other figure. 

(5) Enhancing the reputation or oedihili^ of the group. 




6. Counterintelligence 

a. Terrorists operate very effective counterintelligence orgaruzaticms on tiieir own 
behalf. Sometimes, they are able to obtain assistance from govcnmient police and 
intelligence services, either through use of bribes or coercion* or because they find a 
syn5)athizer who agrees to provide informatics about government countertetrotism and law 
enforcement activities. Terrorists have also daooastrated considerate sophistication in the 
acquisitic» and use of communications intelligence equipment Then have been press 
reports on terrorist incidents in Europe and the Middle East suggesting that tfrmri^ nsfd 
police and aircraft radio frequency scanners during tiieir attacks. 

b. Tenorist groups have demonstrated ruthless behavior towards individuals 
tiiought to be informers or police agents. At times, terrorists torture and then murder 
alleged informers outright In other instances, however, terrorists marupulate alleged 
informers, effectively tinning them into double agents providing law enforcement services 
with false, misleading, and deceptive information. 
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7. Deployment 

a. Terrorist groups deploy against targets using any and all means of 
transportation and documentation. In the 1970s and 1980s, it was quite common for 
tenorists to travel on genuine passports issued in the pseudonyms of terrorists. During the 
late 1980s and 1990s, it appears that terrorists relied more frequendy on bogus passports or 
odier travel documents. 

b. Stolen and forged airline and passenger ship and/or ferry tickets are other 
examples of travel documents in hi^ terrorist demand. TTie huge volume of international 
travel makes the control of such documents difficult at best Even if ticket blanks are lost 
or stolen, reporting the loss or theft to law enforcement, insurance companies or other 
authorities is slow, cumbersome, and expensive. It is not surprising that many thefts of 
these travel docunoents are snxq)ly ignored. 

c. International terrorists operating in Eon^ appear to have gained substan^ 
freedom of movement as a result of Europe's political integration. European borders are 
becoming increasingly porous, much as the borders between the individual states in the 
United States are today. As a result, the requirement for bonier checks, display of proper 
identiiScation, and the oppormnity to detect the international transport of weapons and/or 
explosives has diminished. 

d. Even tiK)ugh the ability of tenorists to rnove from one kx:ale to another inayb^ 
less inhibited by international travel restrictions, terrorists remain very careful and alert 
Vehicles used by terrorists often contain hidden compartments in which contraband is 
concealed. Weapons are often transported in pieces, and improvised explosive devices are 
oftentimes shipped from the "manufacturer'' to the ''user*' in multiple shipments. 

e. Due to the surrq)titious nature of terrorist attacks^ nx>vement of tem>rists from 
a training or staging area to their target locaricxi is often a slow process requiring much 
support Safehouses, for last minute communication of plans, intelfigence on tiie target and 
escape routes, multiple vehicles, and exhaustive trails of false papers are expensive, take 
much time to assemble, and must be carefully husbanded as scarce resources. The 
clandestine nature of terrorist activity, especially movement to die attack site, is a potential 
vulnerability wfaidi can be exploited by law enforcement autiiorities. 

8. Types of Terrorist Attacks 

a. Common to every definition of t e rr or i sm is violent activity. Terrorist 




b. Although the work! today appears to be more peaceful than in recent years, the 
threat of terrorism remains real Therefore, it is izi^ortant to remain vigilant against the 
violent acts of terrorism described below. 
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^ ftderal Bareaa of Investigation, Terrorism in the United States. 1989 CWashingtoii. D.C.: U S 
Department of Justice. 1990), p. 21-21 */.v,.. u^. 

U.S. Dq>artment of State. Significant Incidents of PoUncal Violence Against Americans. 1990 
(Washington, D.Cj U.S. Depanment of State, 1991). p. 3. 
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D. TERRORIST GROUPS 



1 . For several years security forces categorized terrorist groups according to their 
operaticHial traditions— national, transnational, and international. 

2. Naticmal groups operated within the boundaries of a single nation. Transnational 
groups operated across international borders. International groups operated in two or more 
nations and were usually assumed to receive direction from a foreign government Ease of 
international travel and the growing tendency toward co(q)erative efforts among terrorist 
groups have rendered these categories of little operaticxial use. 

3. Terrorist gn>ups axe categorized by government afBliation to help secimtypl^ 
anticipate terrorist targets and their sophistication of intelligence and weaponry, llie three 
general terrorism categories Aat have gained accq)tance are: 

a. Non-State Supported 



A terroris t group that o] 
from any govemmenil 
detect, control, and eri 
odier categories of terrorist groups 

b . State-Supported 




lously, receiving no sigiuficant suppon 
While such groups may be difficult to 
ti many of the advantages afforded to the 




(1) A terrorist group that generally operat esint 
support from^gjg m ore govemments;flHH|^ 

^H^JHHHjl^p State-supported ter^R^^S^Wffrc past teceivai a wide range ot 
assisRR^^^^ieir patrons. Such assistance has run the gamut from state-supported 
training facilities including special warfare instruction by military or intelligence service 
instructors, sanctuaries approaching resort-like accorrunodations, logistics and medical 
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support, intelligence support, and direct fin^aal^ to as litde as sanctuary acknowledged 
by the state with strict limitations in:5)osed on terrorist group activity while in ihe sanctuary. 

(2) The degree of state-support for t er r ori st activities emanating from its 
territory has been used by the Department of State as one of the criteria to determine 
whether or not a government qualified as a "State Sponsor of Tmorism/ States so 
designated risk loss of trade as well as economic and security assistance firom the United 
States Goverrunent, as well as such embarrassment or worse resulting from being labeled a 
•^State Sponsor of TenorisnL- 

c. State-Directed 

(1) In the 1980s and eariy 1990s, there appears to have been an escalation in 
the ccMifiict between terrorists on the one hand and goveroments on die other. In several 
instances, most notably in the Middle East, certain states were going beyond die provision 
of sqjport to terrorist groups and were actively engaged in the organization and direction of 
terrorist activities- Libya, Iraq, and Nortii Korea have been publicly identified as states that 
have famished leadership and directicm to terrorist groups. 

(2) State direction of a terrorist group can change the charaaer of terrorist 
orgaxuz^ons and activities. It can bring about a much more disciplined, military-like 
organization, resulting in even better planning and execution of terrorist acts. State 
direction of terrorist groups often spears to result in an increase in terrorist "fire-power,** 
intelligence collection and analysis capabilities, logistics support, and level of canpetence 
in murder, kidnap, hostage taking, and destruction of property. 

(3) State direction of terrorist activities can have serious, adverse con- 
sequences for both terrorists and their sponsors. Following die bombing of a nightclub in 
Berlin which was determined to have been the work of state-directed Libyan terrorists, die 
United States retaliated against Libya. In the subsequent military attack, Libyan 
government buildings were severely damaged, and the Libyan leader, Muammar Qadhafi 
suffoed the personal loss of a child ^en his family home was bombed. 

(4) State directira of ternirist actiWty sits on the border between intolerable 
international criminal activity and initiation of clandestine military activities tantamount to a 
siateofwar. International response to die Ubyan bombing of die Berlin nightclub and ±e 
generallackof opposition to American military retaliaticm agaiiist this temnist act appears 
to have been duly noted by odicr states accused of similar sponsorship and direction of 
tecxonst organizations. 

E. SUMMARY 

1 . Temnism is characterized as the unlawful use of violence or threat of violence to 
coerce or intimidaie a govemment or a society. DoD perscnneU &ciliiies, and materiel have 
been victimized by ternxist attacks at home and abroad. They have been selected for 
criminal attack because they axe obvious symbols of the U.S. GovemmenL 

2. Terrorist groups are led by rational, calculating leaders. These leaders have well 
defined goals and objectives. Terrorist tactics are eo^loyed as part of their politico-military 
strategy to achieve these goals and objectives. While active members of terrorist groups 

2-12 



FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 



may include individuals who are unbalanced, unstable, or "crazy," it is dangerously 
incorrect to assume that terrorist groups generally and terrorist leadership cadres in 
particular are irrational or psychotic. Teirorist attacks can usually be understood as rational 
so long as the values that define rational in a particular culture are understood 

3. Terrorist groups organize themselves along miHtary lines and develop functional 
specialists. Many terrorist groups are well disciplined. They carry out their attacks with 
Boilitary-style precision. 

4, The U.S. Government has a well articulated policy and implementing strategy to 
combat terrorism in all of its forms. This is discussed in the following chapter. 
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CHAPTER 3 

U.S. GOVERNMENT POLICY, STRATEGY, AND 
ORGANIZATION TO COMBAT TERRORISM 

A. GENERAL U.S- GOVERNMENT POLICY 

1 . The U.S. Government's general policy on tenxjrism is clear and unambiguous: 

a. The Government is opposed to domestic and international t er r ori sm and 
is prepared to act in concert with other nations or unilaterally when necessary to prevent or 
respond to terrorist acts. 

b. The U.S. Government considers the practice of terrorism by any person or 
group a potential threat to its national security and will resist the use of terrorism hy all legal 
means available. 

c. States that practice terrorism or actively suppon it will not do so without 
consequence. If there is evidence that a state is mounting or intends to condua an act of 
terrorism against this country, the United States will take measures to protect its citizens, 
property and interests. 

d. The U.S. Goverrmient will inake no concessions to terrorists. It will not pay 
ransoms, release prisoners, change its policies or agree to other acts that might encourage 
additional terrorism. At the same time, the United States will use every available resource 
to gain the safe return of American citizens who are held hostage by terrorists. 

e. The United States will act in a strong maimer against terrorists without 
surrendering basic freedoms or endangering derxx3cranc principles, and will encourage 
other governments to take shmlar stands.^ 

2. This clear statement of policy buttressed by stamte lays the foundadon for an 
implementation strategy. 

B . U^. GOVERNMENT STRATEGY FOR COMBATTING TERRORISM 

1. The basic strategy employed by the U.S. Government to combat t er r or i sm is to 
encourage all nations to band togedier and give no sanctuary to terrorists. The strategy has 
several elements: 

a. IriteniaticHial exchange of mformation and intel^ 



^ Report of the Vice-President's Task Force on Combatting Terrorism (Washington, D.C.: U.S. 
Govemment Printing Office, FdHiiary, 1986). 
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the apprehension and prosecution of terrorists; "«aons cnecuveness in 

c. Bilateral and multilateral efifom to inq^ 
^ d. Bilateral exchanges of terrorist expem and Wiiaining" of counteTtenori^ 

forces; a^ ^"^ ""^ antitenorism training for law enforcement and internal security 

counter L^J!^^ cooperation in research and development for new equipment to 
counter existmg and potential terrorist c^jahOiries; ^ F^cmw 

ISl^^lS^?^' ^ '''^'^ 'io" - fordgn courts t 

US r-^l^^*'^?*''^«^***«^*^*=>"°^Nav^ the 
Si^^T^f; Z^"" ^ ^^^^ d HamnSTfrfm 

SSl^^v^t^ Upon 

4 On November 14. 1991. the Department of Justice rcmmed indictments aeainst 
^Uby^ ^onals for dieir alleged role in the manufacture and iiSi^^^^e 
t^lT^ ^^S?^^^"'^"™*^ of American Airways ^^^^^^ 
persons on the ancraft and 11 persons on the ground. uicacamoroy 

vmtt the first half of 1 992, the governments of the United S tates and the 

«> govenmient of Ub^^lZ Z 

r^^r^- ^"owingimsuccessfuldiscussions^th^teK 
GoraimaM. 4e Umted States and the United Kingdom took dte matter to the United 
^ U^. Security Council adopted a resoLon authorizi^TS^ ^^^ff 
^«nattonal economic sanctions against Libya until die two allefed ^^^^ 
extradited either to the United Kingdom or to the United States to staSrt^ 
m^^of Pan AmFHght 103 passengers and crew rre^roTl^^ 

i^^tJP^^ instances, however, when bilateral and multilateral diplomacy is 
^^ralty to ^dhend mdj^ 

^^The dearest, most dramatic exan^le of the U.S. Government's ^gness to^ 
extraordinary measures grew out of a 1985 incidem. 

fmJR.^/TK"' ^^^'^^^^ordanian Alia AiriinesHight 402 was hijacked en route 
fr^ Bc^t. Lebanon, to Anjman. Jordan. Several U.S. nationals weri hdd hos^ 

dunng this mcident One of the alleged hijackers was Fawaz Younis. You^s wS 
whose members have engaged m acts of terrorism. "^vu 
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8. Based on a Federal warrant issued on June 11, 1985, Younis was arrested by the 
FBI in international waters in the Mediterranean Sea on September 13, 1987. On March 
14, 1989, Fawaz Younis was convicted of conspiracy, hostage taking, and air piracy. 
Younis* arrest marked the first time an individual has been retumed to the United States to 
face charges for violating an extraterritorial statute. Title 18, United States Code Section 
1203 (Hostage Taking).^ 

9. Thus the general strategy by which the U.S. Government implements its 
opposition to terrorism is the following: 

a. Deny sanctuary to temirists| 

b. Encourage the growth and development of international opposition to 
tenonsm} 

c. Inipose through multilateraU bilatoral, or unilateral acti^ 
stales which suppon or diiectinteniatimal terrorist activity; and I 

d. Retain the right and exercise capabilities to seek out and apprehend on a ^ 
unilateral basis those individuals who commit pc^tically motivated^ criminal acts against. 
American dozens if bilateral or multilateral eSbrtS m <a»sdn cmi)d^ 

is unsoeciessfuL 

10. To carry out U.S. Government policy and implement the broad strategy outiintd 
here, a significant U.S. Govenunent-wide stnictuze has been develcq)edf 

C. U.S. GOVERNMENT COMBATTING TERRORISM STRUCTURE 

The U.S. Govenunent has developed a formal structure to provide policy guidance 
and programmatic cooixiination of efforts to combat terrorism both at home and abroad 



1. Participating Agencies and Departments 




Federal Bureau of Investigation, Terrorism in (he United States, 1989 (Washington, D.C.: U.S. 
Department of Justice, 1990), p. 6. 
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F. CHAPTER SUMMARY 



1 . The U-S. Government has a clear, well-defined policy on t enor i sm : terrorist acts 
are criminal acts of violence perpetrated to arouse fear and intimidate persons or 
governments. They are intolerable, and the U.S. Government will vigorously oppose 
efforts to cause changes in policy espoused by terrorist means. The U.S. Government will 
join all other governments in the pursuit of perpetrators of politically motivated violence, 
and shall employ all lawful means to apprehend, detain, prosecute and punish those 
convicted of such acts. 

2. The U.S. Government has a three pronged strategy to implement this policy. The 
government works on a multilateral and bilateral basis to deny sanctuary to terrorists. It 
seeks either to extradite alleged terrorists to the United States for trial on violations of U.S. 
criminal code or to have foreign governments try alleged terrorists under similar, 
^)propriate laws. It seeks international cooperation to bring informal or formal sanctions 
against those states which provide suppon or direction to terrorist groups. FinaDy, the 
U.S. Government reserves die right to take direct action against states that support or direct 
terrorist acts against American citizens and to extradite alleged perpetrators without their 
cooperation or consent to stand trial in American courts for attacks on American citizens. 

3. The U.S. Government has an effective interdepartmental structure involving 
representatives of all appropriate departments and agencies to coordinate information, 
promote research and development, and provide techiucal, logistic, and operational support 
for domestic and international antit e rr orism and counterterrorism efforts. 

4. In the foUowing chapter, the legal basis for and boundaries of the DoD Qnnb^ 
Tecrorism Program are outlined. 
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CHAPTER 4 

THE DoD COMBATTING TERRORISM PROGRAM: 
LEGAL AND REGULATORY GUIDELINES 

A. REFERENCES 

1. DoD Directive 2000.12. DoD Combatting Terrorism Program, August 27, 1990. 
1991^' ^^^""^ 5200.8. Security of DoD Installations and Resources, April 25, 

Januiy ^^1986^''* ^^^"^^ Cooperation with Civilian Law Enforcement Officials, 

T.; .11.^^ Directive 3025.12, Employment of Militaiy Resources in the Event of Qvil 
Disnirbances, August 19, 1971. 

5. 50 U.S, Code Section 797. 

6. 18 U.S. Code Section 1382. 

B. GENERAL 

1. TWsch^wiUbrieflyoutlinepeitinentDoDauthoritytocombatta This 
tnatenal IS intended only to buiW a general Wworic to guide ^ 

programs, trainmg. and activities to combat terrorism during peacetime to ensure that D<£) 
componrats comply fuUywitii statutes, directives, and regulations. It is intended only as 
an mtroduction. Policy maken and operational commanders should seek additional 
mfannanon and guidance from higher headquarters and servicing legal advisors. 

2. A lead agency is designated for coordinating U.S. Governme nt actions to resolve 
terrorist mcidents (lef. 1, para 3-lA). I 
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C. DOMESTIC TERRORISt INCIDENTS 
1. On-iiista]lati<Mi incidents. 




« / necessary 44IWXII1 

measures to maintain law and order on installations and to protect military personnel, 
facilities, and property (ref. 2. paia C). TTiis authraity also includes the removal fiom or 
the doual of access to an installation or site of individuals who tfaitaten the orderly 
administration of die installation or site. 

a. Designated commanders are defined in paragraph E, reference 2. Amongother 
comnoanders, an military installation conunanders are "designated coinmanders " For 
installations or activities not headed by a militaiy commander, the "designated commander" 

IS the military commander in the chain of cominand immediatdy above such install^^ 
activity. 

b. Designated commanders must prepare, conspicuously post, and enforce the 
secunty orders and regulation promulgated in accordance widi references 2 and 3 in order 
to enaire die proper safeguarding of fadHties, property, documents, and personnel from 
loss, destruction, or sabotage. 

c. Installationcommandersareresponsibkforprovidingtheinitialandimiaediatt 
response to any mcidem occurring on the installation. Commanders are responsible for 
containing the damage, protecting property and personnel, and restoring order on the 
installation. In performing this miKtary purpose, commanders may order searches and 
Sf^i"^ ^ ^ reasonably necessary steps to maintain law and order, and to protea 
Fedaal&dlides and property. 




^ - protecting Federal property, faciUtics, and personnel, 

commanders may not permit die FBI to assume reqwnsibiUty for these miUtary interests, 
unless directed to do so by competent autiiority. Commanders must, however allow die 

FBI to perfcam its lead nde in reacting to tenwist incidents when these military in^^ 
notprejudioed. 

e. Kfilitaiy personnel will always remain under die command and control of die 
mihtay chain of command. If military forces are employed during a tactical response to a 
jetronst inddent^^emli^ commander retains operational responsihilitv. " 
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(1) For installations, or portions of installations, under exclusive Federal 
jurisdiction, the state and local LEA have no jurisdiction or authority, though they may seek 
or be asked to assist with security precautions and other duties consistent with their 
respective interests (e.g., off-installadon traffic control, sealing the area). CcHmnanders 
should be caudous in eiz^loying state and local LEA in areas of exclusive Federal 
jurisdiction because such persoimel may not be within the scope of their state duties and 
may also not fell within the protecticm of Federal status. 

(2) If the incident occurs in an area of concurrent or proprietary jurisdiction, 
the status of state and local LEA is clearer, but their role in responding to ±e incident 
remains muddled The commander exercises broad and ultimate authority to maintain law 
and order on the installation, notwithstanding concurrent state jurisdiction. The 
coomiander also may deny entry to (or remove firom) the installation anyone who poses a 
threat to good Older and discipline. 

(3) If state and local LEA agree to submit to the conunandefs authority in 
reacting to a tetroiist incident, those LEA persoimel may assume a quasi-Federal status as 
the commander*s agents. Gvil liability for their actions or onussions may attach to the 
U.S. 




wiU always reniain under the command and coiitnd (tf nmlitary comi^ 



D. INTERNATIONAL TERRORIST INCIDENTS 

1 . DoD activities outside of U.S. territory are bound by international treaties and 
agreements. Status of Forces Agreements (SOFA) are die nx>st common example, but 
other bilateral and mukilatBral stationing agreements intact on U.S. forces preventing and 
reacting to tetrodst incidents. Such agreenoents provide the autfaonties and respcHisibilities 
of the host country and of U.S. forces based within the host country. Agreements 
concerning security, safety, use of facilities, sharing of criminal intelligence information, 
rules for use of force, and other matters of mutual ccxicem bind overseas commanders. 

2. Ultimate responsibility for terrorism counteraction overseas lies with the host 
country. The host country has a legitimate interest in and right to enforce the law and 
maintain security, even on U.S. installations, within its borders. International agreements 
allow the U.S. to exercise authority oa U.S. installations. Even if the host country refuses 
to protect U.S. installations, we have the right of self defense to protect U.S. facilities, 
property, and personnel. 
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4. The U.S. commander retains die respcmsitnlity for the safety and securiQr of 
personnel and property on U.S. installatioas outside U.S. tenitoty. Generally, stationing 
arrangements grant the U.S. the right (permissive) to take necessary lawful measures to 
oisure the security of U.S. installations and personnd. For exaiiq>le, the NATO SOFA, at 
Article Vn, paragn^h 10, states: 



A. Regularly constituted military units of a force shall have the right to 
police any can^ establisfaii»Dts, or other pieinises ^liiich they occupy 
as die result of an agreement witii die receiving state. The military 
poUce of die fince may take all appropriate measures to insure die 
maintenance of OTder and security <» such premises. 

a. Applicable directives and regulations for security ofU.S. military installations, 
personnel, and facOities apply outside U^. taritoiy, except where made inapplicable in 

whole or in pat hy rnie matiftnal ^gpp e il KM ItS 

b. The vs. may be obligated by international agreement to cooperate widi host 
country authorities to allow them access to U.S. installations to protect existing host 
country interests, subject to U.S. security ocnsideratiais. 

c. Generally.U.S. regulations concerning rules for the use offeree and rules' for 
carrying firearms must con^ly widi both U.S. and host nation standards (see, e.g., U.S.- 

Gcrmany Supplementary Agreement to die NATO SOFA Article 12, para 2). 

d. The U.S. retains primary criminal jurisdiction over U.S. penawmel cf wrnni tting 

crinmnal acts white performing afiBdal dndes, and personnel are generally protected fiom 
civil liability white pcrfonning official duties. Failing to foUow U.S. or host nation rutes. 
such as those for die carrying of firearms, however, may fall outside the scope of "official 
duties" and subject U.S. personnd to foreign criminal and civil jurisdiction. 
E. INTELLIGENCE GATHERING 




2. Cooomanders and legal advisors must ensure diat intelligence personnel, and 
odiers. follow the substantive and procedural requirements of these references white 
co ndu c t ing inidligenoe activities; 

a. Public Law 95-511, Foreign Intelligence Surveillance Act of 1978. 

b. Executive Order 12333, "United Stales InieUigence Activities," December 
4. 198L 

c. DoD Directive 5240.1. DoD Intelligence Activities, April 25, 1988. 
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d. DoD Regulation S240.1-R, Activities of DoD Intelligence Components 
That Affect United States Persons, December 1982. 

e. Service regulations (e.g., AR 380-13, Acquisition and Storage of Information 
Concerning Nonaffiliated Persons and Organizations, and AR 381-10, U.S. Aimy 
Intelligence Activities). 
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CHAPTER 5 

TERRORIST THREAT ANALYSIS AND WARNING 
A. INTRODUCTION AND OVERVIEW 

^^'^^^^^^ 

This chapter begins with a brief ovcrvievrof 12 n?^^ "^'^^ 

infonnarionandaiuIysistoDoDoZ^Z^ t SLS^^ P"*^^*^ 

by the Department of Defense to a^ * ^ "^^^ that is used 

ch^ter concludes vwA a <SL«Sf ^ITT «> I>oD assets. Finally, the 

threat warning. ^^Textit^fTl^^^i^ ^^^^ ^ 

as the conclning sectioTS^ ch^^^ ^ ^'^S system will be presented 

Gov^nfA^S.ltd'^^^ ManyaS. 
attempt to inipLve" apj^oac'hes in 

tOTDiist threat infomiation and oubl^^n , collection and analysis of 

««*attingtenorZmS^'^^ 
inspi«dby'SS^SSt&^,!^T^^^ 

tnanagerintoanalertposture. l^^^^^^'^^T"^'^ ^ 
process must be convicted befon. i^^^^^^^^'^'^^^S 
can be made. ^scisions about appropnaie protection postures 

B . THREAT ANALYSIS ORGANIZATIONS 

asse^'l^^^SSi^^^ 

to collect, analyze, and dissemL^te 1 ^gnificant government siructme 

GovemmentAg'Sdesan^C^^^^^ Since many U.S. 

them sharing tenorist dueatXmatio^^^g ^1^^ " ^ 



I. National Level 
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2, DoD Level 



a. The Secretary of Defense has assigned to the DIA responsibility for 
establishing and maintaining an all-source terrorism intelligence fusion center. DIA 
terrorism analysts tailor and focus all-source intelligence in support of U.S. military 
commandexs. DIA represents fl» D epai ' imen t of Defense in inieUigenee c nmmtmiT y famti i< ; 
dealing wiA terrorism, and provides information and analytical resources to support the 
Unified and Specified Commands' and die Services' terrorist dneat analysis acdvities. 

b. DIA provides a wide range of terrorism intelligence products to DoD 
COTc^nents including daily awarmess products, longer range assessments and estimates of 
terrorist activities, as well as indicators and warning informatiotL DIA's role in the 
disseminatimi of terrorist tlueat infotmaiion is discussed below. 

3. Military Services Role 

a. The Secretaries of the Military Departments are directed to "ensure that a 
capabiUQr exists to receive, evaluate, from a Service perspective, and disseminate all 
relevant data on terrorist activities, trends, and indicators of ixmninent attack." (PoD 
Directive 0-2000.12 (reference (a)). To accomplish this task, each Service Secretary 
appoints a Service lead agency (Army: ITAC; Navy and Marine Corps: NISCOM; Air 
Force: AFOSI and Marine Corps: Headquarters, Marine Corps (O)) to monitor f<»eign 
intdligence sad counterintelligence acdvioes focusing on terrorist groups and tenotist acts. 
To accomplish this mission, the Service lead agency establishes, as needed, field 
intelUgenoe offices oa an area basis to collect and Higaimtttato infonnadon to combatant 
commanders. 

b. Eadi Service: 

(1) Coordinates wiifa ^)prcqmateU.S. and host-nati<m agencies. 

(2) ftovkiesoveraUdirBcdon and coonfinaiion of tibe Service intelligence and 
oounterimelligence e£fons. 

(3) Operates a 24-hour operations cent^, which receives and disseminates 
worldwide terrorist threat infonnation to and from the combatant command J-2, applicable 
Service staff elements, subordinate g n min fl iyj st and national agencies. 

(4) Provides Service commanders with informadon on terrorist threats 
coDoennng ifaeir pera(»nel, fodlities, and operadons. 

(5) QindiictsinvestigaticMisofteiimstinci^ 
antfaorities for inteDigeDce aspects. 

(6) I^DVides toTOEist threat infonzia 

(7) Performs as the Service's liaison lepresentative to Federal, state, and local 
agencies, as well as host-nadon agencies to exchange informadon on terrorists. 
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(8) Provides pericxiic international terrorism products and other threat data to 
supported c omman ders. On request, provides current intelligence data on terrorist groups 
and disseminates time sensitive and specific threat warnings to appropriate commands. 

4. Field Level Activities 

The Department of Defense and each of Ae Services possess inforaiation collection 
assets in the field that can be directed to collect information bearing on terrorist threats to 
DoD personnel, facilities, and assets. The following are examples of diose field activities 
that are integrated into the terrorist threat information collection s 

a« Service and/or OSD Investigative Agencies 

Service criminal investigative services; e.g.. Army CID, Navy NISCOM, 
Marine Corps C3D, and Air Force OSI collect and evaluate criminal information and 
disseminate terrorist-related informaticm to supported installation and activity commanders. 
As appropriate, criminal investigative elements also conduct liaison with local nulitary 
and/or security police and civilian law enforcement agencies. 

b. Intelligence and/or Counterintelligence Staff Elements 

Intelligence and/or Counterintelligence staff elements of heads of DoD 
Agencies and commanders at all echelons should execute the following responsibilities in 
accordance with DoD 5240.1-R (reference (aa)): 

(1) Report prompdy all actual or suspected terrorist incidents, activities, and 
early warnings of terrorist attack to supported and supporting units and/or activities, local 
intelligence field office, Urufied and Specified Conmiands, DIA, and appropriate 
headquarters. 

(2) Tniriate and maintain liaison with the security police or provost marshal*s 
office, local military criminal investigative offices, local intelligence field offices, security 
offices, host-nation agencies and, as required, other organizations, elements, and 
individuals. 

(3) Develop and present terrorist threat awareness briefings to all personnel 
within their axmnands in cooperaticm witii the k)cal intelbgpx)^ 

(4) RejKHt all actual or suspected terrorist incidents or activities to their 
imtnediate oximiander, supported activities, and Service lead agency tinou^ established 
reporting channels. 

c. Law Enforcement Staff Elements 

Law enforcement staff elements of DoD agencies and military commanders 
should cany out the following responsibilities: 

(1) Initiate and maintain liaison with local intelligence field offices and 
mUitaiy criminal investigative offices. 
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(2) Investigate criidMid acti^^^ 

detennine whether or not such activities may constimte a tenorist threat to DoD personnel, 
facilities, materiel, or other U.S. interests. 

(3) Report all actual or suspected terrorist incidents or activities to their 
immediate c omm a nd e r , supported activities, and Service lead agency through established 
reporting channels. 

(4) Maintain liaison witii Federal, host-nation, and local law enforcement 
agencies or other dvil and inilitary combatting iBiiDtism agencies as appropriate. 

d. InsUlIation, Fadlity, Activity, or Unit Security Officers 

The foondation of the threat reporting function demanded by the DoD 
Combatting Terrorism Program rests on die shoulders of installation, facility, activity, or 
unit security officers. These individuals may not be part of the military intelligence 
community in a formal sense. However, their overall security and force protectira 
responsibilities place tiiem in positions tinough which quantities of information of potential 
interest or amcem to the intelligence and law enforcement communities pass on a recurring 
basis. HierBfcre, tiiese security officers ^ould: 

(1) Report all actual or suspected terrorist incidents or activities to their 
immediate commander, supporting security or military police office, odier supported 
activities, local intelligence field office, and local military criminal investigation office in 
accordance with applicable Sovice and D6D instructions, regulaticms and directives. 

(2) Conduct regular liaison visits with the supporting security or military 
police office, intelligence field office, and local ctuninal investigation ofBce. 

(3) Assist in providing terrorist tiueat awareness training and briefings to all 
personnel and family meooben as required by local 

C. TERRORIST THREAT ANALYSIS 

1- TTie primary intelligence missioQ in suppan of the DoD combatting terrorism 
program is warning. Specific warning infomation-time, date, place, and method of 
attack-is never volmitarily provided by terrorists. Careful threat analysis is required in 
order to understand and detect preincident indicators of a terrorist attack to issue timely 
warning n^ssages. 

2. Threat analysis is a critical input into the threat assessment process, a process that 
results in tlie io^lementadon of force protection plans and die allocation and e;q)enditure of 
force protection resources. In addition, threat analysb provides tbe intelligence officer with 
information upon which to base warnings. 

z. Sources 
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(a) Open source infonnadon is infomiation in all forms or media that is 
publicly available and can be collected, retained, and stored without special authorization. 
Examples include the following: 

1 News media (pnnt and broadcast). 

2 Scholarly publications. 

2 Unclassified United States and foreign govermnent documents 
including congressional or Parliamentary records. 

4 Press releases. 

5 Political tracts, handbills, posters, flyers, and leaflets, often 
distributed by organizations committing, supporting, or opposing terrorist actions. 

(b) The news media are often excellent open sources of information on 
terroiism. These organizations report many major terrorist incidents and often include in- 
depth reports on terrorist individuals or groups. Such reports can provide analysts with 
insights into terrorist group goals and objectives, the motivation of individual members of 
terrorist organizations, modes of recruitment, training and training methods, and tactics of 
attack. 

(c) Terrorist groups and their supports may publish political tracts, 
pan^hlets, and news releases that reveal their objectives, tactics, and possible targets. 
Such infomiation is often placed into the public dooiain as part of a can[q>aign of terror. 

(d) Some commercial data services offer timely information about 
international or military affairs. These data bases often include information regarding 
terrorist incidents. Such data services often rely on foreign news loedia; some niaintain 
their own network of sources. Information services are provided on subscription or fee- 
fOT-service basis. 

(2) Criminal Information 

Both military and civil law enforcement agencies collect criminal 
informaticm. Since terrorist acts are criminal acts, criminal mformation is 
for teiTorist intelligence. Established law enforoement liaison channels must be used to 
obtain such information because the collection, retention, and dissemination of cnminal 
information are regulated. Local military criminal investigative offices fTiaintain current 
information in accordance with DoD regulations govenung retention of criminal 
information. Such material may assist managers and military commanders in the 
assessment of tiie local terrorist threat 
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(3) Government Inforniatioii 

(a) Government mformatibn refers to materials can^ctt^, a nal yzed, and 
disseminated under official auspicesi; if inlludes^^ not limited to, scientific and 
technical reports, political and economic reports, crime and terrorism statistics, policy 
statements, legisladon, and official conespondence. 

(b) As noted above, some goveniment information may be open somce, 
available to all persons who either request or purchase it 

(c) Government information may also be restricted or have limited 
distribution only within government agencies. Such information might include post- 
conviction coun records, expon and/or inqxirt Uccnse applications, immigiadon records, 
or financial securities registration information not released to the public 

(d) Government information also includes data and analyses derived 
from inteUigence sources. InteUigence exchanges with local government agencies dnough, 
for exanqjle, coq)erarive arrangements can also augment regional infonnation. 

(4) Local Information 

(a) Another valuable source of infcnnadon is the individual service 
member, civil servant, family member, and individuals with regional knowledge such as 
college faculty, cultural organizations, etc. Local crime or neighboriiood watch programs 
can also be valuable sources of information and can serve as a means to keep individuals 
infonned in dispersed and remote areas. 

(b) Local information is often of critical in^XMtance as it is collected and 
passed through either law enforcement and/or inteUigence channels to the national 
intelligence organizations. It is frequently invaluable to analysts in confirming news media 
OTote open source accounts of tenorisi activities; it can provide eariy warning of potential 
texrorist activities, allowing law enforcement and combatting tcnorism measures to be 
initiated in a timely manner, diereby tiiwarting or minimizing the effectsof a tenorist anact 



(5) Access to Intelligence 
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b. Methodology 

(1) DoD Threat Analysis 

(a) The Department of Defense has developed a methodology to assess 
teiTorist threat to DoD personnel^ facilities, materiel and interests. This methodology is 
used by all DoD QHiqx)nents. 

(b) Threat analysis is the process of compiling and examining all 
available information to develop intelligence indicators of possible terrorist activities. 
Threat analysis is the essential first step in determining risk of and vulnerability to terrorist 
attack. Infonnation used in p ci fumii ng terrorist threat analysis is often more difScult and 
complicated to acquire from all sources than information dealing with less esotenc military 
tineats. Terrorists operate in a clandestine mode. Unlike ccmventional military forces that 
acquire deterrent value by being visible and demonstrating at least a small range of their 
total capabilities, terrorists gain maximum advantage by remaining invisible until they 
attack. The smallest terrorist groups combine mobility and cellnlflr nr ^mrsii^ fm to malri> it 
exceptionally difficult to '*find** and "fix** members. 

(c) The traditional missions of law enforcement and militaiy intelligence 
organizations have not focused unconventional threats to DoD personnel, facilities, and 
materieL Police and law enforcement organizations usually focus their intelligence efforts 
on identifying, locating, and apprehending individual criminals. Military intelligence 
organizations focus on conventional threats. Analysis of terrorist threat requires some 
degree of reorientation for police and intelligence operations.^ 

(2) Threat Analysis Factors 

The Department of Defense has identified sbi factos to be used in shaping 
the collection and analysis of information from all sources bearing on terrorist threat 
These factors are used in making teirorist threat analyses on a country-by-country basis. 
The methodology described below is used by die Department of Defense only; other U.S. 
Govenmient Departments and Agencies may apply their own analytical methodology to 
form their own terrorist direat analyses. 

(a) Existence. A terrorist group is present, assessed to be present, or 
able to gain access to a given country or locale.^ 

1 Analysis of information regarding the existence of a terrorist 
group addresses the question: who is hostile to existing organizations and social 
structures? 

2 A terrorist group need not have posed a threat to American or 
DoD interests in die past to draw notice under this factor. Groups that may not pose a 



* Terrorism Counteraction, Headquarters, Depanment of the Anny, FM 100-37» WashingtCBi. D.Cj U.S. 
Govemment Printing Office, 1987, p. 20. 

^ DoD Directive 0*2000.12 (reference (a))» Tentvist Threat CcKiditioo System, Endosuie S." 
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threat to American or DoD interests iii one country may elect to tarjget and to strike at these 
interests elsewhere. 

(b) Capability. The acquired, assessed, or demonstrated level of 
capatnhty to condua tei i ori st attacks.^ 

1 Analysis of terrorist group capabilities addresses die question: 
what we^ns have been used by terrorist groups in carrying out past attacks? What 
infiastnKtare necessary to train, equ9, target, and execute attacks had to be erected? 

1 As suggested by the discussion in ChqKern, terrorists operating 
without support or diiecti<n from foreign governments have access to a wide variety of 
commercial equipment suitable for intelligence collection, targeting, and striking at 
American or DoD interests in the United States or abroad. Terrorist gnxrps operating wirii 

soppon or directicm finim states hostile to the United Statts can fiequendy obtain even nx3^ 
sophisticated weapons, intelligence collection and targeting equipment, better financial 
backing and logistics support, and better access to media to promote ifaeir ideological aims 
than those groups operating without such support 

1 Repots of arms, ammunition, and explosives thefts should be 
momtored very closely, as shouU reports of diefts of ni^t vision devices, low-Bght closed 
cizcnit TV equipment, and oAcr equipment used by law enforcement and intelligence 
agencies worldwide for reconnaissance and surveillance. Large-scale commercial 
transactions involving explosives for use in mining and mineral exploration, military-style 
weapons and ammunition should also be monitored. Reports regarding trafficking in lost 
or suden government travel documents should also be viewed with ccmcem. 

± The ability of terrorists to move from one country to another is 
also an imponant facet of terrorist group capability. Reports of criminal activity regarding 
tiiefts, forgeries, or alterations of official identification documents, travel documents, or 
iotetnaticHial tidcets inay be evidence of future tetioiist activi^. 

1 While none of tiiese information reports is unequivocal evidence 
of terrorist activity, if such reports are followed with care, such information can quickly 
becotne a key indicator of c^)ability meriting further scrutiny. Efforts to analyze terrorist 
c^aWUties depend to a very large degree on die ability of analysts to assemble huge 
quantities of seemingly unrelated infonnation and identify a pattern of disaggregated m 
distributed ttansactioas. The smn of tliesetransacticms translates into evidence of terrorist 
gtoap cqjability. 

(c) Intentions. Recent demonstrated anti-U.S. teiroiist activity, or stated 
or assessed intent lo condua such activity.^ 

1 Analysis of terrorist group intentions seeks to address the 
questions: Why do groups engage in terrorist acts? What do di^ hope to achieve? 



3 Ibid. 
^ Ibid. 
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2 Tenorist groups sometimes provide the world with information 
about their lOTg-terai goals and objectives. They sometimes provide long treatises tfiat seek 
to justify the use of terror tactics to achieve stated goals and objectives. They also display 
behaviors which are clear, unambiguous indicators of intent 

(d) Demonstrated terrorist activity overtime.^ 

1 Analysisof terrorist group history addresses the questions: What 
have terrorisis done in the past? What is the terrorist group's method of operations? How 
did they acquire the capability they demonstrated? Where did tiiey obtain support? What 
additional attadcs did tivey mount? 

2 Terrorism analysts recognize that history is not an especially 
reliable predictor of future behavior. However, a well-developed history of a terrorist 
group is icqxKtant beca u se it helps put into perspective informaticxi about current terrorist 
or tenorist related activities. Mfltfitaimng a gnnH higrrwy nf tfTTCTist groups is e4?sentT^l in 
order to develop profiles of events that facilitate terrorist tisreat analysis. 

(e) Targeting. Current credible information on activity indicative of 
preparations for specific terrorist operations.^ 

1 Targeting addresses the questions: who is likely to be attacked, 
why are they likely to be attacked, and what is the basis for accepting reports that such 
attacks are planned? 

2 Translating statements of general intent, supported by historical 
patterns of hostile, destructive, and even murderous behavior, into predictions about 
future, time and place specific acts deals with targeting, and is the most challenging aspect 
of terrorist threat analysis. 

(f) Security Environment. The internal political and security 
considerations that impact on the capability of terrorist elements to carry out their 
intentions.'^ 

1 The Security Environment of a country refers to the general 
ability of national law enforcement, paramilitary, and military institutions to maintain social 
Older. Parameters examined within the Security Envirormoent including training of law 
enforcement, paramilitary, and military forces to deal with terrorist incidents; quality of 
equipment available for law enforcement and internal security forces; distribution of intonal 
security forces throughout a country, etc. 

(3) Service Level Terrorist Threat Analysis 

(a) Each of the Services maintains its own terrorist threat analysis 
capability. While the DoD methodology is used, the Service threat analysts sometimes 
view the data &om a Service-unique perspective. 



5 Ibid. 
^ Ibid. 
7 Ibid, 
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(b) Differences in the perspectives or the saHence of paniniiar Tmorist 
threat factors among DIA, Service, or CINC threat analysts may lead to divergent 
conclusions about specific texiorist thr ea ts 

(c) It is possible, for example, for the DIA terrorist threat analysis to 
conclude that DoD personnel in a given country are generally at risk. TTie Service terrorist 
threat analysis may report diat its personnel assigned to the same country are eidier at 
greater or lesser risk than the assessment by DIA. TTie Service threat analysts may form 
their judgment on the basis that, unlike other DoD conqwnents, their Service has no 
pemoanent presence in a country. While the threat to all DoD assets in a country may be at 
one level, a particular Service, having no assets in the country, faces no threat of tenorism 
in die coontiy in question. 

(d) Differences in perspective on and salience of tenorist threat factors 
assessed by the Unified and Specified Command, Service and DIA tenwism analysts may 
somedmes account for differences in analyses or judgements about tenorist direats to DoD- 
a ffiliate d personnel, facilities, and assets. 

(4) Combatant Commands 

(a) The Commanders in Chief of the Unified and Specified Commands 
aiso require terrorist threat analysis from their own intelligence organizations. The purpose 
of these is twofold: 

1 Assist the CINC in providing for the security and protection of 
forces under his control; and 

2 Ensure the flow of infonnadon passing through Service lines of 
communicarion within the area of CINC responsibiKty is also brought to the attention of die 
CINC and his staff and disseminated within die Gximiand as appropriate. 

(b) The CINC through his J-2 staff is able to draw upon the information 
and analysis resources of die DIA, die Services, and dirough his Political Adviser, all U.S. 
Embassies in his area of re^nsibility. 

(5) Elements of Information 

(a) The Terrorist Assessment Methodology employs an analytical 
appioadi that focuses information collection and analysis fiom all sources in a manner such 
that data can be aggregated from a wide range of sources over a long period of time to build 
a mosaic picture of terrorist groups, dieir capabilities, tiieir modus operandi, and dieir 
targets. Infonnation is collected fimn aU sources including resources in die field. Specific 
requests for informaricMi are passed through intelligence channels 

(b) Intelligence tasking xnay seek very specific bits of information. 
When cornbined widi infonnation collected from all sources, intelligence information 
collected in response to specific intelligence tasking becomes the basic data on which 
analyses and judgments using the six DoD tenorist threat analysis factors-Existence, 
Capability, ffistory. Intentions, Targeting, and Security Environment-can be builL 
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D . TERRORIST THREAT LEVEL 

1. The DoD teiTorist threat analysis communi used 
to describe the country-specific results of terrorist threat analysis based on the terrorism 
threat analysis naethodology briefly described above. Other departments and agencies may 
use DoD terrorism information but employ their own terrorist d^eat analysis methodology. 
As a result, there may be differences between the Department of Defense and other 
departments or agencies on gross or simple descriptions of terrorist threat to U.S. 
Government personnel and facilities in one or more specific countries. The differences 
among DoD and other views may be less significant than would first appear once the 
summary description terms used by each are explained. 

2. The Department of Defense uses a five-step scale to describe the severity of the 
threat as judged by intelligence analysts. These five steps from highest to lowest are as 
follows: 

a. CWTICAL. 

b. fflGH. 

c. MEDIUM. 

d. LOW. 

e. NEGUGIBLE. 



3 . Threat levels are tiie result of combinations of the threat analysis factors discussed 
above as reflected in Rgure 5-1 below. The factor. Security Environment, is considered 
separately as a modifying factor and will influence the assigned threat level 





Threat Analysis Factors 
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* Factor must be present 


B Factor may or may not be present 



Figure 5-1. DoD-Level Determination of Terrorist Threat Level 



4. Threat levels are the result of combinations of the following factors based on 
analysis. They describe the broad political environment in which terrorist activity might 
occur. 

a. Terrorist Threat Levels may not address the question: '*when will a terrorist 
aitadc occur?** 

b. Terrcnist Threat Levels do not allocate protective resources. 

c. Issuance of Terrorist Threat Level judgments is not a warning notice. 
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5 . Formal terrorism warning rioncies ire issued separately as described later in this 
chapter. The follow discussion expands on the data, information, and analysis that 
underlies eadi Terrorist Threat Level 

a. Terrorist Threat Level CRITICAL 

CRITICAL. Factors of Existence, Capability, and Targeting must be 
present Histcxy and Intentions may or may not be present 

(1) Analysts declare threat level CRITICAL when as a result of their 
assessment of all available infonnaiion they; 

(a) Detect the presence of terrorist groups in a region or country. 

(b) Identify the level of capability (including specific means) by which 
terrorist groups can carry out an attack. 

(c) Identify the existence of current credible targeting of \JJS. interests, 
DoD persOTnd, or DoD facilities or maKrieL 

(Z) This is a short-hand expression, and should be intecpreted as the strongest 
possible analytic judgment to heads of DoD components that further analysis of their 
immediate situations should be undertaken. Based on information available to the 
intelligence community from all sources. Threat Level CRITICAL is a judgment diat 
tennrist attack is highly probable. 

(3) However, Threat Level CRITICAL may not address die question: when 
will a tenorist attack occur? 

(4) The chaiacicr of die CRmCAL threat level determination compels local 
commanders to take appropriate protective measures because cuirent, credible evidence 
exists pointing to die targeting of personnel, facilities, assets or interests by terrorist 
groups. 

(5) CRITICAL is differentiated frnn all other Terrorist Threat Levels because 
it is die only cat in whidi credible infannati<Mi identifying DoD personnel, fecilities, assets 
or interests as potential targets of attack is present 

b. Terrorist Threat Level HIGH 

HIGH. Factors of Existence, Capability, History and Intentions must be 

presenL 

(1) As in the case of CRmCAL, analysts establish Uneat Level HIGH when 
Aeir assessment of tenorist threat infonnatioa finds: 

(a) Evidence of tetrorist individual or group existence. 

(b) Evidence of capability to attack. 

(c) History of terrorist attacks that may or may not involve American 
interests, PoD personnel, facilities or maierid. 

(d) Credible indications providing evidence of intent to engage in acts 
harmful to American intereas or DoD personnel, facilities, or maietieL 
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(2) Terrorist Threat Level fflGH is differentiated from CRITICAL because 
analysts lack targeting infonnation. It is differentiated from MEDIUM because analysts 
have sufficient credible information to assess threat factor Intentions toward U.S. 
Government interests. 

c. Terrorist Threat Level MEDIUM 

MEDIUM. Factors of Existence, Capability, and History must be present 
Intentions may or may not be piesent 

(1) Threat Level MEDIUM and Tlireat Level fflGH ate similar in that Hat^ 
for the factors Evidence, History, and Capability exists. 

(2) Tenorist Threat Level MEDIUM is differentiated from HIGH based on 
the content of infomiation in factors Existence, C^ability and History. The presence or 
absence of information on terrorist group intentions may also permit analysts to 
differentiate MEDIUM fixHn HIGH tenorist threat 

Terrorist Threat Level LOW 

LOW, Existence and Capability must be present History may or may not be 

present 

(1) Threat Level LOW is assessed when there is evidence of terrorist group 
existence and capability in a country but no evidence of intentions ot targeting. Historical 
information of tenorist groiq) activity may or may not be present 

(2) Threat Level LOW is differentiated from MEDIUM by the substantive 
information witiun the threat analysis frictors of Existence and Ca|>abili^. 

e. Terrorist Threat Level NEGLIGIBLE 

NEGLIGIBLE. Existence and/or c^abiliQr may or may not be present 

Tlireat analysts wiU icpon a negligible threat level when little or no credible 
evidence of terxoiist group existence and capability exists f ot a country subject to analysis 
and no crediUe evidence of history, intention, and targeting exists. 

£• CHANGES IN TERRORIST THREAT LEVEL DECLARATIONS 

1 • Analysis of terrorism is an ongoing process. Although each analysis relies on 
information included in previous assessments, judgments with respect to threats to DoD- 
affiliated personnel, facilities, and assets begin anew with each analysis. No formal 
escalation ladder of Teirorist Threat Level exists; terrorist tiueat level designations f ot each 
country subjea to analysis are applied on the basis of current information and analysis. 

2. Terrorist tfireat level designations can go from NEGLIGIBLE to HIGH or from 
HIGH to NEGLIGIBLE without passing through the intermediate steps of LOW or 
MEDIUM. While dramatic, extreme changes in judgments about terrorist threat levels in 
one country are not common, die Terrorist Threat Level system does not preclude analysts 
from making such dramatic changes in Threat Level Designations. 

3. In the former case, a new tenorist group might irtitiate a series of attacks on DoD 
personnel ot facilities, quickly building evidence of existence, capability, histtwy, intenticm, 
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and targeting. In the latter case, liw enforcement and security forces might score a big 
success, apprehending a major terrorist group virtually intact, wiping out its base of 
support, its cq)ahility to attack, its ability to target DoD-affiliated personnel and facilities, 
aixl evoi its entire active cadie membership. 

F. THREAT WARNINGS 

1. Overview 




b. Individual DoD Conxponents also have the ri^t to independently notify their 
members of impending threats. If a DoD Component intelligence activity receives 
infcHmadon that leads to an assessment of an inmnnent temnist attack, it may exercise its 
right to issue a unilateral warning to its units, installations, or personnel identified as targets 
for die attack. 

c. Warnings are issued when specificity of targeting and tirtdng exist or when 
analysts have determined that sufficient information indicates that U.S. personnel, 
facilities, or interests, particularly those of the Department of Defense, are being targeted 
for attack. Warning need not be country specific. A warning can cover an entire region. 
The key to warning is that the t er r orism analyst recognizes that the pre-incident indicators 
for an attack are present and that a warning must be issued. 
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tey are unambiguous— u is ciear lo me recipients mey are 
igs are intended for distribution up, down, and laterally through the 
chain of ccxmnand-not just downward. Warnings of in:Q)ending tenoiist acdvity are likely 
to have naticmal implications and will be provided roudnely to decision makers at the policy 
level of the U.S. Govemment 




G. TERRORIST THREAT ANALYSIS AND WARNING: 
SUMMARY OBSERVATIONS 

1 . The DoD threat analysis methodology described in this chapter is applied by DoD 
Conqx>nents to fonn judgments about terrorist threat 

2. The DoD intelligence activities use the terrorist threat analysis methodology to 
guide collecdon and analysis of the best available infomiation on which it forms its 
assessment and issues warnings of terrorist threats. 

3. Terrorist Threat Level assessments are intended to provide a judgment by DoD 
intelligence activities of the tecnorist threat for a country based on all-source infomiation on 
hand. Tenorist threat analyses summarized in Terrorist Threat Level declarations assist 
heads of DoD components, the Services, Unified and Specified Commands, and local 
commands make judgments about the allocation of combatting teirorism and foree 
protection resources- THERE IS NO Aint)MATIC RELATIONSHIP BETWEEN AOT 
LEVEL AND ANY SPECIHC COMBATTING TERRORISM RESPONSE AS ARE DESC3UBED 
BELOW. 

4. IT REMAINS THE RESPONSIBILITy OF COMMANDERS IN THE FIELD, THEIR 
CHAINS OF COMMAND THROUGH THE UNIFIED AND SPECIFIED COMMANDS, THE 
MnJTARY SERVICES, AND THE HEADS OF DEFENSE AGENCIES, TO ALLOCATE 
PROTECTIVE RESOURCES. Judgments about use of personnel, special security equipment, 
and changes in organizational behavior should be influenced by but not automatically 
drivra by Threat Level declarations. 

5 . In the chapters that follow, additional criteria and analytical techniques to be used 
by civilian managers and military commanders to inform further judgments abput the 
allocation of protective resources will be discussed. As noted in Chapter 1, decisions to 
alter the force protection posture of DoD personnel and fecilities in response to terrorist 
threats must consider the risk posed by terrorists, the vulnerability of DoD assets to such 
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attadcs, and the importance or criticaiity of such assets to the accomplishment of DoD 
missions. Ch^ter 6 examines these inqKntant considerations. 
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CHAPTER 6 

ASSESSMENT OF RISK, VULNERABILITY, AND 

CRITICALITY 

A. INTEGRATED TERRORIST THREAT ESTIMATES 

1 . Several elements of the DoD Combatting Tenorism Program were identified in 
Chapterl of diis Handbook. Hie initial stq> in the development of a craibatting temnism 
program is an analysis of the ±reat of terrorism as it affects each DoD activity, installatioi, 
or organization in all DoD Components. The process by which terrorist threats can be 
analyzed was described in Chapter V. In tiiis chapter, the second step in the development 
of a conbatting terrorism program will be explored. 

2. The development of an Integrated Terrorist Threat Estinaate is executed by civilian 
managers and military commanders at all levels within the DoD Components. They and 
their staffs assess the risk of terrorist attack. Questions such as the following are 
ccnsideted: 

a. Arc there individuals or organizations in the vicinity of DoD personnel, 
facilities, or materiel that represent a tiireat to those personnel, fecilities, or materiel? 

b. Is there a risk that the threat win materialize? 

3. Assessments of terrorist attack risk seek to understand the circumstances under 
which a terrorist attack is more or less likely, and how civilian managers, military 
commanders, and their staffs can exert influence before the fact to reduce the likelihood of 
tenorist attack and mitigate its effects should it occur. 

4. After answering these questions, the following quesdons are examined: 

If DoD assets are attacked, how likely is it that they will be rendered unable to 
perform assigned missions? 

5. This quesd<m goes to die deinent of vulnerability, the probability that DoD assets 
if attacted will not be usable to perform assigned missions and responsibilides: 

If DoD assets axe inoperable <x unable to perform, can assigned missions be 
accomplished? 

6. This question goes to the issue of mission cridcality and the potential ability of 
terrorist attacks in peacetime, crisis, or war to disrupt the ability of DoD Components to 
cany out tnissions and funcUOTS assigned by the National Command Authorities. 
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7. Tliis chapter examines assessnienis of terrorist attack list 
attack, and the mission criticality of DoD assets inchiding personnel, fecilities, and materiel 
subject to t en r ori st attack. 

B . RISK OF TERRORIST ATTACK 

^^As noted in Ch^ter 5, DoD-level terrorist threat analysts prepare tailored and focused 
products for DoD Components generally and the Unified an d Specified Commands with 
temtonal responsilnlities " 




» the respcmsibility of manageihem and 

ttJniimndatevery echelon. It is a responsibility that cannot be delegated or waived. TTie 

iiskofbecommg the victim of a terrorist attack appears to be influenced by several factors. 
Terrorist Group Goals and Objectives 

a. Many terrorist groups around die world have developed clear goals and 
o^ecnves. Violence and threats of violence are employed in pursuit of these goals and 
oqiectives. 

b. In some countries, DoD personnel and facilities may not be at great risk from 
such groups because attacks on odier targets directly related to terrorist groups objectives 
are available. In other countries, multiple terrorist groups may be operating. In such 
cases, some groups may represent a lesser dneat to DoD personnel and facilities tiian otficr 
groups because DoD personnel and facilities are not dieir priority target Forexample 
during the mid to late 1 980s. the Provisional Irish RepubUcan Army (PIRA) launched a 
series of aimed attacks including bombings and shootings of British military forces 
stationed m die Nedierlands and Gcnnany. Altiiough DoD personnel, facilities, and 
inaiaid m Gcmiany were at considerabte risk of becoming victims of ter^ 

probability of PIRA attacks on DoD assets was less tiian die probability of odier terrorist 
group attacks such as die Red Anny Faction or Revolutionary Cells.1 

2 . Proximity to Other Terrorist Group Targets 

Even if a terrorist group has well-defined goals and objectives, a strategy to achieve 
such goals, and attenqpts to execute a carefully planned attack aimed at other targets, DoD 
personnel and facilities can become die victims of terrorist violence. Whenever DoD 
personnel and fecilities are collocated widi facilities of host governments overseas, diere is 
an mcreased risk diat attacks by terrorists against die host-government facilities will also 
mchide DoD personnel, facilities, and materiel. 



1^72-1991. For addittraal infonnation on temsist aoacks against U.S. and NATO faces statiooed in 
Ganany diinng thcl980s, see Depanmem of Defense. Terrorist Croup Profiles (Washington. D.C • 
U.S.GovenimemPnnung Office. 1989). ^ j \ s«u.*^.w 



6-2 



FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 



3 • Prominence or Wealth 

a. Terrorist groups often conduct attacks as a means of publicizing their group, of 
spreading word of their cause^ and of intimidating the public. Attacks on prominent 
individuals, organizations, or institutions are often newsworthy. Attacks on wealthy 
individuals also gamer press coverage. 
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b. Americans are generally proud of their heritage. We find much within our 
nation of which to be proud. Sometimes, hovfever, discretion is the better part of valor, 
and some consideration should be given to the various ways in which our nationality is 
revealed when so doing places us at risk. 



(1) Vehicle Identification 

In many overseas countries, Americans arc issued vehicle identificaticm 
including special Ucense plates (color, design, special characters) or decals identifying die 
vehicle as one registered to an American natirtn ^] 

(2) Personal Dress 

The way Amoicans dress sets us apart from others, particulariy overseas. 
Loud clodies and T-shirts with civilian and military slogans written on them provide 
identificaticRi of the wearer's nadonali^. 

(3) Speech 

The way Americans talk can give others an opportunity K> identify ns as 
potenti^ targets, even if we speak the language. Tlie louder Ae volume of speech, the 

mem miUtary inms and American slang used in conversation, die easier it is to determine 
the naiknialiiy of die qieaker. 

(4) Customs and Habits 

Even if Americans physically blend in with the locals, our customs and 
hatnts give us away. Single customs such as die manner in which we use a knife and fa± 
at dinner to more sophisticated social practices such as greeting business or social 
acquaintances can give observers excellent clues as to our nationality, even if we "fit in" 
with die appearance of die local p(q)ulation. 
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(5) Personal Behavior 

(a) Some social behavior acceptable in America is not socially acceptable 
in foreign lands. Many Americans when overseas do not dress, speak, or behave in 
appropriate manner. Some of the inappropriate behaviors observed that help identify the 
nationality of American's overseas are the following: 

1 Loud and obnoxious speech. 

2 In^pn^mate attire for churches, national shrines and memorials. 

3 Public displays of affection. 

4 Smoking in inappropriate places. 

^ Smoking American brands of cigarettes, not local brands. 

^ Inappnqiriate use of alcohol 

2 Heckling or verbally accosting other persons. 

8 Inappropriate operation of motor vehicles. 

(b) Evenif there is nothing uniquely American about these behaviors, the 
fact we behave in a different, remarkable fashion from others draws attention to us. 
Having aroused curiosity in outside observers, it usually does not require exhaustive 
observation to determine our nationality &om other indicators discussed here. 

(6) Currency 

Use of American currency or travellers checks with unambiguously 
American banks or financial instimtional idmtification on tiiem is another means by which 
terronsts can identify the nationality of Americans overseas. 

5. American Government Representatives 

Some t er r ori st groins have developed rather sophisticated undentandings of the 
American political systenL The leadership of some terrorist groups recognizes ^ there 
are often strongly held views in the American populace that are d^erent from the official 
views of the U.S. Government Sometimes, American government officials are at risk of 
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6. Military Afniiation 



Once in a while, terrorist groups discrinnnate against specific groups of U.S. 
Government employees. It is not surprising that when such discrimination by t er r ori st 
groups take place. State Department enq)loyees andDoDpers(»inel appear to be singled out 
for special treatment There are many indicators associated with U.S. noilitary affiliation 
that have been used to identify and target DoD perscxmel in the past Among these are the 
following: 

a. Uniforms 

Many terrorist groups have generally been able to identify American military 

uniforms and differentiate them frnm thngg wnm hy fnrgign rmWmy n rganiri^tio ^^ Some 

appear able to identify differences among U.S. military uniforms including Service, 
season, and uniform purpose (fatigues. Service dress, formal dress uniforms, etc.). In 
sudi circuix)staiK:es, appearing in uniform identifies the wearer as Aineric^ 

b. Tattoos 

Tattoos have been quite popular among American military persormel for years. 
Aside from die risk of infection and disease tiiat accompanies use of impropcAy sterilized 
tattooing iiistruixients, tattoos are often uniqudy Arrierican wocis of a^ Tattoos of specific 
military unit logos, unit nicknames, American landmarks, or slogans popularized by 
American movies can be significant identifying marks that give clues as to the nationality 
and afBliation of the owner. 

c. Grooming Standards 

DoD personnel are expected to adhere to a well-defined set of grooming 
standards. Not only are such standards helpful in establishing espirit de corps, in many 
instances they serve to improve and maintain personal hygiene and in case of combat 
ensure proper fit of protective equipment. In some circumstances, however, rigid 
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adherence to p^pnal ge^ scaid^^ds can mim^ aid in identifying DoD 
inilitaQrpd^ 

7 /Specific Identity 

Some teirorist groups have developed especially sqphisticiited tactics to terrorize 
and intimidate their target audiences. A tactic that has been used from jdme to time with 
effect has been to target spe<^ named Ainerican officers or officials. 
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g. Name Plates and Luggage 

Name plates on residences, ofBccs. vehicles, and nudl boxes help identify 
potential targets of tenotist actions. Luggage tags with names and addresses readUy visible 
are also good sources of infonnation for Dse by teaotists. 
8. Mistaken Identity 

Terrorists are human, and even they make mistakes in identifying and targeting 
from time to time. Certain drcumstanccs seem to increase the risk of inistaken identity. 

a. Housing 

It is useful to know die rental history of a residence before committing to a 
lease. If, for example, the previous tenants were affiliated with certain governments 
known to be high priority terrorist targets, it may be prudent to look funher for housing. 

b. Uniforms 

Some terrorist organizations have demcMistrated excellent uniform and grade 
recogn ition skills; other groups have not Depending on the existence and capability of 
terrorist groups operating in each country, wearing American military uniforms may 
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increase risk of attack because of an inability of terrorists to differentiate DoD personnel 
from host government personnel on the basis of uniform. 

Q. Symbols of Power and Prestige 

As in other instances of mistaken identity, if one looks the part of a powerful 
or prestigious person, there is always the possibility that one will be mistaken for a 
powerful or prestigious person. In those instances where teziorists are seeking a specific 
individual, it may be useful to avoid appearing much like the presumed target 

9. Detectability 

Even if terrorists develop detailed information on potential victims of kidnapping or 
hostage-taking, they must still be able to detect the presence of their target Terrorists use 
visual surveillance; they may have used electronic surveillance in sonie instances as well. 

10. Accessibility 

Even if teirorists can identify DoD personnel as American nadonals, as symbols of 
American power and prestige, as symbols of military oppression, and even if they can 
single out specific individuals, the risk of becoming a terrorist victim may still be 
controllable. Not only must terrorists identify, detect and track targets, they must get 




C. VULNERABILITY ASSESSMENTS 



1. General 

a. Vulnerability assessments address the consequences of terrorist attacks in 
terms of the ability of units, installations, commands, or activities to accomplish their 
assignments successfully, even if terrorists have inflicted casualties or destroyed or 
damaged DoD assets. Put slightly differendy, vulnerability analysis seeks to understand 
the compound probability of (1) being hit by a terrorist attack and (2) whether or not 
assigned respcxisibiUdes can be fulfiUed as required if atta^ 

b. In assessing vulnerability, some excursicms from the range of attacks described 
in terrorist threat analysis products for relevant terrorist groups should also be made. Not 
only are such excursions helpful in planning for the **greater than expected*" threat, such 
excursions help managers and military commanders identify the sensitivity of their 
combatting terrorism plans, programs, and protective measures to changes in analytical 
assumptions, direat, role or mission. 

2. Vulnerability Assessment Functions 

a. The minimum purpose of vulnerability assessments is to aid installation civilian 
managers and military commanders identify the following: 

(1) Weaknesses in the physical security plans, progracQS, aiid stmctures. 

(2) Inefficiencies and diminution of effectiveness in personnel practices and 
procedures relating to security, incident control, incident response, and incident resolution 
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including but not limited to law enforcement and security, intelligence, conunand, 
commiinicarioos, medical, and public affairs. 

(3) Enhancements in operational procedures during times of peace, 
mobilization, crisis, and war. 

(4) Resource requirements necessary to meet DoD, Service, combatant 
command, and local securiQ^ requirements. 

b. Installation civilian managers and military commanders may use vulnerability 
assessments for othCT management, training, and oversi^t purposes as well 

3. Vulnerability Assessment Process 

a. "Terrorist Thinking** 

It is inq>eraave that members of the installation staff participating in the 
vulneralnlity assessment step outside dieir usual roles and "think like a terrorisL" They 
need to pcmder several questions. 

(1) What assets would tenoiists target? Why? 

(2) What capabilities are tibey repoted to have? Which would be effective 
against targets assessed as likely? Why? 

(3) How might diose capabilities be onployed? 

(4) What might eariy signs of attack be? How might such attacks be detected 
by the audiocities? 

(5) What are the avenues of ^proach terrorists would take to reach targeted 

assets? 

(6) How well-ptDiected are the assets likely to be targeted? 

b. Elements of Vulnerability 

(1) After identifying several qiptoaches tenorists might e mp loy to gain a ccess 
to DoD personnel and facilities, the facility should be examined from physical, personnel, 
and operations security perspectives. 

(2) The following enumerated list of vuhietability elements is intended to be 
descriptive and thought provoking; it is not intended to be conaprehcnsive or definitive. 
Vulnerabiliiy elements include steps criminals or terrorists mi^t take to gain access to 
protected DoD assets and die resulting adverse consequences for the Department of 
Defense in terms of diminution of capatnlity to carry out asagned missknis. Vulneralnlity 
elements also include actions taken by D<^ persoimel during the course of execution of 
assignments that may increase die risk of terrorist attack and exacerbate die oHisequences 
of attack should It occur. 

(3) Terrorists can cut perimeter fences, gain access to a facility, inflict 
casualties, and degrade DoD capabilities to execute assigned missions. Undetected 
intrusions or detected intrusions that generate no alarm or response suggest a potential 
vuhieratnlity to terrorist attack. 
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(4) Removal of vehicles from secure storage facilities to an open field in 
preparation for unit transit from a main operating base to a training area increases the 
exposure of vehicles to potential terrorist attack. Conduct of training exercises is, 
however, part of the nonnal peacetime training and exercise routine. 

(5) Military commanders and civilian managers as appropriate have 
responsibility fc»* balancing exposure of DoD assets to tenorist attack risk and vulnerability 
witb continued preparation, training, and execution of DoD missions. Assessments of 
vuhierability are continuous, based on the operational tempo of each DoD component's 
specific activities. 




may be at nsk because of their prominence or positions. Appendix D, Enclosure 1, 
provides a survey instrument tailored to port security considerations; this survey instrument 
can also be used to assess waterside security at DoD installations bordering rivers, lakes, or 
bodies of salt water. Topics that should be addressed in a physical security surv^ey include, 
but are not necessarily limited to, those illustrated by Figure 6*1. 

(7) Riysical Security Surveys together with termist threat analyses provide 
die data necessary to determine Hiysical Security Threats as defined in DoD 5200.8-R, 
Security of DoD Facilities, May 1991.^ Physical Security Assessnaents provide key inputs 
necessary to make judgments with respea to terrorist attack risk (can the targets be hit?) 
and vulnerability (can DoD uiuts continue to accomplish assigned missions if attacked by 
terrorists?). 

4. Application of Physical Security and Assessments 

a. VisiUe, fixed, land-based DoD £aciUties should have vuhiera^ 

performed on a regular basis if terrorist threat analyses establish die existence of terrorist 
threat groups in the country housing the facility. However, vulnerability assessnients 
should not be limited to fixed, land-based DoD facilities. Some DoD assets that require 
protection are seruor military officers or seiuor DoD civilian officials. The specific 
assigimients of these individuals may place them at risk of becoming the victim of a 
tenorist attack. In some cases, loss of an individual is tantamount to die termination or 
failure of a DoD missioiL 

b. Vulnerability assessments can also be applied to residences of DoD-af51iated 
persormeU travel plans, and life styles. 

c. Vulnerability assessments should explicitiy consider the possibility of indicea 
attacks or attacks from unusual approaches. Terrorists have attempted to use hot air 
balloons, ultra-light aircraft, powered hang-gliders, swimmer delivery vehicles and ptiier 
unusual means to breach perimeter security devices. 



^ See Chapter 13 for discussion of High Risk Personnel and High Risk Billets. 
^ This subject is addressed in Chapter 7. 
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Figure 6-1. Physical Security Survey Topics 
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d. Three-<iixnensionaI vulnerability assessments are inq)erative when assessing the 
vulnerability of DoD personnel, facilities, or material located within installations or 
buildings not owned or con:q)letely controlled by the Department of Defense. 

e. Vulnerability assessments axe an ongoing process. Vulnerability of DoD assets 
changes daily, if not hourly, depending upon the nature of the terrorist threat on the one 
hand, and the nature of the tasks being performed on the other. A detailed, static 
vulnerability assessment provides a baseline assessment from which decreases or increases 
in vulnerability can be assessed. 

f . The process of constructing an Integrated Terrorist Threat Estimate requires 
another building block. The overall impcntance of each DoD asset must be examined in 
light of assigned missions, protection requirements, and identified tfireats. 

D. CRrriCALITY ASSESSMENTS 

1. General Observations 

a. The criticality assessment identifies key assets and infirastructures that support 
DoD missions, units, or activities and are deemed mission critical by military commanders 
or civilian agency managers. It addresses the impaa of teniporary or pomanent loss of key 
assets or inftastructures to the installation's and/or unit's ability to perform its mission. It 
examines costs of recovery and reconstimtion including time, dollars, capability and 
infrastructure support 

b. Analysts performing criticality assessments should consider Ae possibility of 
collateral damage sufficient to disable or destroy a DoD critical asset in the event that a 
nearby tazset is attacked by tenonsts. 

c. Criticality assessments should be performed within the acquisition and 
logistics communities as well as in operational units and reserve forces. Application of 
criticality assessment elements to research, development, test, and evaluation (RDT&E), 
procurement, maintenance, and logistics life-cycle events will facilitate continued Service 
and DoD Agency suppot of combatant commanders and tiieir subcHdinate cooomands in the 
field during times of crisis or combat, even if the United States and our allies defense 
industrial bases should become targets of temnist attadc 

d. The Service Acquisiticm Executive and Acquisition Pmgram Executive Office 
should direct preparation of a Key Assets list required under DoD Directive 5160.54 
(reference (bb)) for each acquisition progranL Contracting Officers and Contracting 
Officer's Tcchrucal Representatives should survey contractors performing contracts for 
DqD to identify key assets as defined by reference (bb). 

2. Criticality Assessment Functions 

a. In military units deployed under the command of the Services or a Unified and 
Specified Command, the staff at each echelon of command determines and prioritizes 
critical assets. The conomander approves die prioritized list 

b. The criticality assessment 

(1) Identifies installation's and/or unit's key assets. 
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(2) Detenmnes whethier critical functions can be duplicated under various 
attack scenarios. 

(3) Deterimnes time required to dupUcate key assets or infrastructures effcwrts 
if teioporarily or pennanently lost 

(4) Detenmnes vulnerability of key assets or infrastructuiBS to bombs, vehicle 
crashes, anned assault, and sabotage. 

(5) Determines priority of response to key assets and infrastiucnires in the 
event of fire, multq)le bombings, or other terrorist acts. 



3 . Elements of Criticality 
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E. USE OF INTEGRATED TERRORIST THREAT ESTIMATES 

1. In Chapter 1, it was observed that the IX)D Combaning Terrorism Program has 
two phases: a proactive or preventive phase and a reactive phase. In Chapter 5, Terrorist 
Threat Analysis, the first building block in the proactive phase, was discussed- In this 
ch^ter, the assessment of terrorist attack risk, DoD asset vulnerability to such attacks, and 
DoD asset criticality to DoD xtassioa accon^lishment have been arfH«>M??fd 

2. The DoD Combatting Terrorism Program mandates that civilian managers and 
nnlittiy commanders at all echelons assume responsibility for assembling an integrated 
Terrorist Threat Estimate. This estimate is constructed firom four basic building blocks 
provided by orgamzations ind i ca tf^' 

a. Tenorist Threat Analyses (intelligence community). 

b. Terrorist Attack Risk Assessments (civilian management/military 
commanders). 

Ci Terrorist Attack Vulnerability Assessments (civilian management and/or 
military commanders). 

d. DoD Asset Criticality Assessments (civilian management and/or military 
commanders). 
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CHAPTER 7 
PHYSICAL SECURITY SYSTEM CONCEPT 



A, INTRODUCTION 

1 . This chapter considers the plight of civilian managers and military commanders, 
depicted in Hgure 7-1. They are frequently confronted with Terrorist Threat Analyses 
prepared by DoD-level intelligence agencies. They receive supplementary terrorist threat 
information and analyses through Service and CINC channels. Their own intelligence, 
counterintelligence, and law enforcement staffs add to the general storehouse of terrorist 
direat inf ormadoiL 

2. In addition to terrorist threat information and analyses, they receive-K)n a 
continuing basis— judgments on terrorist attack risk, the vulnendnlity of their missions to 
the consequences of attacks on their assets, and the criticality of key assets that may 
require protection. Since civilian managers and military commanders have other tasks to 
perf omi as well as to protect DoD-affiliated persormel, fadlities, and assets from terrorist 
attack, they can easily become overloaded with security-related information and demands 
for response in the absence of guidance on establishment of priorities for DoD asset 
protecti<xL 

3. Hgure 7-1 illustrates this situadcm. It shows the aggregate potential for security 
enhancemoits as a result of the development of an Integrated Terrorist Threat Estimate in 
the upper left of the figure; the lower right shows a broadran^ of daily activides that must 
be managed and overseen, each embedded in a security or force protection environment 
As suggested by the Plan of the Day in die bwcr right-hand co mer of die figure, life within 
DoD components goes on, with or without a terrorist threat 



I proper balance of Force ProtectiOT and Antiterrorism on the one 
hand, and carrying out odier elements in the Plan of die Day diat contribute to DoD missicHi 
accom[)BshTTiffnt 

4. The upper-right hand comer introduces a new block of information, analytical 
tools, and guidance on security and security resource allocation priorities: DoD Physical 
Security Policy. 
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Figure 7-1. Processing integrated Terrorist Threat Estimates into 
Antiterrorism and Force Protection Programs 




integration of physical security prograim, personnel security activities, and operations 
security into a mutually reinforcing set of antitenorism preventive tneasures. 

B . DoD PHYSICAL SECURITY POLICY 

1 . Policy Objectives 

a. DoD has promulgated a general policy dictating physical security measures 
applicable xo all DoD installations, facilities, and activities. The objectives of reference (cc) 
are to: 
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(1) Establish general policy for the security of peisonnel and installations, 
military operadcxis, and certain assets. ^ 

(2) Provide realistic guidance, general procedures, and the necessary 
flexibility for commanders to protect persopnel, installations, opcraticMis^ and assets from 
typical dueats. 

(3) Reduce the loss, theft, or diversion of^ and damage to, DoD assets, 
thereby ensuring Ju^ capability is maintained. 

b. To implenumt this policy, OSD has established some nominal design threats 
used to help p^ainndrs ad^ physical secuxi^ re^tiirenoents. The desiign threats include 
peacetime, crisis, and wartime conditions, identify broad classes of perpetrators of physical 
attacks against DdD facilities and materiel^ and postulate nominal ranges of capability 
defined by types of weapcHis or tools used on the one hand, or the ability to penetrate DoD 
facilities prelected by standard protecticm systems. 

2. Physical Security Threats 



c. The D(^ keg:uM describes a broad range of physical security threats basied 
on the types of topis or w^g>ons incorporated in the physi^ purity threats and the 
capability of ,^ppetirat€xrs ito r^ security protective de^cj^r Hgure 7-2 

illpscratesi;) die rang(6 of tyreat| dnd c^biUdes against ^Ch protection miist^be desi^jbd 
and irnpleniblitbd. Emphasis oh ^errorii^^t^^ has been shaded: /, 




and weapons used by perpetrators of attacks, oii DoD 
facilities. The capabilities and charaaeristics of weapons and tools dictate protection 
requirements. Protection requiienaents, in turn, drive archilecmral pl^ysC drawings, and 
construction. 



1 Individuals who resort to violent attacks against DoD assets mod vaxed by personal anger, not politics. 
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RQure 7-2. Physical Security Threat Matrix 

e. Qvil engineere have a very nanow pers pective on the design and construction 
of facilities to withstand assault ' 








^ r-^yca tjy taronsts as they execute attacks 

against targets. Thc&2 analysts arc coiicerDedabom the technical capability of weapons and 
tools and die method of operations employed in tenodst anacks. 

3. Systems Approach to Physical Security 

^^^■■■vrsiaiKUinisiiseaiDaeiine 

^WlftCTxH construction standards. They reflect instead the variable nature of physical 
security UiTcats to DoD assets, xht dynamic character of DoD force structure, the 
distribution of forces and assets among widely distributed DoD installations, and the 
different activities of die DoD conqonents. 

b. The Regulation establishes die following physical security system 
PERFORMANCE GOAL: 
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The goal of the security system for an asset or facility is to deploy 
security resources so as to preclude or reduce the potential for 
sabotage, theft, trespass, terrorism, espionage or o&er criminal 
activity. To achieve this goal a security system provides the 
capability to DETECT, ASSESS, COMMUNICATE, DELAY AND 
RESPOND TO AN UNAUTHORIZED ATTEMPT ATENTRY. 

c. To meet the functional requirements of the physical security system specified 
above, several system components are identified, including the following: 

(1) Integrated electronic securiQr systems. 

(2) Entry and circulation control 

(3) Barrier systems. 

(4) Access delay and denial systems. 

(5) Dedicated security fcHces. 

(6) Designated immediate response forces. 

By combining these physical security system components into an integrated protection 
system, appropriate levels of protection for United States defense resources can be 
achieved. It is also clear tfiat such systems can be prohibitively expensive if ^plied to each 
and every DoD installation or facility within a DoD installation. Physical Security 
Protection priorities are therefore established. 

4. DoD Asset Types and Protection Priorities 

a. The DoD Reguladon provides clear guidance on the priority for protection of 
installations, facilities, activities, organizations, or individuals based on the functions 
supported or caziied out by each. The Reguladon also prescribes the combination of 




b. Figure 7*3 illustrates how physical security protection resources should be 
used to achieve the desired degree of protection for DoD's assets. 



5 • Specific Physical Security Policy Direction 

a. Combining the concepts of a physical security threat, a physical security 
system that contains multiple components, and assets requiring protection, the DoD 
BLegulation elaborates the following policy: 
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Flgure 7-3. Resource and Asset Priorities 
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It is DoD policy that DoD Components shall develop, establish, and 
maintain policies and procedures to control access to installations, 
including the following: 

1 . Using a defense-in-depdi concept to provide graduated levels of 
protection from the installation perixneter to critical assets. 

2. Determining the degree of control required over persoimel and 
equipment entering or leaving the instaUadoa 

b. The Regulation also prescribes the development of plans, programs, and 
specific measures to enhance security to be implemented under the following situadons: 
(en^hasis added): 

(1) Naticmalens^ency. 

(2) Disaster. 

(3) TERRORIST THREAT CONDmONS.2 

(4) Significant criminal activity. 

(5) Qvil disnnbance. 

(6) Other contingencies that would SERIOUSLY AFFECT THE ABDLITY OF 
INSTALLATION PERSONNEL TO PERFORM THEIR MISSION. 

C. SUMMARY OF PHYSICAL SECURITY SYSTEM FUNCTIONS 

1 . The physical security system emplaced around DoD installations, facilities, 
activities, organizations, and even individuals must peifomi the following functions: 

a. Detect threais; 

b. Assess and classify threats; 

c. Comrnimicaie warning and threat assessment infonnarion; 

d. Deby penetration by the dneat to die protected asset as long as necessary;^ 

e. Provide for timely, effective response to the tfareaL 

2. In the discussion that follows in Chapters 8, 9, and 10, various approaches to 
enhancing physical security of DoD assets will be addressed. While many of the specific 
measures identified will be illustrated with examples based on DoD installations, the 
principles apply equally to all DoD activities regardless of their locaticxL 



^ See CJapter 17 and Appendix DP below for fimher discussion, 
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CHAPTER 8 

PHYSICAL SECURITY SYSTEM COMPONENTS 
A. OVERVIEW 

1- The physical security systems installed in and around DoD installations and 
facilities form the physical backbone of DoD combatting tezrorism efforts. The f acilities, 
equipment, and personnel cotnprising the installation security force are the first lines of 
defense against terrorist attack. DoD installation civilian managers and military 
commanders should develop an integrated physical security system as described in 
Chapter 7, consistent with the threat, in order to achieve the necessary levels of protection 
of DoD assets. 

2. DoD S200.8-R (reference (cc)) encourages the use of technology and people to 
achieve a cost-effective, security system level of perfonnance. In this chapter, the basic 
components of a physical security system will be described. Security managers should 
bear in mind that cost-effective security systems designs use the minimtim essential 
components to achieve the desired level of security; resource limitations and ccmstraints 
mean that trade-offs win be required. 

3. This cha|)ter win consider the baric approach to the design and implementation of 
installation physical security systems. Each major component will be discussed. The 
chapter will conclude with a discussion of physical security system integration with other 
installation site selecticm and design issues. 

B • LAYERED SECURITY CONCEPT 

1. The DoD I%ysical Security Program Regulation emphasizes the need to think of 
physical security as a system providing protection-in-depth. In some cases defense-in- 
depth can be obtained by constructing ''islands** of extreme or high security with a "sea** of 
moderate security. 

2. The objea of the physical security system no matter how it is described is the 
same: 

a. Retain operational capability and mission functionality by providing the 
greatest level of protection to those resources necessary and sufficient to meet specified 
operational and/or mission requirements. 




3 . As noted in Chapter 7, protection of DoD assets is provided by a Hiysical Security 
System conristing of the following major components: 
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a. Integrated electronic systems. 

b. Entry and cizculation control 

c. Barrier systems. 

d. Access delay and denial security systems. 

e. Dedicated security forces. 

f . Desi gnated immediate response forces. 

4. Hgure 8-1 illustrates the general, layered defense approach to the impl^ 
of a physical security systenL The DoD asset(s) to be protected are located within an 
iimermost ring of security. Additional layers of security are provided at increasing 
disances ftom the asset to be protected The number of layers, the conqwnents that 
CQoqirise them, and their resistance to penetration depend on the Areat and the ioxpottance 
of the asset to be protected 




Hgure 8-1. Layered Approach to Protection of DoD Assets 

5. Hgnrc 8-2 iUustrates the concept of layered integrated physical security system 
conqxwientsamtributingtothesecurity of aDoDasseL An outer perimeter is established 
and cleariy marked Just inside the outer perimeter is an outer security zone. Withinthis 
zone are surveillance systenas to monitor activities within the zone and beyond the 
perimeter. Access control points ha ve been consoructed to control access 6om outside the 
perimeter to the outer secmity zc 
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Figure 8*2. High Security Illustration of the Layered Security Concept 





)nents into a physical security system that can provide high resistance to 
penetration, prolong an attack against protected DoD assets, and delay attackers long 
enough to permit a response force to arrive in time to apprehend and/or detain the 
perpetrators, recover assets, and restore them to dieir secured status. 

7. Hgore 8-2 depicts key physical security system con^)onents and an approach to 
the integradon of these elements into a physical security system that can detea threats; 
identify, classify, and assess intrusions; delay intrusions long enough to permit response 
forces to arrive and complete containment and apprehension; and if all else fails, delay 
intruders still longer until overwhelming force arrives to rescue and/or recover the asset 

8 . The concept of a layered defense also includes protecnon frcxn threats launched 
against DoD assets firom any direcdon. Threats couU come from below or above, as well 
as through perimeter fences, walls, or other barriers. Underground parking garages in 
ofBce buildings, high-rise apartments, and hotels can harbor temnists, as can large utility 
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service structures such as tunnels, culverts, canals, or spillways. Ceilings or roofs can be 
penetrated and must also be protected. Even wide open spaces on a large installation can 
T^jresent potential danger for tenorists equipped widi hang-gliders, ultralight aircraft, 
parachutes, or even hdicopteis. 

9. Most DoD assets do not require and should not be protected to die level depicted in 
Hgure 8-2; if circumstances require such protection, use of the physical security systems 
concq>t allows for identification of temporary or expedient measures that can be used to 
increase protection afforded to DoD assets for the duiati<m of a transient threat 

C, PHYSICAL SECURITY SYSTEM FUNCTIONAL REQUIREMENTS 

1. General 

a. For a physical security system to protea DoD assets, certain security functions 
must be performed. Amcmg these functions are the following: 

(1) Threat DetecticxL 

(2) Threat Classification and Assessment 

(3) Threat Annunciation. 

(4) ThreatDelay. 

(5) Threat Response. 

b. Each of these functions is critical to the overall performance of the Physical 
SecuriQr system Each is considered in tum. 

2. Threat Detection 

a. Ute first challenge to the physical security Systran is its ability to detect the 
presence of hostile intruders. As a general rule, die earlier the detection of tiueats and the 
longer die range at which di^r are detected, Ae greater die opportunities are to protea DoD 
asse& and minimize die impaa of terrorist acts against DoD personnel, materiel, and 
facilities. A wide variety of systems can be used to detea the presence of activity at a 
distance firom the facility. The ability of surveillance systems to detect activi^ can vary 
widely. Several factors can influence surveillance system performance. 
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e. The number and variety of surveillance sensors can be affected by the location 
of initial threat detection. If a threat can be detected at the outer perimeter, then additional 
sensors can be used between the outer perimeter and the inner perimeter to aid in the 
classificadon and assessment of the intruder before the response force is dispatc^^ If die 
installation or facility is compact and little distance separates the outer perimeter from an 
inner security zone, then the response force must be dispatched almost immediately upon 
detection of an intrusion so diat it can conq>lete assessment and make an initial response. 

f . Barriers such as fences, walls, ditches, or roads become platforms on which 
intrusion detection system sensors are mounted. Such systems can detect the passage of an 
object, fltiimai^ or person through a line. They can be used to detect the presence of 
intruders within a restricted zone such as sand strip encircling the perimeter of a facility. 
They can detea the presence of intruders in a restricted volume of space such as an of5ce, a 
garage, or a hangar. Intrusion detection systems are especially useful within an 
installation, and oftentimes can be used in conjunction with perimeter barriers, security 
zones, and interior barriers to provide detailed ii^cmnation about Ae location of apotential 
threaL 

g. If the geography and siting of an installation do not permit detection of threat at 
its periphery as is the case when DoD facilities occupy only a portion of a conmiercial 
office building, then threat detecticHi must occur at close quarters to the protected DoD 
asset Under such circumstances, multiple intrusion detection systems, based on different 
detection principles, can be emplc^ed to provide tiireat detection and additional inf omiation 
needed for dassificatim and assessment as discussed below. 

h. Detection systexDS have varying strengths and weaknesses depending upcHi the 
physical climate and environment in which they are expected to operate, the nature of 
targets to be detected, the training and skill of their operators and interpreters of data, and 
the topography and geography of the installation or facility firom witich surveillance is 
being mounted. CarefiU planning is necessary to install a surveillance system at the 
installation or facility perimeter with capability of providing both outward and inward 
surveillance. Planners should consult with Service and OSD experts with respect to their 
site-specific needs. 

3. Threat Annunciation 

a. It is, of course, not sufficient to detea the presence of potential threats. The 
physical security system must take additional steps to mitigate die tlueaL 

b. A critical con5)onent of the physical security system is direat annunciation. 

(1) Threat annundaticm must occur in some type of watch center from which 
initial atten^ts to classify and assess die threat will be marie. 
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(2) In some DoD fiacilities whoe most stringent security requirements must be 
met, threat annunciation may also be needed in a response force ready-room, where 
members of the respcmse force remain in an alen state, prepared to respond to identified 
threats. 

(3) Threat annunciation in the immediate quartos or offices of key personnel 
who are ccmsidered protected DoD assets, or other DoD assets may also be necessary to 
pcmiit transitioning them into a highly protected physical structore (sending key personnel 
to a safehaveo, pulling aircraft into hardened shelters and revetments, etc.) 

c. While the annunciation of threat need not occur simultaneously in these 
locations, the physical security system must have a way of cramiunicating the need for 
action to personnel assigned to assess or re^nd to threats. Annunciators can be 
auditory (alarm bells, wbisdes, horns, etc.), visual (flashing lights, blinking and/or 
color marks ^>peaiing on computer screens), or even tactile (vibrating units worn as 
pocket pagers). 

d. It is recommended that at least two different types of annunciatOTS be used 
tiuoughout an installation where resources pCTmit and a requirement for rapid security 
reqxHise exits. 

e. Annunciators should be scattered throughout an installation to enable 
assessment personnel to summcm response forces and to alert protected assets to an 
imminent attack. Intercom systems, portable radios, telephones, and radio paging devices 
can be used to alert specific personnel or specific facilities. Bells, whisties, sirens, and 
flashing lights can be used for general alarms. 

f. Whoe the threat environment and resources warrant, installations should be 
fitted with general annundators that allow perscmnei to Ht<rrimifia«> amcmg different types 
of onetgencies. One set of alarms should be used for emergencies tequixing the evacuation 
of facilities (fire or bomb threats). Another set of alarms should be used to warn of 
emergencies tiiat require taking shelter in interior building spaces away from windows and 
exterior walls as in tiie evem of civil disturbances or toniadoes. 

4. Threat Classification and Assessment 

a. Once the presence of a threat has been detected and tiffeat assessment personnel 
notified, the physical sectni^ system must classify and assess the threat The presence of a 
threat is usually detected as a result of some sort of alarm. Surveillance systems, incUiding 
but not limited to visual surveillance systems and intrusion detectiop systems, transmit data 
to an infonnation processing center, where detecti<m data are assessed 

b. Assessment of and response to alarms must be swift and as practiced as 
possiUe. An intruder running can cover considerable distance in a maaer of seconds. 
Guards and otiicr security personnel are relied up<Mi primarily to assess intrusion alarms. 
They must respcmd immediately when alerted. Oftm, security personnel use CCTTV to 
assist Aem in their assessment role. CCHVs can also be slaved to tbc Intrusion Detection 
System (IDS) system. When a sensor alarms on a slaved system, a CCTV camera is 
immediately focused onto the alarmed area and the picmre focused for the security guard 
ttKxiitoring die IDS ^rstem for assessment 
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c. The purpose of such assessments is to determine the following: 
(1) Is the alarm real or false? 



(2) If the alarm was real, is the intrusion hostile or benign? 




a. Delay is provided by perimeter, exterior, and interior physical barriers erected 
or installed to protect the structure, such as fences, gates, walls, windows, doors, locking 
systems, ceilings, and floors. These physical barriers are evaluated as a system. The 
effectiveness of a barrier system is measured by the minimum total delay time it provides 
on any path into the protected area. Delay time is measured ftom the time the intruder is 
detected until he has penetrated aU of the barriers, including the time it takes to travel from 
barrier to barrier, and the protected area. 

b. Delay has three purposes: 

(1) FacilitatB definitive dseatclassificaticMi and assessment 

(2) Fadlitate response by physical security response foices. 

(3) Facilitate evacuation of protected DoD assets if evacuation is the most 
appropriate, cost-effective fwce protection remedy. 

c. Delay of potential threats at the greatest distance possible from the protected 
DoD assets can be essential in making definitive threat classifications and assessments. 
Being able to delay intruders at the installation perimeter long enough to classify the tineat 
(htmian) and assess it (not carrying firearms) may prevent unnecessary injury or loss of 
life. 

d. Delay allows the response force an opportunity to take up defensive positions 
to protea DoD assets, to defend facilities and personnel, to counterattack, and to conclude 
an incident with arrest and apprehension of tiie perpetrators. The greater the amount of 
tinae intruders can be kept away fiom major DoD assets requiring protection, the greater the 
opportunity for DoD personnel to terminate the threat without loss or compromise of 
missiai c^)ability. 

e. Delay can be critical in facilitating the successful evacuation of DoD assets 
from facilities under attack. Delay to facilitate evacuation is especially important to DoD 
personnel serving in isolated posts. 
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6. Threat Response 

a. Response to threats begins immediately upon detection; response activity 
increases concurrently with threat classification and assessmenL The purposes of the 
physical security system response to threats are as follows: 

(1) Stop further intrusion by the threat at the greatest distance possible from 
protected assets; 

(2) Slow die rate of advance towards die protected asset as much as possible; 

(3) Facilitate die evacuation of the protected asset to safe azeas; 

(4) Secure die protected asset and contain die direat; 

(5) Omtain die direat, prevent additicmal hostile resources from arriving^ and 
prq>are to apprehend die dxreat and relieve the protected asset 

b. Specific methods to accomplish diese response goals are discussed in Chapter 
15. In general, physical security design elements included in DoD installations and 
facilities cm aid response forces in aoconqilishing th ese objectives,] ^ 

BARRIERS 

1. Barriers are an integral part of all physical security systems. They are used at the 
perimeter of DoD installations to pcif orai several functions. Barriers establish boundaries. 
They deter and intimidate individuals from attempting unlawful or unauthorized entry. 
Barriers become platforms on which more sophisticated sensors can be placed to aid in 
threat detection and classificaticm. Some barriers at die perimeter of a DoD installaticm help 

shield activities within the installarinn fimm hrrmtH^^^ Atf^ 9^%CTyMifm, 

2. Barriers are also used at the perimetgr nf TVin ingtaiiatifinc fanlltatf pfdf strian 
and v^cle entrance and exit control Use of barriers channels traffic through designated 
access control points, where pedestrians and vehicles can be monitored and searched for 
contraband, explosives, or other threats as circumstances warrant 

3. Barriers are used within individual buildings on DoD installations for similar 
purposes. In addition, use of high security doors, window glarings and walls can provide 
building occupants with protection against ballistic penetrations— soiall arms fire, bomb 
fragments, brokdi glass, etc. 

4. Figure 8*3 presents an illustrative list of both natural and man-made barriers of 
potential interest to securi^ program planners. 

5. Specific pemianent, t emp o rary , and expedient barrier materials are discussed in 
Chapters 9 and 10. 
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BARRIER 
FUNCTION 


Natural Obstacle 
Naturally Occurring 


Man-made or Result of 
Human Endeavor 


Establish Boundary 


River, valley, torest line 


Wall, fence, hedge 


Isolate Activity, 


Mountains or hiiis, jungle, 
Hpfvsp nrnuith dfis^rt 


Walls, fences 

RpfTT>c <T2)n^lc nv^irtc 
Dciii», ucuicUd, iim<iu> 


Aid Detection of 

lln9tithArl7AH f^ntrv 
unaUinwri£9y ciiii ji 

Intrusion 




Electronic detection devices 

moiinfoH An KAiinH^rv 
iiKJumt^ oil ^vuiiucirj 

Sand strips at boundary of 
areas to be isolated 
Electronic Devices 


Impede Pedestrian 


Rivers, swanps, natural 


Fences and walls with or 

without rioorR or nsf^^ 


Impede Vehicle 
Passage 


Rivers, swamps, natural 
terrairi features 


Fences, walls, Jersey Bounce 
baniers, 
Specially designed vehicle 
barriers 
Aircraft arresting cable 


Prevent External 
Visual Observation 


Forests, natural terrain features 


Berms, earthwortcs 
Walls, solid fences 
Masonry blodc screens 
Translucent glass blodc, 
polycartxDnate sheet 
Shutters, awnings, draperies 


Minimize Ballistic 
Material Penetration 




nign ueirns, caiuiworivs 
Steel reinforced concrete 
or masonry walls 
Blast shields fabricated 
from steel-ply materials 
Ballistic resistant alazinqs 



Figure 8-3. Security Barrier Functions and Illustrative Examples 
E. INTRUSION DETECTION SYSTEMS (IDS) 



1. IDS Overview 



a. Introston DeiBCtioQ Systems (IDS) axe used to accooq)!!^ 




(3) Substitute for other physical security measures which cannot be used 
because of safety regulations, operational requirements, building layout, cost or similar 
reasons. 



(4) Ptovide insurance against human error. 

(5) Enhance the security force aq)ability to detect and defeat intruders. 

(6) Provide the earliest practical warning to security forces of any anempted 
penetration of proteaed areas. 
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(7) There aze four types of n)S: 
(a) LocalAlaim 

. ^ system, the protective circuits and alann devices actuate a 

v^e or audible rignal in the innnediate vicinity of the detected intrusion, usually on the 
t^?/ tl« buildujg. Tbt alann transmission and/or communication lines do not leave 
tfte build ang^R^gonsei^ 







(b) Comal Station 

^. > W of system, die operation of alarm devices and electrical 
^tt^ automatically signalled to. recorded in, maintained, and supervised fiom a 
central station owned and managed by a commercial firm widi guards and operators in 
^ten^ce at all mnes. TTiese personnel monitor the signals and provide the les^^ 
to any unauthorized entry into the proteaed ar ea. — ^ ' — — 

(c) Police Connection 

^ . . , In this type of system, the alarm devices and electrical circuits arc 

comected via leased telephone conpany lines to a monitoring unit located in neariw c^ 
J^HiS^'T:*^ agreement with the local poUce deparmiem must be arranged prior to 
estahhshment of this type of system. f 

(d) Pkoprietaiy IDS Staticn 

thatth^mc^-, "^^^^ «™Jar to a Central Station oper^ 
that die IDS momtormg and/or recording equipment for all IDS at the installation is located 
widim a constandy manned DoD civilian or miUtary poUce, or security force 
conmumcations center maintained and owned by die Government installation 
msttllation police or security force responds to all IDS acdvations. ' 





safeguarded^againsttampesingr 

. ^ I^ facilities equipped wifli IDS should utilize Proprieary IDS 

Station systems where DoD personnel monitor and respond to all alarms. 
2. IDS Sensors 

Intrusion Detection Systems have several components including sensors, data 
transmission subsystems, displays and assessmem subsystems, power subsystems 
commumcauons subsystems, and maintenance systems. Inttusion detection system (IDS) 
senson axe divided primarily into two groups, exterior sensors and interior sensors, 
(tependmg upcm uieir envimimental capability. 
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a. Exterior Sensors 

(1) Exterior sensors are those that function in an outside enviionmenL These 
sensors, and their associated processing equipment, are weathexproofed and less sensitive 
to changes in climatic conditions. Exterior sensors are used for early detection of intruders 
before they reach a protected structure. They are designed to provide fairly uniform 
protection coverage over outdoor areas. Exterior sensors are used to establish an intrusion 
detection line along fences, walls, and water or other land boundaries surrounding a 
protected structure. 

(a) Perimeter Sensors 

Perimeter sensors are exterior sensors normally installed on fences, 
walls, or gates. They detea different types of fence movement resulting from an intruder 
climbing, cutting, lifting up, or otherwise violating the fence. They can also be used within 
structures to establish iimer security zones or to nx>nitQr nx>vement within a large, open 
structure. 

(b) Line Sensors 

These exterior sensors form an extended boundary through which 
intrusion can be detected upon breaking or interfering with the sensor line, passing throu^ 
a magnetic field, or changing the pattern in a eleoronic field. 



(2) Figure 8-4 lists various types of exterior sensors. 




Figure 8-4. Exterior IDS Sensor Types 



b. Interior Sensors 




(2) Sensors use various methods of detection. Among the most common, 
exterior sensors use seismic, magnetic, microwave, infrared, electric field, electromagnetic. 
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and vibration detection naethods- Interior sensors primarily use capacitance, magnetic, 
ultrasonic, shock and/or vibration, and infrared techniques. Combinations of these 
metiiods may also be designed into individual sensors. They can be configured in 
electronic tiers, requiring an intruder to pass through each tier in progressive succession, 
thereby inoeasing die ijky^iiinnd that the intruder will be dftmed 

(a) Penetration Sensors 

These interior sensors are designed to react to mechanical or 
acoustical vibration, sensor movement, or sensor destraction. 

(b) Volumetric Sensors 

Volumetric sensors are interior interior type sensors are designed lo 
react to the motion of an intruder. They may based on infrared, seismic, acoustic, or 
sensing technologies. 

(c) Duress Switches 

Duress switches, like those used in banks, set off an alarm at the 
touch of a button. They allow individuals to conmiunicate situations of duress to forces 
that can render assistance. Both fixed and portable switches canje used in this application. 
Fixed duress switches are normally wired to the IDS duress circuit and are permanentiy 
nx>unted for activation of the duress alarm when needed. Portable hand duress switches 
electnxucaDytransniit to a recdvcr that is wired to the IDS duresse^ Upon activaticm 
of a switch bunon, the small, wireless transmitter sends a radio signal to the receiver, 
triggering a duress alann. Transmitters are designed either to be carried or mounted in 
suitable k)cat]oas. 

(3) Hgure 8-5 provides a listing of several different types of interior i^ 
detection sensors, the purposes for which such sensors are appropriate, the principles by 
which each sensor operates, ccxnmcm false alarm causes, and appropriate applications. 

3. Data and/or Signal Transmission 

This subsystem links sensors with control and moiutoring consoles. The 
transmission medium is used to send control signals and data to and from all sensors, 
ccmtrol points* and annunciator panels. This subsystem may be hardwired land lines, radio 
frequency links, fiber optic cables, or any combination thereof. Most recently, 
transmission of data-encrypted alarm signals via satellite has been developed and is now 
available commercially. 

4. Annunciator, Control, and Display 

Annunciator, control, and display subsystems provide equipment for central 
operational control and monitoring of the IDS. Through this equipment, security force 
persoimel are instantiy alerted to die status of any protected area, litis subsystem should 
be located in a restricted area and closed ofT from public view. Alarmed spaces should be 
designated by zones to facilitate identification of penetrated areas, assessments of 
vulnerability resulting from introsions, and dispatch of response forces in a timely manner. 
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Figure 8-5. Selected Interior intrusion Detection Sensors (continued) 
5. Primary Power 

a. In the selecticm process, a planner must ensme that an IDS is capable of 
operaiion on die power (fiequency and voltage) that is available. Within the United States 
60 Hz (cycles) and 1 10 volts altemadng current (ac) is the standard. Outside CONUS 
fiequendes maybeSOHzoreOHzand voltages can range from llOV to 440V, in any 
comhination. 

b. In many overseas areas, line voltages can fluctuate widely and voltages for a 
240-volt system can drop to 180V then sn^e to near 300V. Where this occurs, surge 
aiiesttrs and line conditioners win be required to protea the IDS equipincnL Ifthesystem 
selected is not capable of operating on available power, then some means of convening the 
power to a usable form must be provided. SufBcient power must be available to operate 
the equipment in each area to be protected as well as the control monitaiing station. The 
power required by each item of equipment must be included in determining the total system 
load. 

c. Many sensors and display units operate on direa current (dc). When these are 
used, it is necessary to provide sufficient dc power rectifiers at each location to conven 

8-14 



FOR OFFICIAL USE ONLY 



DoD O-2000.12--H 



locally available ac power to the dc power required by the sensors and display units. Many 
of today's control units and sensors use nucroprocessors to accomplish their function. 
Althou^ powerful in perfonnance, they are susceptible to damage fircKn electrical transients 
such as surges or spikes that result from interference or noise on the power line. This 
vulnerability can be reduced through the incorporation of surge protectors and/or lighting 
airestors in the design. 

6. Emergency Backup Power 

a. The IDS must be capable of providing protection even when the primary power 
fails or is cut To ensure this, an alternative power source must be provided. Ifthereis 
an unintemiptable power supply (UPS) available, then connecting the IDS to the UPS 
should be a prime consideration. Most systems contain a back-up battery that is 
continuously trickle-charged by the primary power system. An 8-hour battery backup is 
mandatory. However, if the primary power is subject to being out for longer periods, a 
16- or 24-hour backup should be procured or arrangements made to provide a guard force 
as additional protection. 

b . Use of an emergency backup generator can provide the necessary power when 
the primary power fails. Battery backup is still required to keep the system up until the 
generator is staned. Expected power outages, system load requirements, and fuel 
availability will determine die edacity and type of generator required. 

7. Tamper Protection 

Protection from tampering with the IDS, the access system, and the assessment 
system should be designed into components of these systems so their effectiveness cannot 
be coo^romised. In typical applications, a switch is located within equipment covers or 
doors that are vulnerable to unauthorized entry. A tamper alarm is registered at the 
annunciator panel when a cover or door is pried od9f or removed 

8« Alarm Assessment 

a. Alarm assessment is an essential function of a physical security system relying 
on intrusion detection systems. IT IS IMPERATIVE THAT THE CAUSE OF THE ALARM BE 
INVESTIGATED. Acciirate and n^id assessment is essential to prevent the commitment of 
response forces as a result of false nuisance alarms. 

b- When an intrusion alarm is received, security personnel must assess the 
validity, severity, and nature of the event causing the alarm. Visual mediods are commcmly 
used, either by direct sitting or by the use of Qosed Ozcuit Television (CCTV). 
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10. IDS Maintenance 

a. Requirements 

Ptoper maintenance of an IDS is essential, Systons not pioperiy maintained 
may fail to detect intrusion or yield a high number of felse and/or nuisance alarms, diereby 
losing credibility and demoralizing the security force to the point where alarm activations 
are often ignored. AsaRsult,securitymay be less than that obtained without an IDS. The 
more coinptex an IDS, the more highly sIdUed and trained die maimenance technicians must 
be. The number of techni cians reQuire< j maintain and IDS depends upon the system's 
ccmplexity and reliability. 
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b, IDS Testing Frequency 



individual ^■■PSEould be tested to detennine the continued adequacy of their intended 
application. All transmission devices will be validated to ensure proper operations. 
Testing should be conducted in concert with the security officer. Tests should include 
ten^rary intemiption of AC power to ensure AC/DC transfer and that batteries or other 
alternate power sources are functionaL Test result reconis should be retained consistent 
with Sendee^ Agency, or Inspector General requirements. 

F. LIGHTING SYSTEMS 

Protective lighting should enable guard force perscxinel to observe activities around or 
inside an installation without disclosing their presence. Adequate lighting for all 
approaches to an installation not only discourages attenq)ted unauthorized entry, but also 
reveals persons within the area. However, lighting should not be used alone. It should 
supplement other measures such as fixed security posts or patrols, fences, and alarms. 

1 • Protective Lighting Approaches 

a. Good protective lighting is achieved by adequate, even light upon bordering 
areas, glaring lights in the eyes of the intruder, and relatively littie light on security patrol 
routes. In addition to seeing long distances, security forces must be able to see low 
contrasts, such as indistinct outlines of silhouettes, and must be able to spot an intruder 
who may be exposed to view for only a few seconds. All of these abilities are improved by 
higher levels of farighmess. 

b. In planning protective lighting, high hrighmess contrast between intruder and 
background should be the first consideration. The volume and intensity of lighting will 
vary based on the surfaces to be illuminated Daric, dirty surfaces, or sur&ces paiated witii 
camouflage paint require tnore illumination than installations and buildings with clean 
concrete, light brick, or glass surfaces. Rough, uneven terrain widi dense underbrush 
requires more illumination to achieve a constant level of bri^tness than manicured lawns. 

2 • Types of Lighting 

a. Continuous Lighting (Stationary Luminary) 

^It consists of a series of 
fixed lights axdAi;ed to flood a given area continuously dunng the hours of darkness with 
overlapping cones of light Two prixnary methods of employing continuous lighting are 
glare proiecticxi and controlled lighting: 

(1) Glare Projection Lighting 

Glare projection lighting is useful where the glare of lights directed across 
surrounding territory ydh not be annoying to neighbors or residents and not interfere with 
adjacent operations. It is a strcmg deterrent to potential intruders because it makes it 
difficult for them to see the inside of the area. It also protects guards by keeping them in 
con^arative darkness. Such lighting allows guards to observe intruders at considerable 
distance beyond the perimeter. 
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(2) Controlled Lighting 

Controlled lighting is best used where it is necessazy to limit the widdi of 
the hgiited strip outside the perimeter because of adjoining property or nearby highways, 
railroads, navigable waters, or airports. In controlled lighting, the widdi of the lighted strip 
call be controUed and adjusted to fit the particular need, such as iUuinmanon of a wide strip 
inside a fence and a narrow strip outside; or floodlighting a wall or roof. This method of 
lighting often illuminates or silhouettes security perscmnel as diey patrol tiieir route. 

b. Standby Lighting (Stationary Luminary) 

The layout of this system is similar to ccmtinuous lighting. However, the 
lunnnaries are not omtinuously limited, but are either automatically or manually turned oa 
only ^en su^icious activiQr is detected or suq)ected by die security force or alarm 
systems. 

(1) Building Face Perimeters 

Building face perimeter lighting illuminates the faces of buildings on or 
within 20 feet of the property line, or the area Ime to be protected, and where the public 
may approach die buildmgs. Guards may be staticmed inside or outade of the buildings. 
Doorways or other msets in die building's fece should receive special attention for fighting 
to eliminaie shadows. 

(2) Active Entrances 

Active entrance lighting for pedestrians and vehicles should have two or 
more fighting units witii adequate illumination for recognition of pers<His and examination 
of credentials. All vehicle entrances should have two fighting units located to facifitate 
complete inspection of passmger cars, trucks, and freight cars as well as their contents and 
passengers. 

(3) Semiactive or Inactive Entrances 

Semiactive or inactive entrances should have the same degree of 
continuous fighting as the remainder of the perimeter, with standby lighting of sufBcient 
illumination to be used when ±t entrance becomes active. Gatehouses at enorances should 
have a low level of interior illuminati(» to enable guards to see better, increase tiieir night 
vision adaptabifi^, and avcnd making diem targets. 

c . Movable Lighting 

A movable lighting system (stationary or portable) consisting of manually 
operated searchfights that may be fighted during hours of darkness or as needed. This 
system is nonnally used to supplement continuous or standby fighting, 
d. Emergency Lighting 

Emergency fight may dupficate any or aU of the above systems. Its use is 
limited to times of power failure or odier einergencies tiiat render tiie normal system 
inoperative. It depends on alternative power sources, such as installed or portable 
generators or batteries. 
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3. Wiring Systems , ^ r 

. used tosadvan^fe:in protective lighting 

feed«Mhn^^hould^be located underground (or sufficientiy ipide tiieperiineter in the case 
of overheadvming) ,0 minimize Aepos^biUf dfM outside the 



4. Power Sources rnr"«« 
a. Power sources should meet the following criteria: ' 
' ^ (1) Pnim^^ usually a kxal public utility. ' ' 

' (2| ^Alternate ^ , ' 

, i^^t^#y Ntieries or ga^linen^ 

1 Ifcost-^ffecrive, a system should start aut»3iniicaUy u^^ 
of outside power. . r ♦rs; ' *^ 

^st eaQSiire continuous lighting: ^ ^ ^ 

secun^^prccauaoifi must Be ^nsideied. ^ ' n , , . uwimu 

. • \ ^ - "^^^ted to ensure efficiency and effectiveness. TTje fifeqnehcy and 
duraticmof testdq)end(Hi: , .. 



a Mission and operati(mal factors. 
,£>. ^I^xanoii, type, apud conditiGp of;equipEaattt 



£ Weaihcr (temperature affects bai^^ 
(CO l^caiBdwitinna9o^ned ar^, fc^^ 



(c) C5eneraiororbatteiy-poweicdportahte,and/^sQ«^ 

i . (Foruse ill a complete ppwer failure, v 

1 , /I .Includes alternate power sgapply.- i^^i^' '-^'^^ f; ^ v 

i ' Available at designated cbhoofpoiMs^^^i^^^ 

b. Under ideal circumstances, power suppUes nM«iWi^ 
K tO'lJ^MinSpHa along separatp routes ifem oIK^^uffity service, 
.WMj^P?l'^i?^JIe^i%aP WM^'i^^ aifif ^ea^hfibtedted fiMty 
^i^i? e^^»JFOteetpd^enpl#^agstriGted[ai^ 
power and utility service. t n ? 
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5. Control Systems 

Controls and switches for protective lighting systems should be inside the 
protected area and locked or guarded at all times. An alternative is to locate controls in a 
renoal staticm similar to or as a part of the system used in intrasion detection alarm central 
monitoring stations. High impact plastic shields may be installed over lights to prevent 
destruction by stones, air rifles, etc. 

G. THREAT DELAY 



1. Several sp^ificbaniers can be enyloyed to delay specific types of threats. 




2. A number of techniques can be used to harden perimeter barriers with modest 
resistance to penetration. For example, erecting a ballistic barrier on the interior side of 
unreinforced masonry building walls can increase the wall's resistance to penetration by 
bullets, grenade fragments, and hand tools. While this type of structure would be likely to 
fail were explosives detonated immediately at its £ace or within a few feet to tens of feet, a 
ballistic liner can be used to increase resistance to penetration. 

3. Doors and windows can also be hardened to increase their resistance to 
penetration. Techniques for hardening are ^imisscd in Chaixer 10. 

4. Ceilings, floors, and roofs, particulariy in residential structures, may require 
hardening in order to enhance the protective vdlnc of such suucuu es. Techniques to 
accomplish such hardening are d^scugsed in Chapter 10. 

5. Other entrances, opeiungs, or penetrations into installations, facilities, and 
stractures can be hardened to make them xnore resistant to penetration. The effect of such 
hardening is tfaree-f okL 

6. Incrtasing the resistance of facilities and s tr u ct u res to resistance foroes terrorists to 
change their mode of <q>eratioiL It requires terrorists to spend more time conducting 
surveillance of their target Hardeiung targets may force terrorists to acquire new tools, 
postpone their attacks, and increase dieir risk of exposure. 

H. ASSESSMENT AND INCIDENT RESPONSE FORCES 





very 



_ rsonnei nave tnree 

ctions to perform as pan of their role in the physical 



security systenL 

2. Hrst, they function as barriers. Their presence is a visible and often tangible 
reminder of harm that could befall an intruder who ventures on to a DoD military 
installation widuMt proper authorization. 
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3. Second^ guards are an essential element in the intrusion detection system. 
Typically, they are responsible for making an on-the-spot assessment of initial alarms. 
Their judgement will figure prominendy in installation responses. The ability to assess an 
intrusion alarm as real or false is an io^HDrtant skill. The ability to detemiine that a real 
intrusion is benign or hostile is a life-threatening decision. Either the intruder or the guaid 
force, or both are at risk if a miscalculaticxi occurs. 

4. Third, guards are usually the initial response force and are therefore 
re^nsible for ^^^i^ai incident control and containment in the event of a terrorist incident 
The desire of terrorists to generate as much publicity as possible can be fulfilled or 
rrnnmiTt^ depending upon the knowledge and skills of those guards who make the initial 
on-soene determinatiais sum>unding a leiiuii st incident 

5. Guards are an essential element of the physical security sy stent Therefore, 
consider implementing the following measures when employing military personnel, civilian 
personnel, and civilian contractor personnel as part of a physical security syscent 

a. EXAMINE GUARD DUTIES AND RESPONSIBILITIES CAREFULLY; 
COMMUNICATE THE REQUIREMENTS OFTHE JOB CLEARLY. 




joo requirements and expectations will help the force do a better job and keep 
morale high* Identify surveillance, intruder detection, classification, and assessment 
problems and conduct regular as well as unscheduled exercises to keep the guard force 
sensitive to events and aware of their own envircHmient. 

b. PROVTOE GUARDS WTIH TRANSPORT AND COMMUNICATION APPROPRIATC 
TO THE SIZE AND TERRAIN OF Tffi AREA TO BE KEPT UNMR SUR>^^ 

Consider supplying bicycles, noopeds, and motor scooters where foot patroL 
are eq>ecially long, difficult, or tedious because of local environmental conditions. 





C. USE PERSONNEL DRAWN FROM MIDDLE ENLISTED RANKS AND CIVILIAN 
GRADES AS WELL AS JUNIOR ENLISTED AND CIVILIAN PERSONNEL AS PART OF THE 
GUARD FORCE. 




rpersoonel are required to stand at least some period of guard 
duty each mondL 

d. KEEP GUARD PERSONNEL INFORMED OF THE THREAT. 

One of the most frustrating aspects of being a guard is not knowing what one 
should be looking for. Consider airanging for special briefings for guard personnel on 
local threat matters. Evot if the material is the sanie material available to others, brief guard 
personnel separately. Build esprit de corps wherever possible. 
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C. PROVIDE FREQLENT TRAININC OPPORTUNITIES FOR THE GUARD FORCE AND 
ENCOURAGE THEIR PARTICIPATION IN EXERCISE PLANNING, IMPLEMENTATION, AND 
EVALUAHON. 





f ertheless, it can mean the 

ae satisfactory protection of DoD assets or the loss of assets, 
cq)ability, and innocent lives. Guaid force training, accompanied by other security forces 
who would operate jointly with the guard force during an incident, should be arecuning 
part <tf physiod security ^stem exercises. 

(2) Guard pen(»md and other securiQr personnel frequrady bear inndi of die 
burden in standing inspections and participating in exercises. They often have insights 
based on their e}q>eriences diat can improve physical securiQr system le^nse to stress and 
to q)eciGc threats. They also have concerns about command and ccmtrol viewed fo»n the 
perspective of diose who receive orders. Including guard personnel in exercise planning 
and evahiation reinforces the value and inaprntance attached to guard responsibilities by 
management and command It also affords securi^ planners additional perspectives that 
can result in to^iTovements in the performance of guard and security forces. 

I. SUMMARY 

1 . This chapter has described die basic components of die physical security system 
diat protects DoD assets in accordance widi DoD policy. The system must correcdy detect, 
classify, and identify threats; it must issue warnings to protected assets to take additional 
measures, while meeting, containing, and resolving die dneat The physical security 
system rdies on a combination of sensor technology, civil engineering ledmiques, baniers, 
and humans to perform these functions. 

2. The purpose of a physical security system is to protect assets; it should be 
proportionate in acquisition and operating and maimenance costs to die value of the assets 
riiat it is inotecting. High value assets-assets diat are critical, make accotrqilishment of 
DoD missicMis vulnerable if diey are successfully attacked by tenorists, and at risk-need 
greater levels of protocticm dian low value assets. Physical security systeoos must be 
designed with specific dneats in mind; excursions fiom anticipated dneats to assess system 
level sensitivities and cj^alnlities should and must be made to design a cost-effective 
phyacal security system. The existence of multiple technical and human physical security 
system components creates options to mix and match componmts against security needs. 

Afl conyoocots need iiot be used in all draimsraiices to create an effective {diysical security 
system. 
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CHAPTER 9 



PHYSICAL SECURITY MEASURES FOR AN INSTALLATION 



A. INTRODUCTION 

1. The DoD Combatting Teirorism Program concept introduced in Chapter 1 
emphasized preventive measures desi gned to reduce the likelihood of terrorist attack and 
mitigate its effects should it occur. 




"^"27 tSischaptCT will integrate the DoD combatting terrorism program concept with 
DoD physical security policy requirements to illustrate the application of a generic physical 
security system to common aspects of DoD installations and facilides to protect DoD assets 
against terrorist attack. Physical security planning should consider physical security threat 
as well as the integrated tem»ist threat estimate. Care should be given to ensure plans are 
drawn broadly enough to be responsive to radical chan^ in the physical security threats. 

3. Again, prudence must be exercised in the implementation of a physical security 
system design. While systems can be designed to meet the most stressful, conceivable 
physical security threats terrorist might attempt, the actual measures implemented shouU 
be selected on the basis of threat, risk, vulnerability, and criticality of assets to be 
protected. Sensitivity analysis shouki be performed to verify that the elements of the 
design to be implemented can respond to some growth in either the terrorist threat, the 
criticality of assets to be protected, or bodi. Planning for future growth and investing in 
facility infrastructure to support future growth at low incremental cost is pradent 

B . INSTALLATION AND FACILITY DESIGN 
1. General Physical Security Considerations 

a. The effectiveness of a physical security system dqwnds on at least three 
factors. It depends upon the careful planning, development, and installation of physical 
security hardware and security procedures to: 

(1) Provide early detection of an intrusion. 

(2) Alayeredsystemof barriers that delay the intruda. 

(3) An effective, timely, and practiced response force. 
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b . Major considerations for tailoring a security system to an individual installation 
or building include: 

(1) Ijocation of the installation and/or building 
(a) On or Off Government property. 

G>) Near perimeter or near center of installation and/or property. 

(2) Availability and capability of local military and/or police and fire 
department perscmneL 

(a) Maximum response time. 

(b) F]rq)ower capability. ' 

(c) Dependability. 

(3) Availability and proximity ofU.S. Government response force personnel. 

(4) ReliaUlity of utilities service for the protected location. 

(5) Access routes in die vicinity of the protected building. 
\ (a) Response force requirements. 

(b) Escape routes for attackers. 

(6) Cost of security system components. 

(7) Status of Forces agreements, host*nation restrictions, lease restrictions, 
and legal consider^ons related to the safeguarding of DoD facilities overseas. 

c. Questionnaires and survey instruments identified in Appendix C for use in 
facility vulnerability assessments are also useful in identifying physical securiQr strengths 
and weaknesses for each installation. Portionsof the survey instrument can be repeated as 
often as necessary to cover each building or special facility within each building as 
necessary. 

d. The purpose of a physical security survey is to pinpoint the ability of an 
existing structure to supfxirt current en* future DoD activities, given the range of threats that 
might be foreseen on the one hand, and type of assets to be installed in the facility on die 
other. 

2 . Functional Physical Security Objectives 

a. In general, however, facilities and stractures, whether built new for use by the 
Department of Defense, noodified to meet new requirements, or sinq[)ly occupied "as is,** 
should meet the foUowing functional security objectives: 

(1) Physical and psychological boundaries (signs, closed doOTS, etc.) should 
establish four areas with increasing security controls begiiuiing at the property boundaries. 
The areas are defined as: (a) perimeter-property boundaries; (b) exterior security zone 
(which may include building lobbies and loading docks or other work areas); (c) interior 
security zone (which may include general workspace for DoD personnel and contractors); 
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and (d) Category m or High Security (restricted and/or exclusion) areas (which may 
include execudve offices, armories, communicadons facilities, cotnpuvsr rooms, etc.) 

(2) Vehicular traffic signs should cleariy designate die separate entrances for 
trucks and/or deliveries and visitoR and employee vehicles. Control points should be 
provided near the site boundaries where feasible. Sidewalks should channel pedestrians 
toward controlled lobbies and entrances. 

(3) All areas of die site should be either supervised or secured so unobserved 
access is not possible. 

b. The physical security surveys should draw attention to specific, pragmatic 
issues which can affect the utility and cost of providing physical security to DoD personnel 
and DoD ccmtractors. 



c. The following are specific issues that can arise during the course of a physical 
security survey that can have tremendous impact on the dollar and operational cost of 
providing security: 




3. Industrial Safety and Hygiene Considerations 



a. There is a close interaction between installation physical security design and 
installation industrial safety and hygiene considerations. As a general rule, activities 
involving die utilization of hazardous, toxic, or explosive materials should be isolated from 
all odier activities; they should be separated from each odier as welL Fuel depots, storage 
sites for ammunition, medical waste, agricultural and industrial chemicals, and toxic and 
hazardous waste processing activities should be isolated from unrelated activities and from 
each odier wherever possible. Utility service to hazardous, toxic, or explosive materials 
handling facilities should be redundant and isolated from other utility service to die 
installation or facility if at all feasible. This will ensure uninterrupted operation of systems 
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essential to the maintenance of health and safety and for the annunciation of emergency 
conditions. 

b. Installation design and operations should be reviewed to ensure that day-to-day 
activities do not create situations in which the effects of a terrorist attack cannot be 
multiplied because of the industrial safety or hygiene implications of such an attack. For 
example, special antiterrorist protection may be necessary for facilities storing toxic or 
hazardous trtatffrialg while awaiting removal or destruction. 

4. Security Considerations For New Construction at New DoD Sites 

Consolidation of D6D activities at home and abroad creates new opportunities to 
build some new facilities at entirely new DoD installations. Under such circumstances, die 
following general security considerations shouki be bom in mind: 



a. Topography 




€• Future and Alternative Use Considerations 



Although the type of assets to be installed in a new facility and the perceived 
physical security threat may not require all of the security measures identified above, it is 
important to remember that the Department of Defense typically erects structures which 
must stand for 25 to 100 years. During die life-cycle of such strucmrcs, their use may 
change radically. Accordingly, site selection should bear in mind the possibility that 
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stringent physical security measures which are land and/or structure intense may be 
required in the future. Land acquisition, soil tests, foundation plans, and major structural 
member plans should be examined from the perspective of potential, physical security 
equipment intense use to ensure that acquisitions and initial designs contain sufficient 
expansion capacity to adjust to changing uses and/or changing physical security threats and 
countermeasures. 

d. Environmental Considerations 

(1) New DoD facilities should be selected from sites Aat are located in areas 
where local vehicular trafRc flow patterns do not impede access to ac from the site. In 
seeking overseas sites, it is suggested that DoD activities be housed in a semi-residential, 
semi-commercial area where traffic is only moderate in volume and can be monitored 
witiiout highly visible surveillance systems which might be offensive to the host-country 
neighbors. 

(2) New DoD facilities should be located away from known natural hazards 
such as active geological faults, flood plains, steep hillsides known for mud sKdes and/or 
brushfires. Similarly, care should be taken to avoid sites suspected of severe 
environmental contamination, dircctiy beneath usual takeoff and/or approach paths to 
civiUan airports, adjacent to rail yards, locks, dams, large fossil fuel or nuclear power 
plants, or other strucmres that could endanger tiie facility were there to be a major accident 
OT terrorist incident at the neighboring facility. 

5. Security Considerations for Existing Structures 

a. ronjgnlidarion of DoD assets has also created a simarion in which several ■ 



w. — w.^ .^^^'Kve^viOT^Wv^T-toD^ganizanons. Other 

r«ciirB^may previously haye been used by otiier U.S. Government agencies and 
departments. Still otfiers may have hosted commercial activities unrelated to the U.S. 
Government. The foUowing issues shouW be addressed as plans are made to relocate a 
DoD facility, activity, or organization to an existing structure. 
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2. Permanent Structures 

Several permanent structures can be used as perimeters around an entire DoD 
installation, around enclaves within a DoD installation, or around an isolated building used 
solely to house DoD activities. Among the favored approaches are die following: 

a. Walls 




more of the following: 

(a) Provide a legal boundary by defining the outermost limit of a 
protected area. ^» 

(b) Assist in controlling and screening authorized entries into a protected 

area. 

(c) Support detection, assessment, and other security functions. 

(d) Cause an intruder to niake an overt action that will demonstrate intent 
to penetrate die protected area. 

(e) Serve as a ballistic shield against small arms fire, deny visual 
observation of activities being conducted within the enclosed area, and add an increased 
deterrence to scaling. 

(f) Serve as a •'stand-ofiT barrier to protect the structure from vehicle 
boQob blast effects. 

(g) Channel visitors through an opening providing better access control. 




(4) In using exterior walls to enhance security, several considerations must be 

addressed: 
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c. While each of the arrangements described above can be made reasonably 
secure, those at the top of the list can be made more secure (better surveillance and 
detection of intrusion, longer delay times, better protection of DoD personnel) at 
comparable or lower cost than those at the bottom of the list 

C. INSTALLATION PERIMETER BARRIERS 

The first line of defense in any physical security system is usually some fomi of 
perimeter piotectioti systeia The perimeter of a facility is the outemx>st area over which 
the facility has control In many cases, a simple sign defining an intangible boundary is 
sufiBcient to delimit the boundary of aDoD installation. This approach is often used where 
the expanse of the faciUty makes physical demarcation impossible or economicaUy 
infeasible. In other casts, elaborate structures, such as fences or walls, are used to mark 
the outer boimdary of a DoD installation. The following discussion is intended to introduce 
readers to the range of options availaUe. 

1 • General Guidelines 

a. An unobstructed area or clear zone should be inaintained on both sides of anc 
between permanent physical barriers. 



b. Perimeter protection systems can assume a wide range of forms, in addition to 
fences and walls. Waterways, forestation, ditches, benns, barricades, vehicle barriers 
(active and passive), difficult approach and/or exit routes, and lifting systems, are often 
used effectively in perimeter barrier systems. An IDS should be considered for the exterior 
perimeter to provide the earliest possible notification and identificaticm of an intrusicm. 
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(a) Walls should be at least several feet 




(b) Walls should be built in a manner such that vehicles cannot park 
inunediately adjacent to them, thereby affording potential intruders a platform from which 
to mount an attack. 

CONSIDER THE USE OF ADDITIONAL TOPPINGS ON WALLS SUCH AS 
CONCERTINA WIRE, PICKET FENCES, MULTIPLE STRAND RAZOR OR BARBED WIRE, 
OTHER DEVICES TO INHBIT EFFORTS TO VAULT OR GO OVER THE TOP 

CONSIDER INSTALLATION OF BOLLARDS OR OTHER BARRICADES 
LESS THAN THREE FEET IN HEIGHT AT THE BASE OF THE WALL TO INCREASE STANDOFF 
DISTANCE BETWEEN PARKED VEHICLES AND THE WALL TO AT LEAST 1 0 FEET, 

b. Fences 

( 1 ) Fences are frequendy used to establish boundaries between a perimeter of 
an installation and its surrounding area. Fences, particularly at military facilities, are 
typically standard metal chain link fences. Barbed wire and field fencing are often found at 
major installations and overseas, as well as wood fences. 

(2) Oiain link or woven metal mesh fences can be used to establish an outer 
perimeter. While SUCH FENCES GENERALLY PROVIDE LITTLE DELAY TIME FOR 
TRAINED, WELL-MOTFVATED INTRUDERS, they are important psychological barriers for 
many individuals who might seek to penetrate a facility '^just for fun." CHAIN LINK 
FENCES ARE EXCELLENT PLATFORMS ON WHICH TO MOUNT SURVEttJ-ANCE SYSTEMS 
AND INTRUSION DETECTION DEVICES. 

(3) Chain link or woven metal mesh fences can be stiffened and made 
somewhat more resident to penetration by vehicles through use of several techniques. 




imques 

thereby adding to the delay in penetration. 

(4) Chain link fences can be topped with concertina wire, razor wire, or 
multiple strands of barbed wire. SUCH TOPPINGS can be useful in adding to the 
psychological barrier effect of a feni 




(5) PICKET FENCES are also economical and aesthetic. They may be 
constructed of wood, iron, or steeL While they are not usually a physical deterrent, they 
will keep a watchdog or other watch animals secured on the grounds while not providing a 
hiding place for an intruder. Tliey PRIMARILY SERVE TO DELINEATE THE PROPERTY LINE 
to intruders and observers alike. Heavy steel picket fences installed with reinforced and 
well anchored concrete piers can provide an attractive barrier against light- to moderate- 
weight vehicle penetration. Such fences must have property designed gates to be effective. 
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(6) Picket fences are also more suitable for residences than office buildings 
but in some cases picket fences may be installed along approaches lo the office building to 
channel traffic along selected routes. Like other fences, picket fences provide excellent 
platforms on which to mount surveillance systems. 

3 . Temporary Barriers 

a. Vegetation 

Hedges and natural vegetation are both economical and aesthetic and blend into 
their surroundings. They provide a symbolic but practical delineation of the property line. 
Unless hedges are thick and covered with thorns or pointed leaves, they can be easily 
breached. Once breached, they can provide some degree of cover from exterior 
observation. The main disadvantage of hedges is the time required to grow to sufficient 
size, especially if a pcHtion dies, and a continuing requirement for periodic maintenance. 
They are more suitable for residences than office buildings; however, hedges can be used 
in either situation when appropriate. 

b. Portable Fencing 

(1) Portable fencing can be used as a temporary perimeter to establish 
psychological barriers and to channel pedestrian and vehicle movement 

(2) Several portable fencing materials are available. Among the materials 
available on the commercial maiket are the following: 

(a) Plastic netting. 

(b) Rolled wooden slat and/or support wire fencing (snow fencing). 

(c) Fixed panels of chain-link fencing materials supported by temporary 
posts anchored with cinder blocks or other stabilizing materials. 

(d) Fixed panels of board*on-board wooden plank fencing or wooden 
stockade fencing supported by temporary posts anchored with cinder blocks or other 
stabilizing materials. 

(3) Other materials available widiin DoD that can be used as portable fences 
include the following: 

(a) Coils of concertina wire. 

(b) Canvas panels supported by tent-posts. 

(c) Plastic sheeting materials supported by tent posts, athletic equipment 

supports, etc. 

c« Temporary Walls/Rigid Barriers 

(1) Several temporary devices can be employed to establish barriers to high 
speed vehicle approaches to DoD installations and facilities. Among the devices available 
are the following: 

(a) Concrete vehicle barriers (Jersey wall segments). 
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(b) Concrete or sand filled oil drums. 

(c) Concrete bollards and/or planters. 

(d) Steel or steel-reinfoiced concrete posts. 

(2) These structures can be instaUed along approaches to DoD installation 
facilities within an installation's boundaries in a manner as to force vehicles to make tight, 
slow turns before ^preaching gates or building entrances. These strucnires can also be 
used as temporary barriers to deny access provided that additional barriers are placed in 
front of areas ID deny high speed vehicle penetrations. 

4. Expedient Perimeter Devices 

a. Under certain drcurristances, it rriay be necessary to establish a perimeter for 
psychological purposes. Several conmiercially available materials can be used as well as 
other wiarmflic of^n found on DoD installations to accorrq)lish the expedient erection of a 
perimeter and/or perimeter barrier. 

b. To mark a perimeter, the following materials can be used: 

(1) Painted line. 

(2) Rope (cloth rope, steel cable, chain, etc.). 

(3) Colored plastic tape (corrmiercially available products come in multiple 
colors and are without lettering or contain warnings such as "caution," "construction area," 
"danger," "police line - do not cross," etc.). 

(4) A line of sandbags* one or two bags high. 

(5) Barricades, saw horses, empty oil drums, construction banicades, etc. 

(6) Jersey walls or concrete vehicle barrier segments. 

c. The purpose of establishing such peririieters is usuaUy to charmelrxioveTO 
pedestrians and vehicles as an aid to threat detection. Use of expedient perimeters can 
establish security zones within an installation or facility, thereby facilitating threat 
identification, classification, and assessment Use of some expedient perimeter devices can 
add delay to movement within an installation or facility, channeling vehicles and 
pedestrians through choke points, slowing movement, and giving security personnel 
additional time to survey and assess pedestrians and vehicles as they approach and proceed 
through checkpoints. 

d. Under some circtunstances, use of expedient perimeters can add delay to 
pedestrian threats by changing the configuration of an approach to a building. Erecting 
"trip wire" barriers in front of doors to be secured after hours, or installing water-filled oil 
drums in a random pattern along a vehicle or pedestrian approach to a building can 
disorient or impede an intruder who has been unable lo make last moment observations on 
changes to the approaches to the targeted DoD asset 

e. Vehicles in all sizes and configurations can also be used as expedient barriers. 
Parked bumper-to-bumper, vehicles provide an effective barrier to personnel engaged in 
routine activity. Most people will not attempt to vault a line of vehicles parked such that 
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their bumpers touch, nor will they usually attempt to pass underneath such a line. Large 
construction-type vehicles or armored vehicles can be very effective as supplemental 
bairiers behind gates to installations or facilities. Vehicles pazied randomly on open, 
straight expanses of load, aizcraft taxiways, or runways can interfere with unauthorized use 
of those tiaciliaes. 
D. VEHICLE BARRIERS 

1. In recent years, all agencies and departments of the United States Government 
have taken active measures to restrict the ability of vehicles carrying explosives to reach 
buildings housing government personnel. The destruction of the American embassies in 
Kuwait City and Lebanon in 1982 and 1983, as well as the bombing of the Marine 
Barracks at Beirut Iniemational Airport in October, 1983, effectively sensitized DoD to the 
need for vehicle barriers to hold potential threats away ftom critical strucwres or outside 
critical installaticms. 

a. Vehicle Barrier Types 

Several types ofvehicle barriers are available. These include the following: 

(1) Active Barrier Systems 

A barrier is considered active if it requires action by personnel or 
equipment to permit entry. Systems that move solid masses, impalers, beams, gates, tire 
shredders, and fences, and those that create pits or nmps, are active barriers. Vehicles 
(trucks, bulldozers, etc.) are active barriers if used in that mode in the access control 
system. 

(2) Passive Barrier Systems 

A barrier is passive if its effectiveness relies on its bulk or mass and it has 
no moving parts. Such systems typically rely on weight to prevent entry into a restricted 
area. Sandbags, highway medians (Jersey Bounce), angled posts, tires, and guardrails are 
examples of passive barrier systems. 

(3) Fixed Barrier System 

A barrier system is fixed if it is permanently installed or if heavy 
equipment is required to move or dismande the barrier. Hydraulically operated rotation or 
retracting systems, pits, and concrete or steel barriers are examples. Fixed barrier systems 
can be eitiier active or passive. 

(4) Movable Barrier System 

A movable barrier system can be transferred from place to place. It may 
require heavy equipment or personnel to assist in the transfer. Highway medians, 
sandbags (large numbers), 55-^llon drums (filled), or vehicles are typical examples. 

(5) Portable Barrier Systems 

A portable barrier system is used as a temporary barrier. A movable 
system can be used, but may take more time, money and effon tiian desired- Examples of 
portable barriers are ropes, chains, cables, vehicles, or tire-puncnire systems. 
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(6) Expedient Barrier Systems 

An expedient barrier system is comprised of one or more articles or 
vehicles normally used for other purposes that have been pressed into use on a temporary 
or interim basis. Use of heavy earth-moving or engineering equipment, armored personnel 
carriers, or tanks as perimeter gates or perimeter gate barriers are examples of expedient 
barrier systems. 

Vehicle Barrier Design Considerations 

(1) Location 

Vehicle barriers can be located in different areas: facility entrances, 
enclave entry points (gates), or selected interior locations (i.e., entrances to restricted 
areas). Exact locations vary among installations; however, in each case locate the barrier 
as far firom the critical resource as practical When possible, position gates and perimeter 
boundary fences outside the blast vulnerability envelope or reposition the resource within 
the installation to a more secure area. It is more cost effective to secure a specific critical 
resource than an entire facility. However, consolidating critical resources into one central 
area may heighten security, but is also reduces the number of target areas for the aggressor 
to attack. 

(2) Aesthetics 

The overall appearance of a vehicle barrier plays an important role in its 
selection and acceptance. Many barriers are now made with aesthetics in mind so that a 




(3) Safety 

A vehicle barrier system shouki be respected as a tool capable of wiekiing 



deadly force. Even when properly installed to perform its intended purpose, it can kill 
seriously injure individuals as a result of accidental or inadvertent activation caused by 
either operator error or equipment malfuncticm. Provide proper warning signs, lights, 
bells, and adequate colors to identify the barrier to ensure personnel safety. Questions such 
as the following should be addressed to manufacturers and current users to identify 
potential safety considerations affecting the selecticm of a barrier systenL What happens 
when power is lost? Is there an emergency stop switch? Is fitting adequate? What safety 
options are available fiom the manufacturer? Once installed, vehicle barriers shouki be well 
marked and pedestrian trafiSc channeled away firom unsafe areas. 



(4) Reliability 




either the manufacturer or user. Many manufacturers indicate a remarkable willingness to 
resolve problems and woric effectively with users. Backup generators or manual operating 



9-12 

FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 



provisions are available. Spare parts and supplies also should be maintained on hand to 
facilitate rapid return of the barriers to full operarion, 

(5) MainUinability 

Many manufacturers provide aesthetics, diagrams, maintenance 
schedules, and procedures for their systems. They should also have spare parts available 
to keep barriers in nearly continuous operation. Manufacturers should be asked for 
maintainability requirements in the form of training, operation, and maintenance manuals. 
If Aese requirements are not available, the agency that purchases the vehicle barrier must 
develop maintenance instructions for the user. In addition, for periods of vehicle banier 
maintenance, die user should consider providing altenoate trafBc routes. 

(6) Cost 

Traffic in restricted or sensitive areas should be minimiTcd and the number 
of eniryways limited. Reducing traffic flow and the number of entryways may provide 
increased security and lowered costs for the vehicle banier system. Installation costs, 
which may be excessive, and the cost of operating the system should be addressed during 
the barrier selection process. Complexity and lack of sta nd a r dized components can incur 
higher costs for maintenance and create long, costly downtime periods. Reliability, 
availability, and maintainability (RAM) data on die system also affect costs. 

(7) Active Barrier Operations 

A barrier is active if it requires action by personnel or equipment to 
operate. It should allow for continuous operation with minimal maintenance and 
downtime, so tiiat it may be employed during normal and emergency conditions. 
Emergency procedures must be available to operate the banier in case of system breakdown 
or power feilure. Selecting a normally open or closed option should be evaluated in light of 
experienced or expected traffic. Evaluate system failure modes to ensure that the barrier 
fails in cither the open or closed position, as dictated by security and operation 
considerations. 

(8) Clear Zones 

Barriers installed in clear zones must be designed so that they will not 
provide termists with a protective hiding place or shield. 

(9) Operating Environment 

The environment of the facility must be considered when selecting an 
appropriate vehicle barrier or barrier options. Hinges, hydraulics, or surfaces with critical 
tolerances may require heaters to resist freezing temperatures and ice buildup, or they may 
require protection from din and debris. If options that protect against environmental 
cmditions are not available, the system may become inoperative. 

(10) Installation Requirements 

Tlie vehicle barrier selected must be coaqjatible with the location ill which 
it is installed, the available power source and its reliabiUty, and other security equiptnent 
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PROTECTION OF PRIMARY AND ALTERNATE POWER SOURCES AND HYDRAULICS MUST 
BE CONSIDERED. 

(11) Operator Training 

Most users recommend operator training regardless of the simplicity of the 
system. Operator training prevents serious injuiy and legal liability as well as preventing 
equipment damage caused by improper system operation. Manufaaurers do not always 
pro\ ide informadon on possible operator problems. The user may have to develop 
individual checklists for nomial and emergency operating procedures to avoid experiencing 
serious problems. 

(12) Manufacturers Options 

Manufacturers offer additional features with their systems in the form of 
options or optional equipment Some options enhance system performance while other 
facilitate maintenance or safety. Options increase system cost and may increase 
maintenance requirements. Because options vary among manufacturers, consulting with 
each company is advised to determine which options are offered and their cost . 



2. In addition to the foregoing considerations, the following should also be 
considered when assessing vehicle barrier requirements and options: 




1 • Vehicle Entrance and/or Exit Barrier Penetrations 



As a general rule, vehicle barriers described above should be placed outside the 
installation perimeter or outside an installation interior perimeter. The following discussion 
addresses vehicle access to an installation or facility once past the vehicle baiTier(s) 
described above: 
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a. InsUllation Vehicle Access Control Measures 
(1) RESTTUCTVmOi ENTRY lOINTS TO A MINIMUM. 

Vehicular entry-exit points should be kept to a minimum. Ideally, to 
mavimtyi' traffic flow and security, only two regularly used vehicular entry-exit points are 
necessary. Both should be simiiariy constructed and monitored. The use of one should be 
limited to employees' cars. The second should be used by visitors and delivery vehicles, 
Depending on the size and nature of the facility, a gate for emergency vehicular and 
pedestrian exit should be installed outside the perimeter to increase the setback of the 
buildings. In either case, design and placement of boll ards or other anti- vehicular devices 
should be considered in the earl) 




(2) PRCXrECr ALL VEHICLE ACCESS POINTS AGAINST REVERSE ENTRY AND 
RAMMING ATTACKS. 

(a) All entry-exit points should be secured with a heavy duty sliding 
sted, iron, or heavily braced chain link gate equipped with a heavy locking device. 
Approaches to all vehicle exit points should be aligned such that high speed approach from 
outside the perimeter is not possible. The goal of such realignment is to ensure to the 
maximum dcgiec possiblc that intmders could not simply enter the facility by going die 
wrong way against the flow of exiting vehicle traffic. Passive vehicle barriers describ«i 
above can be incorporated into the road and pedestrian access designs to accomplish this 
goal. 

(b) All entry-exit points should be constracted wiA protection against a 
ramming vehicle attack. Passive vehicle barriers described above can be incorporated in 
ingress-egress designs to make ramming attacks difficult. Vehicle perimeter penetration 
gates can also be designed to be highly resistant to ramming attack. Additional vehicle 
barriers can be installed behind the gates to provide defense-in-depth against such attack. 

(3) LOCK ALL GATES NOT IN USE AND UNDER DIRECT SUPERVISION; 
VERIFY THAT LOCKS IN PLACE BELONG TO AND CAN BE OPERATED ONLY BY SECURITY 
PERSONNEL. 

Emergency gates should be securely locked and periodically checked. 
Security personnel should physically lock and rekxk all gates or other penetrations secured 
with locks to verify that the lock in use belongs to the security department and not some 
other activity on the installation or would-be intmders. Any lock found inoperable by the 
security personnel should be removed immediately and a security department lock 
substimted in its place. Control over keys is essential. 

(4) INCLUDE STORAGE LANES, PROTECTED GUARD POSITIONS, AND 
HARDPOINTS FOR SECURITY GUARD BOOTHS TO PERMIT MULTIPLE VEHICLE 
INSPECTIONS FOR EXPLOSIVES, WEAPONS, OR CONTRABAND OUTSIDE THE 
INSTALLATION PERIMETER WHEN PREPARING PLANS FOR REVISED VEHICLE ACCESS. 

(a) Some of the measures implemented at DoD facilities in response to 
terrorist threat may result in significant traffic congestion at vehicle entry gates. Such 
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cmgestion can be reduced if storage lanes can be included in installation access alignments. 
During periods of rigorous vehicle inspection, security personnel can inspea vehicles and 
their occupants in groups. Vehicles waiting their turn for inspection can be held in storage 
lanes adjacent to the installaticm. This approach to vehicle inspection and installation access 
wiU ease traffic congestion for those not seeking access to the DoD installation* It will also 
place vehicles and Aeir q)erators waiting inspection in an area where they can be monitored 
for indications of po^ntiaUy threatening behavior. 

(b) Be sure that vehicle barriers, storage lanes, security booth tie down 
points, and protected positions for backup security forces are considered as an integrated 
security package. Doing so will ensure that vehicle barriers do not obstruct fields of vision 
and/or fields of fire for the backup security forces responsible for protecting guards 
conducting vehicle inspections. 

b. Vehicle Access Control Systems 

(1) Priniary entrances to a facility should have a booth for security personnel 
during peak traffic periods and automated systems for remote operations during other 
periods. 

; (2) THE FOLLOWING CAPABILmES ARE RECOMMENDED FOR VEHICLE 
ACCESS CONTROL SYSTEMS: 

(a) Electrically-operated gates to be activated by security personnel at 
either the booth or security control center or by a badge reader located in a convenient 
locaticHi for a driven 

(b) CCTV with the capabiUty of displaying fuU-facial features of a driver 
and vehicle characteristics on Ae nx>nitor at security control center; 

(c) An intercom system located in a convenient location for a driver to 
ccnmunicate with the gatehouse and security control center, 

(d) Bollards or other elements to protect the security booth and gates 

against car crash; 

(e) Sensors to activate the gate, detect vehicles approaching and 
dq>aiting the gate, activate a CCTV monitor displaying the gate, sound an audio alert in the 
security control center; 

(f) Lighting to illuminate the gate area and approaches to a higher level 
than surrounding areas; 

(g) Signs to instruct visitors and employees; 

Qk) Road surfaces to enable queuing, turnaround, and parking; 

0) Vehicle bypass control (i*e., gate extensions), low and dense 
shrabbery, fences, and walls. 

(3) Vehicle perimeter access control barriers and gates should be controlled by 
key card or renx>ie operation by the central security office when the gatehouse is not 
maimed. An intercom and CXTV camera with low-li^t and area scan capability should be 
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provided to facilitate communication between the central security o£fice and personnel in 
vehicles seeking entry when the access point is closed. The access point should be 
sufficiently illuminated such diat all vehicle occupants can be seen via CCTV systems. 

c. Perimeter Security Office Booth 

(1) At die vehicular entry-exit, a security officer booth should be constructed 
to control access. At facilities not having perimeter walls, die security officer booth should 
be installed immediately inside the f adliiy foyer. 

(2) If justified by die threat die security officer booth should be completely 
protected widi reinforced concrete, walls, ballistic doors, and windows. The boodi should 
be equipped widi a security officer duress alann and intercom system, bodi annunciating at 
die fedlity receptionist and security officer's office. This security officer would also be 
responsible for complete operation of die vehicle gate. If necessary, package inspection 
and visitor screening may be conducted just outside of die perimeter security officer bootfi 
by an unarmed security officer equipped with walk-throu^ and hand-held metal detectors. 
Provisions for environmental and personal comfort should be considered when designing 
die boodi. 

2. Parking 

a. As a general rule, parking shouW be restricted to die areas diat provide die least 
security risks to DoD personnel. 

b. If possible, establish a visitor parking facility outside the installation perimeter. 
U space does not permit diis, try to resorict visitor parking to an area as close to the main 
installation gate as possible. Conduct pedestrian screening between die visitor parking area 
and odier sections of the installation if possible. 

c. All paridngwidun the perimeter walls should be restricted to employees, widi 
spaces liimted to an area as far from die building as possible. Paridng for patrons and 
visitors, except for predesignated VIP visitors, should be restricted to outside of die 
perimeter wall. If possible, parking on streets directiy adjaceny^gdines^specia^ 

thrso. hraiginp higMy valil|<^||el^hDllld bC forfaiddCn. 




d. When establishing parking areas, security of visitors as well as DoD personnel 
should be considered. 

(1) AVOID EXTOEMELY REMOTE PARKING FOR VISITORS. 

(2) INSTALL AN EMERGENCY COMMUNICATION SYSTEM (INTERCOM, 
TELEPHONES, ETC.) INSTALLED AT READILY IDENTIFIED, WELL LIGHTED, CCTV 
MONITORED LOCATIONS TO PERMIT DIRECT CONTACT WITH THE SECURITY 
DEPARTMENT. 
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(3) PROVIDE PARKING LOTS WITH CCTV CAMERAS CAPABLE OF 
DISPLAYING AND VIDEOTAPING LOT ACnVITY ON A MONITOR IN THE SECURITY 
CONTROL CENTER- 

Lighting must be of adequate level and directicxi to siq)port cameras while, 
at the same time, giving consideration to energy efficiency and local environmental 
concerns* 

(4) CHANNEL PEDESTIUANS TOWARDS A ^DESTRIAN ACCESS CONTROL 
CHECKPOINT AND/OR INSTALLATION, FACILITY AND/OR BUILDING ACCESS CONTROL 
POINT. 

(a) Fences, Jersey wall segments, low, thorny hedges, and other baxiiers 
may be used to guide pedestrians and maintain control over Aexr movements. 

(b) Although in-building or underground parking is to be strongly 
discouraged, there are circumstances in which there is no alternative. The following 
recomn}endations are made to enhance the security of building occupants. 

(5) PROVIDE A COMPLETE VEHICLE CONTROL SYSTEM FOR THOSE 
BUILDINGS IN WHICH THE PARKING GARAGE IS INTEGRAL TO THE BUILDING rrSELF. 

Provide nondescript vehicle ID that must be displayed before entering the 
garage; CCTV surveillance should be provided for employee safety and building security. 

(6) ACCESS FROM THE GARAGE OR PARKING STRUCTURE INTO THE 
BUILDING SHOULD BE LIMITED, SECURE, WELL LIGHTED, AND HAVE NO PLACES OF 
CONCEALMENT- 

Elevators, stairs, and connecting bridges serving the garage or parking 
structure should discharge into a staffed or fully monitored area. Convex mirrors should 
be nxxmted outside ^ garage elevatofs to reflect the area adj acent to die door (^>enings. 

3. Pedestrian Access Controls 

a. Access control is primarily directed at decreasing exposure to criminal act^ 
Criminal opportunity can be reduced throu^ design of a facility that restricts persons from 
areas where they do not belong. Access to an installation, a group of buildings, or a sin^e 
building can be designed so ttiat surveillance, control, and segregation of traffic by function 
are facilitated Depending on the functions to be accomplished by die occupants, access 
points can be designed either to be closed during nonniuty hours, or to be subject to 
surveillance and control for all-hours entry. 
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Figure 9>1. Generic Pedestrian Access Control Point 

4. Utility Penetrations and Security 

a. The installation physical security survey should identify all utmty service to the 
DoD installation, as well as all utility lines, storm sewers, gas transmission lines, electricity 
transmission lines, and other utiUties that may cross the installation pcrimetCT. Detailed 
knowledge of such service is important for public health and safety considerations as well 
as installation security concerns. 

b. All penetrations of the installation's perimeter should be clearly marked. All 
penetrations in fences, walls, or other perimeter stracnircs should be screened, scaled, or 
secured to prevent their use as access points for unlawful entry into the installation. If 
access is required for maintenance of utilities, secure all penetrations with screening, 
grating, lattice work, or other similar devices such that no opening is greater than ten inches 
in diaineter. Attach intrusion detection sensors and consider oven or covert visual 
surveillance systems if warranted by the sensitivity of DoD assets requiring protecnon. 

c. Under some circumstances, it may be necessary to insert a large sleeve 
composed of multiple sections of pipe each no more than 10 inches in diameter mto large 
storm sewer culverts or tunnels. This ^proach is illustrated in Figure 9-2. 
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Figure 9-2. Installation of a Sewer Pipe Plug 

d. This ^pioach should be employed to block all other penetrations through the 
perimeter barrier that are large enou^ for a person to crawl through (ix., voon than 
10 inches in diameter), but cannot be sealed closed for any reason* All such penetrations 
should be equq)ped with intrusion detection sensors or placed under suxveillance. 

F, EXTERIOR SURVEILLANCE AND/OR INTRUSION DETECTION 
SYSTEMS 

1 . As noted in Chapter 8, the physical security system's initial task is to detect the 
presence of threats to DoD personnel and materiel protected within the facility. A wide 
range of surveillance options should be considered, based upon die following: 

a. Identified dseats to the facility; 

b. The types, function, operating characteristics, and missions of DoD assets to 
be protected; 

c. Legal and diplooiatic limitations on survdllance activiti^ 

d. Overall resource constraints. 

2. Technology offers physical security system planners a wide range of sensors and 
phenomenology from which external surveillance systems can be assembled. Figure 9-3 
indicates that surveillance systems readily available to local nulitary installation 
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commanders capable of providing detailed visual images axe somewhat less abundant than 
systems that detect the presence of a target but may not be able to report back the full 
particulars on the detected target As the target of surveillance moves closer to the facility, 
it becomes possible to use guards with binoculars, CCTV or other electrooptical systems, 
inframl svfctfirm ID defect the nresence of terrorist threats. 




Figure 9-3. External Installation Surveillance Technologies 

3 . Bectromagnetic energy sensor systems use radar to detect aircraft, sonar to detect 
water vehicles and swinimen, and laser radar to detect humans or vehicles. These systems 
can report surveillance targets in digital or analog formats. Such reports usually require 
additional interpretation by operators. Visual surveillance systems report data in image or 
photographic form, requiring less interpretation by surveillance system operators before 
sonnrillance information is assessed as threatening or benign. Visual surveillance systems 
are usuaUy more limited in detection range than electromagnetic sensors. Many visual 
surveillance systems are passive devices. Their use does not require the emission of 
energy which could alert an intruder to the presence of surveillance systems. Visual 
surveillance systems have performance limitations due in part to ambient weather 
conditions that may require use of additional passive sensors. Such systems report 
informaticm in a form that may necessitate more complex analysis before the detection of an 
intrusion can be classified as a threat 

4. SURVEILLANCE SYSTEM MONITORS NEED TO BE PROVIDED INFORMATION OR 
DEQSION RULES THAT THEY CAN USE TO INTERPRET DATA PROVIDED BY ALL 
SURVEILLANCE SYSTEMS IN USE. 

5. Hgure 9-4 indicates socw of the surveiUance problems that installation gua^ 
security officials routinely conftx>nL External surveillance may detect the presence of 
general activity hostile to DoD assets; it may also detea the presence of activity or targets 
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Figure 9-4. External Inetallatlon Combatting Terrortsm Surveillance Functions 




1. On die other hand, it is clear diat if external surveillance detects 
threat at the perimeter barrier and is able to maintain contact with the threat, then 
classification of the threat and preparing an immediate response if the perimeter is 
penetrated is both easier and quicker. 



8. Surveillance systems that combine detection systems registering the presence of a 
dueat as well as detecticm systems that perant direct visual monitoring of the threat provide 
considerable information to installation threat assessment personnel. Multiple sensors 
arrayed in a grid patter firom the perimeter barrier stretching in toward the center of the 
facility can provide the security force with much information necessary to classify and 
characterize the threat without forcing the guard force to leave secure positions. 
Surveillance systems often have a lower life-cycle cost They can be hardened against the 
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elements to a substantial degree. It is not surprising to see more DoD components placing 
greater emphasis in IDS and other technical surveillance systems to meet their physical 
security system protection requirements. The advantages of technical surveillance are lost, 
however, unless IDS and other systems remain in top notch repair. 
G. INSPECTION AND MAINTENANCE OF BARRIERS AND 
SECURITY SYSTEM COMPONENTS 

1 . Security force personnel should check security bairiers at least weekly for defects 
that would facilitate unauthorized entry and repon such defects to supervisory personnel. 
Inspections should look for the foUowing maintenance problems which can have adverse 
implications for security: 

a. Damaged areas (cuts in fabric, broken posts). 

b. Deterioration (corrosion). 

c. Erosion of soil beneath the barrier. 

d. Loose fittings (barbed wire, outriggers, fabric fasteners). 

e. Growth in the dear zones that would afford cover for possible intruders. 

f . Obstructions which would afford concealment or aid entry and/or exit for an 
intruder. 

g. Evidence of iUegal or iQq>roper intrusions attempted intrusion. 

2. Locks should be opened and closed to verify that they are in working order and 
that ±e locks can be opened and closed by the guard or security force. Locks that cannot 
be opened by the guard or security force should be removed immediately and replaced with 
aDoDlock. An investigation shouW be undertaken to determine if apparent substimtionof 
the security department lock was an error, an aitenapt to maintain security following loss or 
con^iromise of a lock, or an attempt to create a "trap door" through which terrorists could 
ingress or egress from a DoD fadlity. 

H . RESPONSE FORCES 

1. Another element of the physical security system that is easy to overlook is the 
response force. As is discussed in greater detail in Chapter 15, the response force consists 
of tiuee elements: 

a. loitial response force. 

b. Locally available augmentation force (widi or without reserves). 

c. Regicmal and/or national special capability response forces. 

2 It is in^Hsrative ti\at response forces be assigned to tasks and otiierwise housed in 
facilities that are in close proximity to but not necessarily within or irtmiediately connguous 
to targets of terrorist attack. WhUe some elements of the response force can be assi^ed 
responsibilities for day-to^y protection of DoD assets, most members of the imual 
response force should be dispersed witiiin a faciUty so tiiat a terrorist attack cannot 
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i^iiTninate the icsponse force necessary to contain, regain control, and terminate an incident 
with the rescue and release of DoD personnel. 

3. Ccmsider taking the following specific measures: 

a. Provide security personnel and other response force members 

WITH secure WORiCPLACES. 

Structures in which security personnel woric should be hardened to increase die 
likelihood that personnel can survive if attacked, and at a mininwrn survive long enough to 
provi^ ^tailed inf ormaiion descriUng die nature of the attack <hi their posts. 

b. PROVmE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS 
WITH SECURE COMMUNICATIONS. 

The ability for security personnel to communicate with the central security 
ofSce and other security units in die fiekl widiout inteicepnon and/or interference is critical 
to the detection, classification and assessment, and response to penetrations of facilities and 
further criminal acts. 

C. PROVmE SECURTIY PERSONNEL WITH reOTECTED QUARTERS AND/^^ 

AREAS. 

It makes litde sense for security personnel to work in a secure envirorunent and 
then retum to quaners that leave them vulnerable to attack and unable to respond if called. 
While providing secure quarten to a level of protection comparable to those provided to 
high risk personnel may not be feasible, a relatively secure area or facility should be 
established so that response forces can remain reasonably protected during off-duty hours 
during periods of extreme direat 

I. AIRFIELD COMBATTING TERRORISM SECURITY 
CONSIDERATIONS 

1 . Airfields represent special security challenges because of the unique character of 
the facilities and die DoD assets they support All of the foregoing discussion applies to 
airfields. Airfield security plarmers may also wish to consider the establishment of multiple 
internal security perimeters, hardening of selected buildings against terrorist attack, 
harderting of petroleum storage, airaew fadlides, maintenance facilities, and odier facilities 
collocated on the installation. Security plarmers are, of course, fully aware of DoD 
Regulaticxis and Instructions, Service regulations and instructions, and CD4C requirements 
for enhanced physical security protection for many types of muiutions storoi at DoD 
airfields. 
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creating the need for extensive drainage and^Stgrffiwatepafiahagement msmmvr arij *f Mv 



T ' Airfields are often adjacent to areas with substatfiMAv^il^dMfeAaeiii^^lElx^or 
r :intrusion<aiaga8iyiS6efflg 3gg#Epn^^^ "^"^^ data nn-moypmen t that is regarded as 

! fdMiaiieiK>j MnghuiEnanaal 




motion acieciare tuouniBu wu ivuvw, r _ ^ 

criticaL Multiple phenomenology IDS systems can pennit alert cen^^personnel ^e^sify 

and Menti^s^MM^OHf lo^^ 

are reported between human and animal interactions among different types of sen^. By 
lavineout multiple sensors across a wide area, the differences between human and animal 

' ^S>Sl^'feiMiIo^1»ie^^ ^ 



inteiception poinL .mrm lo ^^m^: Mm^k^ 

6. Another urmm.2Si m of .airfiells^jmt y is the nange of jhe acgvu^ the t>Te 
of assets toJbejMPid there. 
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Figure 9-5. Waterside Terrorist Surveillance and Engagement Zones 



8. It should be emphasized that DoD facilities bordering bodies of water should 
include waterside protective measures as pan of the facility physical security plan, even if 
there axe no active waterside commercial, military, or recreational facilities at the faciliQr ac 
installation. 

K. EVACUATION FACILrriES 

1 . The purpose of a physical security system is to prevent the loss, destruction or 
conqnomise of DoD assets. Under snne circumstances, this purpose can be best achieved 
by withdrawing the asset from locales where terrorist threats cannot be mitigated, or can 
only be mitigated at unacceptable costs. Under such circumstances, renaoval of assets may 
bewairanted. 

2. Security personnel should survey the area adjacent to DoD installations or facilities 
to identify potential sites for heUcopter landing zones. If no appropriate site is available 
near D(J) installatims for facilities, appropriaiB alttmadves should be idoitified. 

3 . In preparing plans for evacuation of DoD assets requiring maximum protection, die 
security personnel should consider construction of one or more safehavens in the vicinity 
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personnel and local law enforcement officers. The purpose of such observation posts is 
merely to detect the presence of potential dangers to flight operations and report such 
Areats to appropriate local authorities so that they can respond. 

J. WATERSIDE SECURITY 

1. Securing DoD faciliti es located astride waterways is also an especially challenging 

task. 





The security perimeter must 
exta M B fl Into lhe wat^lf texiorists are assessed as having the capability to launch attacks 
using stand-off weapons from boats or oAer craft 

5. External surveillance must noonitw traffic on the surface of the water adjacent to 
the facility, extending from die barrier to range exceed in g the range of identified terrorist 
tlueats. 




ffc secfirity zone will be 

me may be extended further, especially if the 

terrorist threat includes longer-range standoff weapons such as man-portable antitank 
missiles. Within the security zone exists a reaction zone. It is within this zone tiiat 
aggressive actions may be undertaken to isolate, delay, and resolve potential threats to DoD 
assets from waterside terrorist action. 




HovVilei! Ui^ ^nn^lipie can be Cjuendc^a to one or i 
may also bc declared around navigation aids mounted on stractures in shallow water, as is 
the case for airfield navigation aids in bays or rivers. 
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of the emergency evacuation site. Such structures should be well camouflaged and 
knowledge of their existence kept on a strict "need-to-know" basis. 

4 . Erecting or cmsmicting special saf ehavens near emergency evacuadon sites should 
be considered when circumstances are such ^ helicopter evacuation might require several 
hours to execute after requested. Plans should be prepared that would pemiit dispersal of 
DoD personnel to several safehavens including those adjacent to emergency evacuation 
sites before local travel became too dangerous. Relocation of DoD personnel to remote 
safehavens to await evacuadon may be an effective alternative in some circumstances, 
especially those in v/bidi the number of D6D personnel and dependents is small. 

L. DoD INSTALLATION SECURITY SUMMARY 

1. Inthischapter, Aecompments of a physical security system outlined in Chap^ 
have been assembled to form tte outer layer of security at Ae level of a DoD installation. 
General physical security considerations and functional physical security objectives have 
been discussed. Incorporation of good industrial safety and hygiene practices has been 
emphasized. Security planners and facilities planners must coordinate their efforts to 
ensure that all activities involving the handling of hazardous materials, POL, ammunition 
and explosives, and toxic waste are well separated from odier installation activities and each 
other. 

2. The chapter has also examined the use of perimeter barriers and methods to ensure 
their continued integrity. Application of surveillance systems to provide eariy warning of 
attempted intrusion detection has been discussed. This chapter has also emphasized the 
iaqxmance of continuous physical security system mainteimnce and traiiung activities. The 
inqxntance of the guard and security forces to the effective q)eration of the entire physical 
security system has been addressed. The chapter also addressed three areas of special 
security ccxisideraticxis: airfields, pons, and evacuaticm sites. 

3 . As in foregoing discussions, the design and implementation of a physical security 
system for an installaticm must look outward at Ae tiireat and inward at the types of assets, 
Ae risks of attacks against those assets, the inqx>rtance of those assets to successful DoD 
mission accomplishment, and the criticality of those assets to the Department of Defense. 
Protection systems combining components of physical security systems outlined here 
should be constructed in relationship to requirements. The existence of physical security 
system components does not mandate their use in each and every case; the wide range of 
physical security cooqxxients allows security planners to mix and match them to achieve an 
c^)timum level of security widun the availaUe financial, materiel, and human resources. 
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CHAPTER 10 
PHYSICAL SECURITY FOR A FACILITY 



A. INTRODUCTION 

1 . In Ch^ter 8, coiiq>onents of a physical security system for each DoD installation 
or facility were discussed. In Chapter 9, these components were integrated into an 
installation-level physical security systenL The installation-level physical security system 
provides a basic level of physical protection for all DoD-affiliated personnel, individual 
facilities or activities, and materiel on the installation. 

2. In this chapter, the application of the physical security system concept will be 
extended to individual DoD facilities. For purposes of this discussion, a DoD facility can 
be one or more of the following: 

a. An entire building. 

b. One or more floors of a building. 

c . One or more contiguous suites within a building. 

d. A lesidence belonging to a DoD ffigh-Risk Person or provided to a person 
occupying a DoD High-Risk Billet 

3 . The balance of this chapter considers physical security system application to DoD 
facilities other than residences. Chapter 1 1 will consider residential security as a special 
case of facility protection. 

4. The basic concepts of the physical security system remain valid. The security 
functions of threat detection, threat classification and identification, threat annunciation, 
tiireat delay, and threat response must be performed. The principal differences between the 
performance of these security functions between an installation and a facility is the distance 
and speed with which they are performed. An installation perimeter is usually weU 
removed from assets to be protected. A facility perimeter may be only a maner of inches 
away from the assets to be protected. Under these circumstances, the security system 
functions must be performed precisely, accurately, and very quickly. 




^^^^^^^^_,.«_; Carefiil management of scarce resources is necessary 
^SS^Re a force multiplier. If forces are not protected when not acniaUy in use, they, 
and the nominal reserve, replacement, or reconstituted forces that are supposed to be 
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available may never materialize. As a result, the Department of Defense might be unable to 
perform. Force protection takes on new importance from this perspective, but not at the 
expense of protecting assets of greater in^xmance faced by larger, more menacing threats. 

B . BUILDING PERIMETER BARRIER SELECTION AND HARDENING 

1. Building Perimeters 

a. Perimeters surrounding buildings located off Government property vary firom 
those with industrial-type perimeter fences to those composed of little more than 
aesthetically attracdve landscaping. 

b. Exterior n>S sensors are not recoomiended for die FtrimcterProtecdonSy 

of most office buildings unless either personnel and vehicle access is to be controlled at the 
perimeter entrance gate, or the building is required to be secured during non-duty hours to 
protect sensitive assets. Where access control is to be administered at the entrance gate, 
exterior sensors should be activated around the remainder of the perimeter during woridng 
hours. 



provided to allow security pCTSonncK lb c^ alarms around the 
perimeter of the residence. Even residences without Perimeter Barrier System IDS sensors 
should be provided with CCTV that will provide coverage of all of the residence's doors, 
windows, and other openings that could allow penetration of the Building Protection 
System. These cameras should be slaved to the sensor system to immediately position 
themselves to view the area protected by the violated sensor and force this view to the 
security guard's monitor for rapid evaluation. With today's solid-state CXJTV technology, 
cameras are considerably smaUer than the older tube-QrpecaDoeras and thus can be mounted 
in a myriad of coven locations. 

2 • Exterior Doors 

a. UMIT NUMBER OF I>CX)RS TO BARE KONIMU^ 
EVACUATION; FERMTT NORMAL ENTRY AND EXIT THROUGH ONLY ONE DOOR. 

Because of their functional requirements, constraction, and methods of 
attainment, doors aie less attack-resistant than adjacent walls and fiequendy provide a ''soft 
spot" in an otherwise attack-resistant structure. For this reason, the number of doors to a 
facility or residence should be reduced to an absolute minimum and, in cases where more 
than one door exists, only one should be provided widi outside mounted locks and entry 
hardware. AH others should, where practicable, present blank, flush surfaces to the 
outside to reduce their vulnerability to attack. 

b. STRENGTHEN AND HARDEN DOOR JAMB. 

The strength of the door jamb must be considered when planning the secure 
door system. Hardening of the upright surfaces into which the door is fitted will resist 
jamb attack. 
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C, USE fflGHSECURTTY LOCKING SYSTEMS ON ALL DCXDRS. 

(1) The weakest part of a dcxjT system is the latching con^xMient of the lock or 
locking device. Typical delay times for defeat of locking devices range from 9 seconds to 
3 minutes. Because of this, priority must be given to protection of the locking system 
when selecting cooqwnents for a door system. 

(2) Locking systems can be divided into two basic groups: surface-mounted 
or mortise systems. Externally mounted locks and hasps are used for securing utilities; 
openings, etc. Hiese shouU be replaced with internally locking devices. Interaallocking 
systems are always prefened for applications where high security is desired. 




d. LOCATE HINGES TO REDUCE THEIR VULNERABEJTY TO ATTACK; HARDEN 
HINGES IF EXPOSED. 

Hinges should be on the inside of the door where possible. If exposed, hinges 
become vubierable to attack by removal of the hinge pin or by cutting or sawing the hinge 
barrel from the hinge. A number of measures involving positive interlocking hardware for 
coupling the hinge sides to the door and the dooc frame are available to increase their 
poietration resistance. 

3. Windows 

a. V^dows of various sizes and configurations are required in the walls of most 
structures for the passage of light, ventilation, and observation. Windows are always a 
significant weak point in the Building Protecticm System because of their low penetration 
resistance. Standard constructicm window assemblies provide penetration resistance of less 
than 10 seconds. 

b. Several steps can be taken to harden windows in offices and residences. 
Among tfiese are the following: 

(1) STRENGTHEN WINDOW FRAMES AND SASHES. 

For maximum penetration resistance, window frames should be 
oMStructed of steel and securely fastened or cement grouted to the surrounding structure to 
prevent easy removal, separat ion, or penecadon at the point vj>gejhe_gandowJ[^^^ 
building tneet 

This not 

itarT^ut prewMlhe glj^g trom nemg oiown mmiihe sash in the 
event of a bomb blast 

(2) INSTALL HEAVY DITTY WINDOW LOCKS ON ANY WINDOWS WHICH CAN 

BE OPENED. 

(a) Wherever possible, windows should be stationary (non-opening). 
Common latching devices found on both residential and commercial window systems are 
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susceptible to manipulation from the outside. Scveial techniques can be used to enhance 
the security of movable windows. 




(c) Sliding glass doors and windows should .b<? jconstnio^ the 
movable section on the inside of the fixed section* As^on^mjp^ 
should be glazed with laminated safety glass and cquipjpS^llffiT^^ a smrdy 

hook-type bolt that binds the door and frame together when secured , 




(d) French doors and any double doors opening out should be equipped 
widi protective hinges and a mortise-type lock that is key operated from both sides. The 
inactive half of the double door should be equipped with flush throw bolts 



(3) CONSIDER SUBSTITUTING BURGLARY-AND BALLISTIC-RESISTANT 
GLAZING, ACRYUC GLAZING, OR POLYCARBONATE GLAZING FOR CONVENTIONAL 
GLASS OR SAFETY GLASS GLAZING MATERIALS. 

(a) Burglary- a nd ballistiC'resistant glass is similar to lam inated safety 
glass but has a th icker inner lay ^MBBBlMBBiiMBBBBBBIbetween two 

panes of ] 





stic-resistant glass increases the safety of 
has multiple layers of polyvinyl butyl andl 




ants 




(b) Acrylic glazing is lightweight, heat treated or "teoopered** plastic. It is 
17 times more impact resistant than a comparable thickness piece of conventional glass. 




;s where 

maximum resistance to penetration and attack are desired. These compound glaring 
materials withstand environmental effects of ultraviolet light, cleaners, and normal wear 
and tear better than simply polycarbonate glazing alone.f 




(c) The following observations are important 
pdycarbonate materials for window glazings: 
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spalling and flying glass injuries resulting fronLcxplosive attacks. 

(5) INSTALL HIGH SECURITY GRILLS, SCREENS^ OR MESHWORK OVER 
WINDOWS AND SKYUGHTS, 

(a) All skylights should be screened to prevent access to buildings via 
dteseiputes. Odier windows thai might be used to gain access to a stmcmre including all 
windows on the ground floor and other windows accessible from neaiby buildings, walls, 
parked vehicles, trees, or udlity poles should be screened or grated in some manner. 
Windows of a size sufficient to permit eniiy or removal of aims ^ould be either screened 
or barred. 




bars are affixed to a structure. Attackers often attack the screens, bars, or gnllwork by 
prying the treatments away from the window rather than by trying to saw, cut, or bum their 
way through theooL All bolts used to connect grillwork, screens or bars to the structure or 



10-5 

FOR OFFICIAL USE ONLY 



OoD O-2000.12-H 



ID odier pans of die window trcaimem should be welded so that they caxmot be mampulated 
by an intruder to gain access. 

(e) When grillwork is installed in buildings or residences where 
windows axe designed as emergency escapes, be sure to hinge the gxillwork and equip it 
with a proper release. Ensure the enKrgency release does not become a wealq)oint in the 
window security system. 

4. Utility Access 

a* A careful inspection of the s t ni c un e exterior must be made to locate any ntiliy 
openings. In conventional building designs, utility openings, manholes, tunnels, air 
ccMiditioning duos, filters, or equipment access pands can provide a vulnerable entrance 
route widino significant dday. If sudi qienings cannot be eliminated, their delay timeis 
must be increased. 




(1) INSTALL SECURITY SCREENS OR GRATES OVER imLITY ACCESS 
OPENINGS. 

The techniques described above to secure a window or skylight using 
bars, g rates, or mesh can be used to restria access to a structure via utility penetrations. 




(2) ATTACH IDS SENSORS TO UnLTIY OPENINGS. 

All utility openings greater than 10 inches in diameter should be equipped 
widi IDS sensors inccRporated into the facility's IDS system. 

5. Duress Alarms 

a. Duress alarms are devices that can be activated manually in the event of an 
unauthorized penetration attempt An audiUe alarm can be sounded locally in an attempt to 
frighten off the intruder. Alternatively, a silent alana can also be sent to die organization's 
security center, or other location where the alarm would summon immrdiair assistance. 

b. Duress alarms can be placed in inconspicuous locations, and can even be 
disguised as coomion office objects or home decorator items. Duress alarms can also be 
incoiponued inio hooK or pfBce fiirnishm 

6. Communication Systems 

Telephones are needed at all times and secure means of communication are 
essential between a secured area and its dedicated response force. Telephones in many 
pans of the world are unavailable, unreliable, and, as in many CX)NUS locations, exposed 
and vulnerable to terrorist attack. The security planner often has litde knowledge and no 
ccmtrol over where or how die telephone lines are routed or if diey are even minimally 
secured. Telephone systems required for security and safety of executive personnel must 
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be over secure dedicated lines. Where this is not possible, a secure radio communicarion 
link must be established. Ponable, hand-heW radios can assure backup conmninicanon 
when odieroomniunication links are severed. 
C. INTERIOR BARRIERS 

Baniers may be used within the interior of facilities to accomplish the same functions 
as are performed by barriers to access to installations. They establish boundaries or lines 
of demarcation of different activides (and differing levels of security) wiilun a facility. 
Thw deter and intiimdaie individuals to attempting unauthorized entry. Asmihecaseof 
installation-level barriers, they are plaifoims on which intrusion detection sensors or 
surveillance systems can be mounted. Baniers may be used within a facdity to channd 
pedestrian and service vehide traffic. Baniers are used within individual bmldmgs on DoD 
inflations for similar purposes. In addition, use of Wgh security doors, window 
glazings, and walls can provide building occupants with protection against ballistic 
penetrations-small arms file, bomb fragments, broken glass, etc. 

1. General Constraints on FacUity Barrier Selection 

a A wide range of materials and construction techniques can be used within a 
fecility t^ erect a banier. The selection of materials and constniction technique is 
constrained by the strength and load-bearing capacity of die facility itself. The ^tafic 
construction site conditions may also constrain or limit banier consBuctton 

The requirement to access utiUty lines, fire protection systems, or spcafic emergency 
entry/exit routes may dictate use of movable baniers as opposed to fixed, anchored 
baniers. Perceived tenorist tiireat capabiUtics. construction costs, local bmldmg coda, 
and limitations on tenant construction for leased facilities also constrain or hmit the 
selection of materials and types of banier constniction undertaken. The foll owing 
discussion identifies a selection of materials and techniques tiiat may be approprute for 
enhancing the secuti^ and protection of DoD assets. 

b. Further information is avaikblc from Servic^gmg^ng^ 
within each Service's civil enf ' 




2 . Barrier Materials 

a Aninfiniterangeofmateriakandconstructiontechniquesisavailabletohdp 
security pUumcrs meet specific needs. Materials and techniques used to crfiance the 
building qttetior's resistance to penetration can also be applied withirta_building. H| 




b Use of multiptebaniCT materials and constniction techniques can sometimes 

accomplish one banier purpose witii less expensive and l«f f ^P«i^!«»"^°;;!^°" 
Sues. For exampte. use of balUstic-resistant, glass^lad Poly<f ^^^^^.P^^^ 
^mpanied by oven surveillance cameras, warning signs, amiuncutor devices (fiashmg 
^ts. toers. etc.) can create an intimidating picmre of a high secunty bamer adjacent to 
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a hi^ security passageway at equal or less cost than the ccmstruction of a reiiiforced 
masomy waS to aooomplish die same purpose. 

Table 10-1. Selected Facility Barrier Materials 
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of protection and security lesources, access control points as iUustiated can be established 
inscrics. Tlie greater the value of the protected asset, the larger the number of chedqwints 

that must be passed before access is granted. . 




ngur« 1M. Reception Area to Access Controlled Facility 

c. TOs figure illustrates several important feanges of a secure area access c ontrol 
^^^^^^^^^^^^^^^^■^^■^^^■■■^^^■■■■■iBaii^tfVhe dow 

to the ^^PW^^i5aer5a ^ 

waiting area is hardened, an(nlW5Jecl lo survt ^-^ „ : ^ 

from ^ waiting area by ballistic resistant glass and an electrically controlled ballisac 
lesistam door. The guard also has a hidden duress alarm. 
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2. Access Control Procedures 



The systems qiproach to physical security includes an assessment of day-to-day 
opeiadons within the secured area* In ogder to maintain ariiMpiair security tjgpughout a 
DoD installation, widun a fibdlity, widiin an activiQ", and wi^in an oiganization widiout 
unduly interfering widi day-to-day work, it is necessary to pennit personnel to move 
about On the other hand, the physical security system has a xespcmsibility to ensure that 
protected assets remain protected throughout the regular workday. Accordingly, the 
following measures can be implemented to maintain positive control oyer access to 
protected DoD assets. 

a. Pass and Badge System 

Where the area is large or where the number of personnel exceeds a number 
that can be recognized personally by the guard or persons charged with security 
reqx3nsibiUty of the area, a pass and badge uientificationsystCT Security 
badges will be used primarily for access control Badges should contain a picture of the 
individual authorized access, and may contain additional information about the individuaL 
Such information should be communicated through badge borders, badge color, 
identification phcMograph background color, etc. Information that should not be printed cm 
the badge includes home address, specific work location address and telephone number, 
security inforatiation, and in some areas, infonnation identifying tlie badge holder as aD(A 
or U.S. Government en^ilc^roe* 

b. Access List System 

Admissim of personnel to very high securi^ areas (Level Three Restricted 
Access Areas, formeriy tenned exclusion areas) should be granted only to those perscMis 
who are positively identified. One approach is to prepare access lists containing the names 
of those individuals specifically authcHized access to a facility. Access lists should be 
maintained imder stringent control of an individual who is fomally designated by the 
ccxnmanding officer or manager of the facility. That person should be responsible for 
updating and confirming the need for access cm a regular, frequent basis. Admission of 
persons other than those on the authorized access list should be approved by the 
commanding officer, manager, or designated representative. Access lists ^ould always be 
contnriled carefiilly and never displayed to public view. If a computerized access list 
system is used, die ccNnputer files used tt> generate such alist must be safeguarded against 
tampcnng. 

c. Exchange Pass System 

The exchange pass system is an identification system that may be employed in 
highly sensitive areas to ensure stringent access conm>L It involves exchanging one or 
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moce identification media (badges, passes, etc.) for another separate type of identifier 
(badges, passes, etc.). This systcin is particulariy usefiU where visitors inust gam accew 
to a Wgh security faciUty. Tlie process of exchanging passes is an indinateoiie,pcrniitm 
security personnel an opportunity to examine aU personnel bodi upon entenng and upon 
existing die secured £ad]iQr. 

d. Escort System 

Esconingb a tnediod to control visitor pcrsonndwidiin secured faciHty. The 

csbort must leinain with the visitor at an times white within the 1^ Iflocal 

wifeen policy detennines that an individual does not require an escort within the area, th^ 

individual must meet an die entry requirements for unesconed access. Escoit personncl 

may be civilian crmiUiaxy ernjOcvcd Iv « attached ID ihc visiiBd acti^ 

be iom the office of the person being visited. A major objectiw in escortm 

around a fedlity is to ensure that an material brought iiito the fkabty by die vm 

widi someone who can open and examine die contents, and diat visitors teavc no packages 

or other mateiials behind opMi dieir departure. 

E. SAFEHAVENS 

1 TTie innermost layer of protection widiin a physical security system is the 
safehaven. Safehavens are not intended wwgsta^adisd^ 
fe aturing explosives and h eyn^^mo^^^^^^^^^^^^^^^^^^^^^^^^^M 

^^^^^^^^^^^^^^^^^HHU^^HH^The safehaven should be designed 
^^^^^SmoreSe to penetrate by aigc^sdianitttteslo^^ 




tin 



wiwn grpl &l ' WM setUie tne oocr lo mc janw lu «« M-vcnoiis-up, 
auwnSSd right Mectrically operated deadbolts are acceptable provided diat in the 
o^wer ^urrTdie bolts slide into dieir locked condition a;uf a^dcuej|owe£ 
c«„rr^ nHth fliitomatic switchover is avadlable 
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7. Consider installing a main power switch in the safehaven that would allow 
occupants in an emergency to intemq>t power to the entire office building or residence widi 
the exception of emergency services circuits (emergency lighting, emergency 
communications, emergency coitq>uter power supplies, etc.) Interruption of electrical 
sendee in the building can interfere widi die use of power tods to gain access to individuals 
taking refuge in die safdiaven. Furthemiore, daitiiess can make it mole difficult for the 
intruders to press their attack. 

Safehavens can ^^tfiallcd in offi» HuiiA'nTC anrf titivatejesidencgs 




10. Safehavens can remain fimctjonal areas of an offigg hmkijng Pfiminatin g nf 
the space is not necessary. It is necessary, however, to regulate use of the space so that 
those individuals whose protection is essential can be inserted into the safehaven in a 
timely manner in the event of warning of a tenorist aitacL 

11. The following listed equipment should be provided inside the safehaven. 
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Figure 10-2. Salehaven Concept impiememetf in a 
HIgh-Rlse Office Building^ 



protection overancxtcndedpcriodof time, it may be necessary for occu^ 

safehaven for several hours while response forces converge on the 
^We the terrorist incident, and verify that no threats to the safehaven occupants lem^^^ 
^arL Under such circumstances, occupants of the safehaven may be more secure and 
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Ulse m tbeir 



less likely to be injmtd or id ooaqriomise crisis management by remaining in the safehaven 
until the (Xhscene commander directs them to evacuate or leave tlie facility. 

F, FACILITY PHYSICAL SECURITY SYSTEM SUMMARY 

1 . DoD facilities draw tlieir basic security infrastructure frxKn tiie installation physical 
security system. Threats to a particular facility on an installation will usually originate 
outside die installation. Detection and warning wiUcon» in inost instances as a xtsu^ 
anrnipt to penetrate the instaDation. 

2. FadUty security enhancetnents are intended to augDKnt the basic physic^ 
posture o f an tyraiiatioiL Thcsc enhancements take into account real limitations on ; 

W^^^B|MB|BfcM^M^M|^Wf Aiij>cb must 

^MH^^^J^m^^^^^^^ff^racality to die support of specified forces, or in 
some instances, because of the grave harm and danger to personnel, fisidlities, and materiel 
as a consequence of impiupei use or misuse of the asset 

3. The basic tenets of good security planning at the installation level extend to 
individual £icilines. To wit: 

a. Utilities providing power, communications, and cooling to security systems 
should be isolated from other utility service to the facility; utility connections 
should be protected and alarmed; 

b. Good industrial safety and hygiene practices should be followed without 
exception; toxic, haz ardous, and explosive materials should be isolated from all 
other f acilities^ 

c. Safety equipment including fire extinguishers, first aid kits, emergency 
communications, and emergency lighting equipment should be installed and 
kept in property wtxidng conditio at aU times. 

d. Facility vulnerability assessments and protective measures implemented in 
response thereto should consider terrorist threat from aD dimensions where 
terrorist group history and amiability demonstrate sudi threat or installation and 
facility vulnerability assessment reveal security weaknesses in basement level 
and/or roof level perimeter barriers, ballistic penetration barriers, or structural 
wealqKnnts. 

4. The concepts of a physical security system can be expanded to include facilities 
that are not located on DoD installations but house DoD assets that must be Sudi 
assets mi^t include distributed DoD offices, or the residences of military officers or DoD 
civilians serving in High Risk Billets or who have been designated High-Risk Persons. 
Oiapier 11 illustrates how the concepts outlined and described in Chapters 8, 9, and 10 can 
be applied to these circumstances. 
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CHAPTER 11 



RESIDENTIAL PHYSICAL SECURITY CONSIDERATIONS 



A. INTRODUCTION 

1 . The DoD Physical Security Regulaticn (lefereoce (cc)) mandates die protection of 
all DoD assets to the degree necessary to preserve mission capability. DoD personnel are 
valuable assets, just as are weapon systems, facilities, and bases. Many of the concepts 
and specific techniques used to make DoD installations and facilities man secure can be 
applied to residences as weU. 

2. This chapter highlights security matters to be considered when selecting a 
residence. It describes techniques used to enhance the basic level of physical security 
provided personal residences. 

3 . Many senior military officers and DoD officials (referred to below as "executives") 
are assigned to overseas posts. Because of their specific assignments or positions of 
visibility and terrorist threat conditjons^the^r^esignate^Cgh^^^ 



4. Residential security should be examined just like the security of a DoD installation. 
A layered defense or defense in depdi should be prepared. This chapter outlines specific 
steps that can be taken by all DoD-afffliaied personnel. The chapter concludes a discussion 
of supplemental security measures for Hi^-Risk Persons. 

B . SELECTION OF RESIDENCES 

1. General Considerations 

a. There are a number of factors that are often considered when a family residence 
is being selected. Among these factors are the following: 



(1) Employment locations for DoD personnel and any working dependents 




acconqnnying diem. 



(2) Recreational facilities. 

(3) Schools f(ff dependents. 

(4) Shopping. 



1 See Oi^Kcr 13 bdowfvfunher discussion (tfdtesedesignatnns. 
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(5) Inter*uii>an« regional, and international tr^^ 

(6) Religious institudons. 

C7) Medical fiaicilities. 

b. It is strongly suggested diat some security consideradons be addc4 to this list 
of residential site selection &ctois including tbe following: 

2. General Security Atmosphere Indicators 

a. A number of observable characteristics can provide clues about the general 
security atnoo^here. 

(1) When selecting a ndghbortiood in which to consider residing, OBSERVE 
THE GENERAL SECURITY ATMOSPHERE as indicated by die fidlowing typical indicators: 

(2) The general character of streets* sidewalks* lighting, pedestrian and 
vehicular traffic pattOTs; 

(3) Tbe presence and condition of paries, playgromidSt recreation areas; 

(4) The existence of public or conmiercial enterprises intermingled widi 
residential dwellings; and 

(5) The existence and condition of fire hydrants and police call boxeiSL 

b. Where the streets ^ippap^^^ litj»||^^ 

^^^^^^ m^^Md with ^^i^alisn^l^^ Mri^k^im^^^v^^ diere is a strong 
^|^^^^^^^^pighb(»faood is £airiy secur^^^W|p^pS^^^^ impressions can 

be reinfmced by a walk throu^ clean, well utiUzed ^^rks* pliyi^unds, an recreational 

areas, a walk through clean, attractive mixed use neighborhoods, and a walk throng areas 

with visibk presence of pdicc and fire sendees^ die initial i 

further scrutiny. 

c. In genend, tbe ovendl appearance (tf die area may crften serve as a^ 

crime levels. Where property lines are well defined, hcHoes qipear well mainrainrdi and 
the landscaping shows an obvious pride in die property, crime rates are likely to be low. 
While that may not eliminate the threat of terrorist attack, it does suggest an atnractive 
general security atmo^here. 

3. Specific Indicators of General Security Levels 

a. Several observabte security measures taken by residents of a nei^borhoodc^ 
provide specific indicadons about kical security condidons: 

(1) Look for specific indicators of security precautions taken by local 

residents. 

(2) Ptesenceof barred windows, security grills on doors; 

(3) Security walls and fences; 

(4) Security lighting; 

(5) Large dogs or other watch animals; and 
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(6) RresraceofpcivatB security guards, espedaUy during the day. 

b. Observe or make inquiries about the frequency and type of police pairob in a 
given neighborfaood. Fmd out what type of police or wiach police jurisdiction responds to 
raiic for assistance. Observe the general appearance of police security personnel on the 
street Police who take pride in their appearance, the ^ipeazance of their vehicles, and who 
mair^ themsclves visible to die public in ibt perfonnance of their duties can usually be 
relied upon to provide depoidaUe police coverage dnou^ut die ccnnmunity. 

c. Try to deterinine die attitude (tf the govertmient and the pGpulace toward other 
natiftnaic and particulariy Amoicans. A strong and- American atdtude could be cause for 
you to have ^iminigheri faidi in local police re^KXisiveness. 

4. Badcground Information on Local Criminal Activity 

a. InvesdgaiB local crime activi^ in die area to which you are considering 

moving. 

(1) The level of crindnal or terrorist activity dvoughout a community is rarely 
uniform. Street crime can be expected to occur in lower income, crowded, and congested 
areas. It is generally recommended'tfaat xesidences not be selected in downwwn, 
enmnvmai, or ggpecially isolaied areas. esoedaUv when local data indicate flat such was 



are high crime areas. 




who ask for such information. 

5. Utilities Service and Protection 

EXPLORE THE RELIABEJTY OF LOCAL UnLTTY SERVICE in order to determine 
whcdier or not emergency or backup power and utility service will be required. The 
availability and reliability of utilities in any given tocation should be a primary factor in die 
selection of aresidential siie. Reliability of utilities shouW be determined and in cases were 
diey are cnatic, acquisition and use of backup systems should be assumed. Disruption of 
utilities service (particulariy electricity and telephone) woukl fiacilitate unaufliorired access 
to a residence by an intruder. 

6. Fire Protection 

CONSIDER THE AVAILABILnY AND EFFECTIVENESS OF LOCAL FIRE PROTECTION 
services in each neighborhood being investigated for potential residence. Tht proximity of 
prospective residences to and die effectiveness of die fire protection services is a major 
consideration in residential site selection. The availabiUty of water or odier substances to 
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fight a fiit should be determined. The locations of fiie hydnmts or other water souices and 
mi^atKR by which they can be accessed and brought to die residence by its occupants before 
the axrival of the local fire brigade should be ccHisidered. 

7. Physical Environment Considerations 

a. Investigate potential hazards in the physical environment in and around 
ndghborfaoods of potential residendal interest 

(1) Residential areas under consideration should be well removed from 
known environmental hazards sudi as flood plains, active geological faults, sleep slopes of 
hills subject to mud slides and/or broshfnts. Residential areas close to breeding areas for 
disease vectors such as insects or rodents should also avoided if possible. 

(2) Sometimes, housing availability restricts residential selectim to areas at 
risk fiom at least some of the envxronmental hazards noted above. If placed in this 
situation, take tiie following measures, plan additional, necessary precautions to prevent 
loss or injury fitom envimmental disasters in addition to potential terrorist actions. 

b. Be sure to include access to and storage of emergency rations, lifting, power, 
and cormnurucations, as well as backup or alternatives to any otiier systems that could be 
disrupted as a result of an eiiviromiiental disaster as part <^ your rxioving pl^^ 

8. Residence Access Routes 

a. Select candidate residences with access routes that allow many choices of 
^ypioadi or departure. 

(1) It is essential tha access routes to and from residences allow occupants 
many choices of approach or departure to make deiecticm of arrival and dq^arture patterns 
difificult and to avoid ambush or attack cxice it is spotted. Some considerations should 
indude: 

(a) Qear delineation of the street or road wqr. 

(b) Sufficient street width to allow two cars to pass, even if vehicles are 
parked on both sides (rf the roadway. 

(c) SufBdentnei^borhood lighting at tughL 

(d) Unobstructed view of ibt road from the residence. 
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9. Parking 

a. Consider the location and availability of paridng for privately owned vehicles, 
motorcycles, and bicycles when examining candidate residences and their sunounding 
neighborhoods. 

(1) In sdecting a readence,considetationinust be given to securing personal 
property including means of transportation. Bicycles, motorcycles, mopeds, and other 
two-wheeled vehicles are usually relatively east to secure. Often they will fit in a storage 
shed, or can be locked close to the residence where they can be observed. 

(2) The family automobile, and in some cases, official vehicles that have been 
approved for transportation between home and ofBcc, present another problem. The best 
sototion is to store the vehidc in a garage thai can be kept locked at aU times. Carportsand 
driveways within a fenced or guarded area are die next best alternative. Off-strcct paridng 
alternatives represent still another aldiough far less desirable ahemativc. Personal or 
official vehicles shouU not be parked on the street overnight in the vicimty of personal 
residraces. 

C. SECURITY COMPARISONS BETWEEN SINGLE AND MULTIPLE 
FAMILY RESIDENCES 
1. General Recommendation 

a. After a caieM review of die general security am»sphere and specific indicators 
of local crime, there may be an opportunity to choose either a single famUy or a multiple 
family readence. OveraU housing costs, availabiUty of dependent care or playmates for 
dependents, and location convenience factors noted above can be important determinants of 
residential choice. There are some specific security considerations, however, that shouW 
also be evaluated in choosing between multq>le or sngle femily residences: 

b. In most cases. APARTMENTS are GENERALLY PREFERRED TO SINGLE 
FAME-Y DWELLINGS WHEN SECURITY IS A PRIMARY CONSIDERATION. Apartments above 
die first floor are more difficult to get to, usually have only one entrance, and provide some 
degree of anonymity for the resident Thus, rhty present a more difficult target for the 
terrorist or burglar, and are often less expensive to modify widi security hardware. Uvmg 
in an apartment provides benefit of ckwc neighbors. In die event of an emergency and loss 
of communications, neighbors can often be relied upon to provide assistance. At the very 
least, they can call the police if American occupants of apartments cannot 
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^CommcMi in many overseas areas, a number of separate hooies are ( 
the same general area. These are often occupied by American or other foreign families. 
Such arrangements offer excellent opportunities for cooperative security arrangements. 
These enclaves may or may not be fenced, and the families may share ibc costs for guards, 
lighting systems, and alarm systems described in the preceding chapter on physical security 
arrangements. 

e. A separate residence in a suburban nei^bortiood can be adequately secured. 




2. Apartment Selection Suggestions 

a. The following features of apartment living are r c c^n iiir n d c d as part of a good 
security foundation for a private residence: 

(1) Find an apartment whidi: 

(a) Features lobby aiid parking area security provided by guards, closed 
circuit television, or locking devices which can only be operated by the tenants; 

(b) Does not have fire esc^ies, balconies, or overhangs that could be 
used to gain sutrqidtiotts entry to the buikiin^ 

(c) Has only me door for general entry and exit and one door for 
services and deliveries, bodi of which have controlled access via guards, keys, or key-card 
devices; 

(d) Has weU-Ut hallways aiul stairwells, preferably monitored by closed 
circuit television, which caxmot conceal intruders. 
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c. If adequate security measures are not present, ^)aninent living affords the 
opportunity to provide necessary security at a reasonable price, as a shared expense. 

3. Single Family Home Selection Suggestions 

a. Although a weU-designed and weU-naanaged jqartment is naore secure than a 
separate house there are often other reasons that result in the selection of a single family 
residence by DoD-affiliated personnel Need for three or four bedrooms to accommodate 
children or other dependents, an exercise area for pets, or large areas for official 
entertaining are examples of considerations that may eliminate an apartment as a residennal 
choice. 

b. The main ingredient to be used in selecting a single dwelling residence is 
finding an established residential development or neighborhood where income levels and 
lifestyles are compatible. Neighbors routinely looking out for each other are a critical factor 
in a weU protected residential area. A good overview of the entire neighborhood such as 
streets, sidewalks, Ughting, and adjacent homes is necessary. Each of these feamres affect 
the security of the neighborhood and therefore, the natural protection afforded the 
residence. 

c. In selecting a single family residence, seek out residences with the following 
diaracteristics: 

(1) Find a single feznily residence that: 

(a) Has architectural and nannalfeanires which provide opportunities for 
occupants to observe activities on the street, the sidewalks, adjacent yards, and pubUc 
areas; 

(b) Is placed in tiie neighborhood such that a stronger or potential 
intruder will be readily observed by neighbors; and 

(c) Is situaied within clearly defined boundaries, making an inadvertent 
intrusian virtually ini^ssiUe. 

4. Apartment Security Enhancements 

a The apartment should possess a good soUd door and the door firameshouki be 
weU-constructed. Most residential security hardware that is suitable for single family 
dwellings is also suitable for apartments. Most essential of these is a 190-degree opncal 
viewer and a strong secondary dcadbolt lock. In die absence of a fire escape, there are a 
variety of devices soM commerciaUy tiiat will faciUtate exiting an apartment from a 
window. The devices include rope or chain ladders, and mechanical rope slings that 
provide a controlled descent to die ground. 
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b. Additional secarity measures eix9)loyed in single 
bdow can be added to apartments as wdl if necessary. 

5. Single Family Residence Security Enhancements 

a. Most of thf CTmmO" f F^hflnfymgntg m.dnglft family rcsidgnge Sficurily focus m 

iiz^oving resistance to intrusion and penetration. Following the general approach 
presented above with respect to enhancing the security of an installaticm or a facility^ 
consider the following measures: 

(1) Ensure the single family residence is surrounded by a barrier clearly 
delineating the property from adjacent homes. 

An aesthetically accq>table barrier such as a picket fence can provide a 
good psychological deterrent to inirusicxL Odxer fencing materials such as ^litndL board* 
on-board, decorative wire mesh, decorative walls constructed of masonry or stone can 
serve the same purpose. 



The 



sms 



to secure sucl 



^ in tfieir resistance to penetration as the perimeter barrier 
itself. It makes no sense to build a high security fence and use a SO cent low-security hinge 
on a pedestrian gate. Installing a high security cypher lock on a common exterior door 
through a decorative wall will add no more security than die security value of the door 
itself. 

(3) INCREASE THE RESISTANCE OF TOORS, WINDOWS AND EXTERIOR 
WALLS TO PENETRATION. 



techniques 
penetratio] 
exterior 




:ned and made more resistant to penetration using 
Windows can also be made more resistant to 
Depending on the nature of the terrorist threat 
resistant to penetration. | 



6 • Common Security Enhancements for Residences 

a. Whether selecting an apartment, a single or multifamily dwelling in a sedired 
conqxHrnd, or a single family dwdUi^, the f dlowing considerations should be ackbnessed: 

(1) DO NOT LEAVE UTILmr CONNECTIONS ©ICLUDING TELEPHONE 
TERMINAL BOXES, ELECTRICAL SERVICE WIRING, POTABLE WAIER CONNECTIONS, 
NATURAL GAS CONNECTIONS, ETC., ACCESSffiLE FROM THE EXIERIOR OF THE HOUSE. 

Qmsider relocating utility service or placing the utility connections inside 
secured enclosures to prevent tampering or unauthorized access. Add internal backup 
systems such as batteries, bottied gas, and two-way radios. Consider finding an alternative 
residence as well. 
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(2) Selea a Tesidennalsaucturetbat is not vulnerable to fire. 

Residences should be constructed from materials that are not readily 
combustible. Furthermore, electrical wiring and fixtures as weU as natural gas and/or 
propane ovens, ranges, water heaters, and other appliances should be in good condition. 
Be sure that the residence has sufficient number, location, and accessibility of potential 
emergency exits which can be used in the event of a fire. If necessary, acquire hinged high 
security window grills to permit use of windows as a fire escape. Be sure to keep fire 
exnnguisheis charged and available; install a smoke detector in the residence if it does not 
already have one. 

D. SUPPLEMENTAL RESIDENTIAL SECURITY MEASURES FOR 
HIGH-RISK BILLETS AND HIGH-RISK PERSONNEL 



1. Overview 




The balance of 

; security measures iat may be provided in the residence of 
a HRP or a person assigned to an HRB. 

b. Before supplemental security measures are provided, an integrated terrorist 
threat estimate must be prepared. This document examines the terrorist threat as analyzed 
by the inteUigence community. The document will also include an assessment risk of a 
tenorist attack by the Service, CINC Service conoponent commander, the local command, 
and for DoD personnel assigned to the American Embassy, the State Department's 
Regional Security Officer. The document should include an assessment of the vulnerability 
of DoD missions as supported by die local activity in ti»e event of a terrorist attack. An 
assessment of the criticality of the HRP or HRB shouki also be prepared. The vulnerabiUty 

and criticality assessments dealing with DoD personnel assigned to the CINC or a 
coinponent coimnand should be coordinaied with chain of conmiand tinough the CINC to 

ensure that assessments of vulnerability and cridcaBty through all echelons of command are 
fiiUy informed if not in full agteement 

c. If suppltnental security measures are warranted by die integrated terrorist 
threat assessment, several steps should be taken at government expense. Many of these 
measures may also be taken by personnel at their own expensic shouki diey fed a need for 
additional security in tiieir residence. 

2. Enhanced Protective Measures for High-Risk Personnel Residences 
a. Install high security perimeter barriers equipped with high security locks and 
intruaon detection devices. 

(1) As noted above, a single family residence shouW be surrounded by a 
perimeter barrier to define tiw boundaries of the property. Residences housing HRPs may 
I^uire high security perimeter barriers such as reinforced masonry walls, high secunty 
steel fences, etc. 
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(2) All barriers in the perimeter should be gated The gates should be 
operated either by a key-type device (either a physical key or a cipher lock) or by a remote 
control lock by someone in the residence. The gate and its supporting haidwait should be 
able to withstand the same type of attack that might be mounted against the residence 
perimeter. If die residence is surrounded by a metal picket fence designed to withstand 
vehicular assault, then so too shouki gates be cs^iable cf withstanding vehicular assault 

b. AU residential doGTS shoukl be hanlened to withstand penetration. 

(1) Depending on die type of door construction usedt several approaches can 
be implemented Consider inethods outlined in Fi mm iui 




Figure 11 -l. Door Hardening Teehniques 

(2) Door frameSi door jambs, door hinges, and door locks should be 
examined and hardened as outlined above and in Appendix E. 

(3) In addidon* consider building a screened vestibule in front of each door. 
Such vestibules shouU be equipped with doors, security hardware, and intrusion detection 
sensors to provide eariy warning of an attempted intrusion and to increase delay of an 
attack. 




2 The National Association of AidiitecQiral Meial ManuCacsiirers is located at 600 S. Federal Stxeet 
Suite 400. Chicago, IL 606QS-189S. It may be reached by comraeicial telephone at 3120966-6222; its 
FAX telephone tiumber is 312-922-2734. 
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c. Make sliding glass doors as r^stant to forcible entry as possible. 

(1) Consider substituting gla ss^lad polycarbonate mater ials for the glass 
panels in the door. 




(2) Windows should be secured as describec^^^BHIHiv ^^^^ 
replacing windows in areas where family members will spend larg e amounts of time with 

glass-clad polycarbonate plates. M^H|H^^H|H|^HH|||iH 

Any window accessible from th^gSuSo^ign^Sn^SucScs^Ss^ 

accessible platfomis (e.g., parked cars) should be protected with a high security screen, 

griUwork^orbars. In addition* such windows should be equipped with IDS sensors. 

d. INSTALL AN INTRUSION DETECTION SYSTEM PROVIDING COVERT 
SURVEILLANCE OF ALL EXTERICK OPENINGS IN THE RESIDENCE, ALL GATES THROUGH 
THE EXTERIOR PERIMETER, AND ALL UnUTY CCMWECnCWS TO THE RESIDENCE. 

Depending on the nature of the threat, the relations between the U.S. 
Government and the host government, and Ae security resources available to U.S. forces, 
consideration should be given to installation of IDS aimunciators both in the home and in 
the central security office at the appropriate U.S. military installation. Local annunciation 
would alert all the HRPs in die residence to immediate action in their own defense; remote 
annunciation at the appropriate U.S. military installation would permit notificadon of local 
authorities of a possible incident and dispatch of U.S. security personnel to assistance host 
national law ei^orcement and security personnel in accordance with SOFAs and other 
MOUs in effect 

e. Consider installation of a secondary security wall equipped with a medium 
security door sepaiaiing family sleeping areas fnxn die rest of the residence. 

In addition, install IDS sensors in hallways, cntryways, and stairways. The 
secondary security door which forms a barrier between the sleeping areas and the rest of 
the residence shodd be equipped with a vibranon type sensor to detect intrusion attentats. 

f. Ccmsider adding appropriate external security lights. 

Such lights should provide sufficient light to facilitate functioning of coven 
CCTV or other surveillance systemis. They may also be aimed in a manner that creates 
glare in the eyes of those outside the perimeter of die residence, complicating terrorist 
surveillance and intelligence coUecdon. Lights may be either automatic (turned on and off 
by timer or photoelectric cell) , motion detector initiated, or both. 

g. CONSH ER INSTALLING A SAFEHAVEN j 

(1) Safehavens can be applied in residences as well as offices. Figure 1 1-2 
illustrates the installation of a safehaven in an apartment or single family residence hallway 
area. 
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Rgure 11-2. Safehaven Concept Including Residence Hall 

Security Barrier 

(2) Safehavens installed in icsidences sho^ 
cameras scanered aioond ±c bouse connected to CCTV monitors installed in die safehaven. 
The use of covert CCTV cannas provides surveillanoe information to the occupants of die 
safehaven reganling the presence of intruders, law enfor ceme nt personnel, or both. 
Occiq>ants of die safehaven may also be able to provide additional infomadon about die 
presence, location, and armament of intruders based on observations by covert CCTV 



(3) It is possible to link CCTV di^lays in the safehaven to a central station 
along with otucr IDS sensors. In normal simations, the CCTV signal would not be 
transmitted to the central statioiL If, however, the occupants had to retreat into the 
safehavra, die IDS might be equipped with a device permitting either manual or automatic 
relay of CCTV data IDS and CCTV information is vitaUy important to response forces. 
They need to know whether or not intruders remain in the residence, if the intruders are 
armed or injured, and if there are other persons in the residence that might have a bearing 
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3. Residential Security Guards 

In cextain high Axeat areas overseas, residential securiQ^ guards are recommended. 
In sonie cases, die nanire of die dueat and D6D presence in country will be such diatthe^ 
U.S. Embassy will provide residential 



4. Animals 

a. A variety of animals have been used a one time or anodier in different parts of 
the world as living alarm and security protection systems. While geese, ducks, and 
monkeys can be depended upon to create a racket when disturbed, die taosx commonly 
used animal has been the dog. 

b. A dog possesses many security assets. A dog's greatest asset is his alertness 
to danger. His senses are far more highly developed that those of a human. For example, 
his sense of smell is one hundred times greater than diat of a human. A dog can 
discriminate between odors which seem to a human to be identical. A trained dog can 
detect an intruder's scent in excess of 250 yards. A dog's ability to hear surpasses a 
human's in bodi range and pitch. His upper firequency limits are twice diat of a man. A 
dog's senses of sight and touch for the most part arc no greater than a man's. In fact, his 
visi(Mi is generally considered to be weaker than man's. Dogs are believed to be color 
blind, and all objects appear blurred and out of focus to a dog. However, they are 
generally more cognizant to movement despte other visual weaknesses. 

c. The dog's sensitive and discriminating senses of smell and hearing enable him 
to quickly detea a stranger who is not nonnaUy present in the residential area, and the well 
trained dog will normally baA when approached by an intruder. Thus, they can be 
classified as living audible alarm systetns. Like all alarm systems, dogs are sometimes 
subject to false alarms. A nervous or hi^ strung dog baridng at almost any distraction 
negates his effectiveness. To avoid die wrarii of neighbors and for die owner's peace of 
mind, the dog should be trained to react only to die introduction of strangers into the 
nei^borhood, and trained to stop baridng at the command of the owner. 



^ For df taiW ^igriicdon on the 





11-13 

FOR OFFICIAL USE ONLY 



DoD b-2000.12-H 



E. RESIDENTIAL SECURITY SUMMARY 



1 . Functional analysis of the physical security system applied to DoD installations and 
facilities can also be applied to residences of DoD personnel All physical security system 
functions performed in defense of an installation are performed in defense of a residence. 
While resouioe limitations may constrain the level of protection available, the princq>les do 
not change. If terrorist threats can be detected, classified and ideiitifiedt and annu^ 
residential physical security systems can be designed to delay ter r ori st attacks long enou^ 
to pennit local law enforcement and DoD security forces to provide relief. 

2. Residential security is an important facet of protecting DoD personnel assets. 
Protection is provided by DoD and the DoS on the basis of die terrorist threat to DoD 
pers(xmeL the risk of attack, die probability that if an attack is undertaken at the DoD 
persons residence, it will be successful, and the importance of the D6D personnel to die 
successful accomplishment of I>oD and U.S. Government policies. Provision of 
residential security services to DoD personnel is unusual. 

3. DoD personnel should not feel helpless in the face of a terrorist threat There axe 
many measures to be undertaken by individ uals and their families to reduce dieir risk of 
becoming the victim of a terrorist attack. ■■■^HH|||HHH^^H|^ 
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CHAPTER 12 

^ 

INDIVIDUAL PROTECTIVE MEASURES 



A. INTRODUCTION 

DoD Directive 0-2000.12 (xeference (a)) declares DoD policy "to protect DoD 
personnel and their families, facilities, and other material resources from tenorists acts." 
Physical secntity measures to enhance the security of DoD-afGIiated personnel have been 
examined. In this chapter, anention nims to steps that can be taken by each and every 
person affiliated with DoD to reduce or mitigate the dangers of becoming victims of 
terrorist attadc 

B . GENERAL APPROACH TO INDIVIDUAL PROTECTIVE MEASURES 

1 . Personnel Protectioa: Plan and Leadership 

a. U.S. Government civilian and military personnel, as well as civilian 
cmtractors associated with the U.S. Government are often targets for terrorist activity. 
Heads <tf DoD ccxnponents have two major antiterrorism responsibilities: 

(1) Provide as much security for personnel under their authority and control 
(to include dependents) consistent with direat, risk, vuhmability, criticality assigned roles, 
missions, and resources; and 

(2) Provide awareness information and educational materials to assist Service 
members, DoD civilians, and ctmiractar personnel prepare thonsdves and tiieir dependents 
ID reduce dieir iiKfividual risk and vulneraUlity to tenorist attack. 

b. Security managers or oAers designated by Heads of Defense Agencies, the 
Military Services, the Unified and Specified Commands, commanders of military 
installations, and commanders at all echelons should develop a personnel protection plan. 
An antiterrorism pcrsOTiiel protection program has three phases. 

2. Planning Phase 

The Flarming Phase has four steps as outlined below, 
a. Threat Analysis 

(1) All civilian managers or military commanders should obtain a TERRORISM 
THREAT ANALYSIS from counterintelligence, intelUgence, and law enforcement 
organizations to identify the presence of terrorist threats to security in their respective areas 
of operation. Such assessments should include data on threat factors as existence, history, 
caps^nlity, intentions and targeting. 
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(2) As pan of the threat assessment, information on terrorist intelligence 
collection and targeting methods used against past victims should be obtained. Such 
information is essential in the development of awareness and education plans, programs, 
and acdvities. 

b. Risk, Vulnerability, and Criticality Assessments 

(1) A RISK ASSESSMENT exaznining the likelihood of terrorist atta^ 
personnel and their dependmts assigned at each DoD post should be undertaken. Those 
personnel who meet the definition of "high-risk personner or who occupy "high-risk 
billets" should be specifically identified and individually assessed 

(2) A CSUnCAUTY AND VULNERABILITY ASSESSMENT of all individuals 
who are at li^ should be assessed to be at high or even moderate risk should also be 
undertaken. The purposes of such assessments is to identify those individuals who are 
missicm-essential and who therefore may because of dieir vulnerability to terrorist attack; 
waxrant q)ecial protective measures, including but not necessarily limited to the following: 

(a) Augmentation of security devices used in the office, home and 
vehicle en virraments; 

(b) Assignment to DoD antiterrorism resident or molnle training course; 

(c) Provision of Protective Security Details for periods or tasks at which 
the risk is hi^est; and 

(d) Assignment of transportation cm a domicile to duty basis. 

(3) Other individuals may be identified as being vulnerable because of high 
visibili^, because they are assigned to remote locations far nmovcd from security support, 
or because the nature of their woric brings them into close contaa with others who are 
ccmsidered to be at high risk. Even if such individuals are not mission critical, q)ecial 
security ppoviaons including some erf those outlined above may be qipropriate* 

c • Resource Requirements and Availability 

After completing assessments of threat, risk, criticality, and vulnerability, an 
assessment of available persoimel security resources must be completed. In performing 
this assessment, it is essential that planners consider those cases in which resources usually 
available for persormel security are allocated to odier tasks. Tlie personnel security plan 
should have preplanned alternate security arrangements to take such considerations into 
account 

d« Continuing Review 

The last step in the planning process is the periodic review of all planning 
inputs. Terrorist threat levels change almost daily in certain parts of the wc^ldi; rapidly 
changing rrussions and responsibilities may alter assessments of personnel criticality and 
vulnerability. Hence, antiterrorism personnel protection planning is best conceived as a 
continuing, iterative process, not an annual exercise. It must be performed in light of daily 
or weekly programs of assigned rrussions and functions at each installation, facility, 
activity. 
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3. Personnel Protection and/or Terrorism Awareness 

a. The second phase in a personnel protection program is to increase awareness 
of the possible threat of terrorism. Officials responsible for AT programs should infomi all 
DoD personnel including dignitaries, civilian enq>loyees, and dependents of the terrorist 
threat in general, as wdl as the perceived threat level in the general area of the installation 
or area of operations of the DoD activity. This can be accomplished through periodic 
briefings and tfarou^ the preparation and dissenunation of printed matfriak 

b. The need for personnel security procedures should be explained during the 
awareness stage of the persoimel protection program. The specific procedures to be 
followed are presented during the education phase of die personnel protection program. 
Since it is togisticaUy impossible to protea all possible temxrist targets, SElJP-FROIECnCH4 
AND EFFECTIVE CRIME PREVENTION PROCEDURES WILL DETERMINE THE OVERALL 
EFFECTIVENESS OF THE ANTTIERRORISM PROGRAM. 

c. All personnel including dependents and contractor personnel should receive 
crime prevention training. CRIME PREVENTION IS THE CORNERSTONE OF A PERSONNEL 
SECURTFY PROGRAM. Military personnel and dependents alike should be encouraged to 
participate in crime-watch programs. They must know how to report suspicious activities. 
Checklists which can be used in crime prevention surveys are included in Appendix O and 
Appendix P. A self-protection guide can be found in Appendix R People who carry out 
crime prevention procedures in their homes, their offices, and their day-to-day operations 
will significantiy decrease their possibility of becoming a texrorist target 

d . Terrorist threat information should be included in briefings on security and 
espionage directed against the DoD personnel and DoD contraaor personnel. The public 
affairs office for each DoD component should routinely keep track of open source 
information oa terrorist activities and assist in the development and presentation of 
awareness briefings. Presentations can be made in schools and to social and service 
organizations. The purpose of these briefings is not to scare participants, but to make them 
aware of the personnel security threat in the area. Such briefings should present factual 
informatim about die strategies and tactics being used by terrorists and the types of 
facilities and/or personnel that have been targeted. In addition, such presentations should 
make DoD audiences aware of dianges in die overaU security envinmment 

4. Personnel Protection Education and Training 

a. The third step in the personal security process is the acquisition of specific 
knowledge and educaticm which can be applied by DoD-affiliated personnel to reduce the 
likelihood of becoming the victims of terrorist or other criminal acts. In the sections that 
follow, several specific antiterrorism measures that can be used by all persons to reduce the 
risk of attack are presented. Additional material appears in Appendices F through S. 

b. Commanders and managers have a continuing responsibility to ensure that 
DoD-affiliated personnel receive comprehensive security awareness briefings. These 
security briefings, which should include such topics as hostile intelligence service threats, 
protection of government property, crime watch, and physical security as well as 
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information on terrorist dntats, art an essential ingredient in reducing the risk of harm to 
IX^O-afQliated personnel from all potendal sources. 

5 « Leadership by Example 

a. THE ATTTTUDEDISIIAYED BY MANAGERS AND 

PHYSICAL SECURITY, INFORMATION SECURTTY, AND PERSONNEL SECURITY IS MOST 
IMPORTANT. The exairq)te set by senior officials arid officers at eadiorgariizatioi^ 
will send an mmustakaUe message to all personnel assigned to or coming into ccmtact with 
die ocganizadoiL Those leaders who view die threat of tem)rism seriously, who heighten 
awareness of the threat, and who acdvely practice antiterrorism measures in their daily lives 
will eocoorag^ odiers to do the sanae. 

b. While some antiterrarism precautions are more qyplicaUe overseas dian in 
CONUS, development of good security and antiterrorism habits is die key to personal 
safety for DoD personnel and their depradrats. Practice of andterrorism measures even in 
countries or regions where die terrorist direat level is ccmsidered NEGLIGIBLE is excellent 
preparation for deployment, tempamy duty assigimients, or other acnvides where the 
terrorism threat level is MEDIUM or HIGR 

c. Information on specific persormel security topics appears in Appendices E 
through S. Local reproduction and disnribution to DoD personnel^ then* dependents, and 
DoD contractor perscmnel is encouraged. All DoD-affiHated personnel and dieb dependents 
should review tl^se precautions on a regular basis. 

C- PERSONAL PROTECTION MEASURES FOR DoD PERSONNEL 

1 • General Guidance 

a. AsnotedinChapter2of this Haridbo(^terioristsfrequendy emulate miU^ 
organizations as diey develop, plan, train, and carry out terrorist attacks attacks against 
DoD assets. Like aU nuUtary or parannHtary orgariizatioris, tenorists have a critical need 
for information regarding the whereabouts, habits, working environments, home 
environments, and odier potential points of leverage against their targets. Intelligence 
collection and analysis is therefore a major fiincticm within terrorist organiTations. 

b. Three intelligence collection mediods used by terrorists against their potential 
targets have been noted: 

(1) Human Intelligence (HUMINT) - Terrorists attempts to use people to 
gadier information about military capabilities and intentions can be countered by adhering to 
physical and information security practices. HUMINT collecting can include seemingly 
unimportant bar or restaurant conversation concerning operations or the release of 
telephone numbers and addresses of key personnel 

(2) Photographic Intelligence (PHOTINT) • terrorists attempts to gadier 
information dvou^ photography of sun^eiUance procedures. Established patterns provide 
informaticHi to a terrorist, to counter, ditninate routines and/or when possible use deception 
to mask an established pattern. 
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' (3) Sipals^ Imclligciiccc (S IGINT) - Terrorist attempts: to intercept 
coxmnunication signals; to counter this activity^ classified material nii^ 
on secure lines; other sensitive material including persppl scfac^ and 
VIP visits, should also be discussed only on secure lini^l"^ 

e. Qne of &e most jimportant individual measures that can bp^ taken by 

DoD-affiliated persons is. to develop pe^ habits and pia^tif^^s that frustrate terrorist 
attempu to .deterniine thek .their, p^ofes.sio^^^^^ ^individual job 

responsilnlities* their associatipn with the^ £>epartment olf pefthsct znd their overall 
^importsmce tojA^^^ following are a^few general observations 

that apply to DdD penoonet Bob comractois, ani| depradc^ ' . '^^ 

2' .Overeome.^ Routines 

^ r ^ : i;icMperst$a^^ai^^ Wjcxck begins 

^^^s^iSt^i^i tM sstmi^iiQ^^ meals^areteaten ii^ibe ^amei^iifeteT^ exercise takes 

-{dic^ al^ ssbiie^Qm^^^^ same locatiG^ievery day j:andiindi>^du^ same 

itMite tb^^^^ frclm^the^dffi&e eveiry da norniallyrpIanT^eii: a^ care|ully. 

They will obsenre the potential target's routihlRs to <ndi^ risks and increase 

^die,ppjbabil^ Thip aplity to be unpredict2dt>Ie ixi^^ the risks to terrorists 

^and severely decrea^ iiie dtismces of^ Iheir success^^R^^ success in 

kidMpping qr tbakcs target far less desirable. ^ J 

a. Vary your route tq ane from work, AHP^iJ^^i^ 

h. Exercise on a varying schedule, utilizing different lOiites and distances. It is 
best not to exercise alone. 

c. Avoid routines (time and location) for shopping, lunch, etc. 

* d. Do not divulge fimnly or personal-iriformatioittp straiigers. „ 

e. Enter and exit buildings tiuough different doors; if 'possible. 

3 . Maintain a Low Profile 

a. Am^ to identify in an ove^eas^axea. 

(1) DOD PERSONNEL, DOD CONTRACTORS; AM) lEKEIR DH>ENDENTS 
SiHOlJLD DltESS^^^^^^^ IN POTLip IN A MAtPsER ^ggpS WITH LOCAL 
ClirSTOMSi; Items that are distinctively American should npt be or displayed outside 

(2) Bca^^ > T ^ ; T 
(a) Cowboy hat^ cowlwy^l^^ 

: 0)) C^tithing^^^ national symbols 

(c) Suitcases, backpacks, brief casesr apache case%.of^^^^ bags 
widi stickeis, decals, or other distinctively American syoobols. 
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(d) Tattoos, pabhes, mi&tazy duff^ 

or wi AfMif nmf nr Amerigan iitoitifieation tnat^fingg 

(3) SHOW RESPECT FOR LOCAL CUSTOMS. 

Refrain from snx)king in pubUc; wear pit^)er atti^ 
nxmumnts, houses of worship and other reHgioas shrines or institutions, public buildings; 
and limit public displays of affection to the mannerisms used by local residents to show 
affecticKi and respect for qx)uses, elders, and children. 

(4) REDlXSVISIBnjrYINTHELOCALCOMMU^^ 

DoD-affiliated personnd are good citizens and often desne topaiticyate in 
all community activities. Reducing the visibility of DoD-affiliated persons within a 
ocHsmunity should not mean that DoD*af5]iated persons should give up active community 
life as PTA members. Scout leaden, memberships in religious or educational 
organizations. It does mean that DoD-af&liaied perscms should reconsider running for 
elected leadership positions in community organizations. They should shun publicity 
where possible, and avoid serving in civic positions vnbm publicity cannot be avoided. 

(5) DO NOT FLASH LARGE SUMS OF MONEY, EXPENSIVE JEWELRY, OR 
LUXURY ITEMS. 

4. Be Sensitive to Changes in the Security Atmosphere 

Security awareness should be encouraged at all times. SpecificaUy, watch out for 
the following: 

a- BE AUERT FOR SURVEILLANCE ATTEMPTS, OR SUSPIQOUS PERSONS OR 
. ACnVITES, AND REPORT THEM TO THE PRCHTOAUTHORmES 

Trust your gut feelings. If you think sometiiing is wrong, you are probably 
right Report suspicions and concerns to the installation or uiut security officials 
immediately; if they are not available, report such information to the nearest intelligence 
activity 

b. WATCH FOR UNEXPLAINED ABSENCES OF LOCAL OTIZENS AS AN EARLY 
WARNING OF POSSIBLE TERRORIST ACTIONS. 

c. Avoid public dilutes or cwfiontations. Repon any trouble to the proper 
authorities. 

d. Do not unnecessarily divulge your home address, phone number, or family 
infonnanon. 

5. Be Prepared for Unexpected Events 

Even thou^ DoD personnel, DoD contractors, and their dependents may do 
everything recommended above and elsewhere in this Handbook, they may stiU be 
threatened by or become victimized by a tenorist act Therefore, all DoD personnel, DoD 
cntnictors, and dieir dq)endents should inq)lement the following general measures. 

a. Get into the haUt of ''checking in" to let friends and family know where you 
are or when to e)q)ect you. 
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b. KNOW HOW TO USE THE LOCAL PHCX4E SYSTEM. Always cany "telephone 
change." 

Know the emergency nuoobers for local police, fire, ambulance, aiui hospitaL 
Memorize the phcme numbers for local militaiy police, the nearest U.S. Embassy or 
ccxisulate, or other U.S. Government missions who might be in a position to summon aid 
should assistanrt be n e eded. 

c. Know the locations of civilian police, miutary police, 

GOVERNMENT AGENCIES, THE U.S. EMBASSY, AND OTHER SAFE LOCATIONS WHERE 
YOU CAN FIND REFUGE OR ASSISTANCE 

d. Know certain key idsases in the local language. 

Sudk phrases include "I need a policeman," "Take me to a doctor," "Where is 
the hospital?." and "Where is the police station?" If such phrases axe difficult to lean or 
time is too short, have someone write them down oa small file cards. A 3 x S card can 
contain several phrases written out phraetically that can be read to summon assistance; 
alternatively, they can be written down so that a person in need of assistance can merely 
show a card to someone competent in a local language, thereby summoning help. 

e. SET UP SIMPLE SIGNAL SYSTEMS THAT CAN ALERT FAMILY MEMBERS OR 
ASSOCIATES THAT THERE IS A DANGER. Do not share this information with anyone not 
involved in your signal system. 

f . Carry identification showing your blood type and any special medical 
ccmditions. Keep a minimum of a one week supply of essential medication on hand at all 
rimes. 

g. Keq) your pcrstMud affeirs in good order. Keep wills current, have powers of 
attorney drawn up, take measures to ensure family financial security, and develop a plan 
for fandly actions in the event you are taken hostage. 

h. Do not carry sensitive OT potentially embarrassing items. 

6. Working Environments 

a. The working enviroiunent is not immune from attempted acts by criminals or 
terrorists. DoD installations in CONUS and U.S. Government installations outside of 
CONUS usually provide a level of baric security comparable to ot superior to the basic 
level of securi^ provided in the surrounding community. Nevertheless, it is important that 
a sense of cooqilacency not set in merely because die office is located in a nominally secure 
area. 

b. The following are general practices tiiat will aid in reducing die likelihood of 
tenoiist attack: 

(1) General Suggestions for OfTice Security 

(a) Establish and support an effective security program for the office. 

(b) Discourage use of office facilities to store objects of significant 
intrinsic value unless essential for the mission or function of the activity (such items include 
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petty cash boxes, firearms, personal stereos, binbbuiars* negotiable securities, original 
artwofk of potential COTUxieicial interest, etc.). 

(c) Ensure that all persons woiidng in an office are trained to be alert for 
suspicious activities, persons or objects. 

(d) ARRANGE OFFICE INTERIORS SO THAT STRANGE OR FOREIGN 
OBJECTS l£Fr IN THE ROOM wiix BE IMMEDUTELYRECOGNE^ Consider removing 
obvious obstructions behind which or within which improvised e?q)losive devices could be 
ccmcealed sudi as draperies, closed waste baskets, unsecured desks and filing cabinets, 
andplanters* 

(e) Pxovideforsecurity systems exterior doors and windows. 

(f) Ensure diat access c(mtrol procedures are rigorously observed at all 
times far access to: 

1 The installancHL 

2 Buildings within an installation. 

1 Restricted and/or exclusicHi areas with a building* 

(g) USE AN IDENTIFICATION BADGE SYSTEM CONTAINING A 

PHOTOGRAPH. 

Photo badge systems facilitate security by making it easy to identify 
eixq>loyees, visitors, maintenance personnel, and facilities tnanagement and/or security 
personnel. Badges should be renewed periodically; badging systems should be modified 
every two or tinee years to preclude use of altered, expired or stolen badges. 

(h) Ix)catB desks in a way that persons entering die office or smte can 

observed 

(l) IDENTIFY OmCES BY ROOM NUMBER, COLOR, OR OBIECT NAME, 
and not by rank, tide, or name of incumbent (room 545, tbt gcdd rocxn, the Berlin room, 
the maple room, not die General's office, the Assistant Attache's office, or the S-2's 
office). 

Q) DO NOT USE NAME PLATES ON OFHCES AND PARKING PLACES. 

(2) Office Procedures 

Day to day activities within an office can he^ establish an envbx>nment in 
whidi it is more or less difficult for terrorists to gain knowledge needed to successfully 
attack I>(d>perscMmel,£aciUties,niateiial, or DoD contraa steps can be 

taken to make intelligence coUectioii and targeting more difficult for terrorists, forcing them 
to spend more time collecting information, leaving them exposed and visible for detection 
by counterintelligence and law enforcement efforts, and leaving them more vulnerable to 
couniei ici A ox i sm as well as antitexroiism actions. 

(a) Telephone and Mail Procedures 

1 Rank or tide should not be used when answering telephones. 
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2 When taking telephone messages, do not reveal the whereabouts 
or activities of the person being sought unless the caUer is personally known to the 
individual taking the message. 

2 COLLECT TELEPHONE MESSAGES IN UNMARKED FOLDERS; do 
not leave exposed for observers to identify caller names and phone numbers, persons 
called, and messages left. 

4 Observe caution when opening maiL In particular, be on the 
lookout for letters or'packages which might contain inqwovised explosive devices. A 
diecklist to aid in letter bomb or packaged lEDs appears in Appendix Q. 

(b) Visitor Control Procedures 

1 Access to the executive ofQce area should be strictly limifrd; 
during periods of increased threat, access to additional office, shop, laboratory, and other 
areas within the installation should also be controlled. 

2 Doors ftom the visitor access area to executive offices or other 
xesoicted areas of a facility should be locked from within; there should be only one visitor 
entrance and exit to a restricted access or exclusion area. 

2 Have a receptionist clear all visitors before they enter inner 

offices. 

4 Pennit workmen or visitors access to restricted areas or exclusiai 
areas only with escorTand only with proper identification; confirm work to be done prior 
to admitting woikmen to restricted areas of die facility. 

5 Limit pubUcity in public waiting areas 10 infamaiitMiAat does not 
identify personnel by name, positioi, or office locaiioiL 

6 DO NOT POST UNIT ROSTERS, MANNING BOARDS, OR PHOTO 
BOARDS WHERE THEY CAN BE VIEWED BY VISITORS OR LOCAL CONTRACTORS 
PROVIDING CLEANING SERVICES, FOOD AND BEVERAGE SERVICES, DELIVERY OF OFFICE 
SUPPLIES, REMOVAL OF TRASH OR WASTE, CARE OF PLANTS, ETC. 

1 Restrict use of message boards, sign in-out boards, and other 
visual communications to general statements of availability; do not list pubUcly local navel 
itineraries or phone numbers where visitors have easy, unrestricted access to such 
information. 

(3) General Working Procedures 

(a) Avoid carrying attache cases, brief cases, or other courier bags 

unless absolutely necessary. 

Brief cases and attache cases have become symbols or power and 
prominence in many culnires. Individuals carrying such items are often assumed to be very 
importantpersons. Use satchel, bag, or other locally obtained book bag uistead. 

(b) Do not cany items that bear markings which identify the owner by 
rank or title, even within the office environment 

12-9 



FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 

Coffee mugs labeled **GeaenL Aoacfaet Boss** may be seen in use by 
a visitor sem to gather intelUgenoe ID aid in targeting. 

(c) Avoid woildng alone late at night axid on days when die reniainder of 
the staff is absent 

(d) IF LAIE NIGHT WORK IS NECESSARY, WORK IN CONFERENCE 
ROOMS OR INTERNAL OFHCES WHERE OBSERVATION FROM THE OUTSIDE OF THE 
BUILDING IS NOT POSSIBLE. 

Persons woildng at night should turn lights on and off in several 
offices before going to their own offices to disguise the purpose of their acdvines to outside 
observers. 

(e) Office doors should be locked when vacant for any lengthy penod, at 
night and on weekends. 

Keys to the office should be retained by the security office and the 

incunibenL 



(0 PaperSt correspondence, communications materials, and other 
documents shoukl not be left unattended ovemighL 




production, maintenance or other areas installation areas should be performed under the 
supervision of security personnel 



(h) Removal of properly, materiel, or information stored on any inedia 
fron die facility shouM be prohibitol wither 

Q) Consider prohibiting the importation of property, materiel^ or 
inf ormadon stoctd on any n»iia into the facility unless such items have been properly 
inq^ected. 

InspecticHi of boxes, briefcases, handbags, and other containers 
should focus on improvised explosive devices, fire arms, incendiary devices and 
accelerants, and informadon coUecdon devices. Inspecdcm of electronic media should 
focus an computer viruses or odier programs whidi might be used to modify operating 
systems or applications programs permitdng unauthorized access to informadon stored on 
or accessed dirough the facility's computers. 

Q) Offices not in use should be locked to prohibit unauthorized access or 
the storage of material which could be used to hide insprovised explosive devices or 
intelligence collecncm devices. 

(k) Use of vehides or vehicle rnaikings which rnake it possible to readily 
identify the vehicle and its occupants as U.S. Government or D6D contractor personnel 
should be minimized 
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fl) ALL PERSONNEL SHOULD HAVE ACCESS TO SOME SORT OF 
DURESS ALARM TO ANNUNOAIB AND WARN OF TERRORIST ATTACK. 

(m) Secretaries and guard posts should be equipped with covert duress 
alarms which can be used to alert backup forces, sumnx)!! assistance, or otherwise alert 
critical personnel for the need to take spcdsi acdons to avoid a terrorist incident 

(n) Placement of office furnishings direcdy in firont of exterior windows 
is to be avoided if at all possible. 

(o) Armed Forces Radio and Television broadcasts should refer members 
of the American conomunity to written aimouncements of public events, recreational 
activides, town meetings, etc., and refrain from announcing q)ecific times, dates, and 
places txine DoD-afBliaied perscnnel mi 

(4) Special Procedures for Executive Assistants 

Many critical personnel wiU have secretaries or execunve assistants 
assigned to their offices to provide additional clerical and professional support These 
assistants can be significant security assets if properly trained, and can represent the 
difference between a successful or unsuccessful terrorist attack. The foUowing suggestions 
are intended to be a guide for secretaries and executive assistants who may find themselves 
performing perscxmel si^un|Q|^0|p,a^^ duty, 

(a) Request instal^^^^lj^cal barriers such as dectromagnetically 
opcmoi doors to separate offices of senior executives from other offices. 

(b) REQUEST INSTAUATION OF A SEiNT TROUBLE ALARM BinrON, 
with a signal terminating in the Security Dq}artment or at another the secretary's desk some 
distance away to ensure that in the event of an emergency it will be possible for sonaeone 
otha than the executive to sumnxxi assistance. 

(c) Do not admit visitors into the executive area unless tiiey have been 
positively screened in advance or are known from previous visits. 

If the visitors arrive without appointments, they should not be 
admitted are until satisfactory identification and valid reasons for the visit have been 
established In such instances, installation security should be notified and a security officer 
asked to come to the scene until the visitors establish legitimate reasons for being in the 
office. If die visitors caiuxH do so, the security officer should be asked to escort the v^ 
out of the building. 

(d) Unknown callers should not be informed of the whereabouts of the 
ocecutive, his/her home address, or telephone number. 

(e) A fire extinguisher, first-aid Idt, and oxygen bottle should be stored 
in the office area. 

(f) When receiving a direatening call, including a bomb threat, extortion 
threat, or from a mentaUy disturbed individual, remain calm and listen carefully. 
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Eadi secxtiary and/or itcqitioiiist Aould have a tfaxeatening tdq)hoiie 
caU checklist whkhshouM be completed as soon as po^ A rtooimnended checklist is 
attached as Appendix Z. 

(g) Do not accept packages from strangers until satisfied with the 
individual's identity and the nature of the parcel 

(h) Travel riiNERARiES for all personnel should be kept 
ABSOLUIELY PRIVATE. Distribution should be limited strictly to those with a need to 
know. 

6) Daily SCHEDULES FOR SENIOR (XTI(ZRS AND aviLi^ 
SHOULD BE DISTRIBUTED ON A UMITED BASIS AND SHOULD CONTAIN ONLY THAT 
INH>RMATION NEEDED BY EACH RECIPIENT. 

For example, if the Defense Attache is scheduled to meet with his 
staff and the Embassy's foreign military training staff, the schedule distributed within the 
Embassy should only indicate that die Attache will be in a meeting during the scheduled 
block of time. Those participating in the meeting should be given specific, supplemental 
infonnation in a separate package. 

7. Safehaven 

Although substantial physical security, perscxmel security, and operational security 
measures can be promoted and inoplemented, there always remains the possibility that a 
terrorist incident will transpire. DoD personnel who are identified as mission critical to a 
unit, an installation, a command, or an activity, should be familiar with the location of 
safehavens available within U.S. Government and DoD installations. They should be 
briefed on emergency routes to and from their scheduled locations to such safehavens. 
Executive assistants and security personnel should regulariy train and exercise procedures 
to be used in the event Aat it is necessary to evacuate mission critical personnel to 
safehavens. 

8. At Home 

DoD personnel, DoD contractors, and dieir dependents ^nd approximately half 
of each day in and around a primary residence. Almost everything done from day to day 
starts or ends in the vicinity of this residence. The following discussion is intended to 
assist personnel in formulating plans to obtain housing outside U.S. Government 
ccxnpounds or DoD facilities. However, given varying degrees of threats to life and 
property firom common street crime as well as terrorist acts at home or abroad, even 
pers<Minel assigned to government housing may find antiterrorism and security tips 
presented bek>w to be helpfd in reducing the threat of violence and loss of prq^^ 

a. DoD Member General Residential Security Routines 

DoD persoimel should SET AN EXAMPLE FOR ANTITERRORISM AND CRIME 
PREVENTION AWARENESS FOR THEIR FAMILIES AND FRIENDS. It is important that the 
DoD member explain how carelessness by any family member can place the DoD member 
and all other family noiembers at risk of terrorist attack. Such discussion should be 
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? the imponance 

(1) VaiyingiDodnes in tfidr daily activities. ? t 

i^^^l Avoiding unnecessary |,ubHcity^ana^^t^^ 

„n„«,,i 1if L??^*^^ tbeinitoie <if1ndiv«iiJ^ abiidohed vehid^^ 

unusual utility work, or gadienngs of people inconsistent with the residential ehvii^imenL 

^ tie M>w^ measures arp .^^ 
miplcmentanon as an extension of oiBce antiterrorism security in^^ 

. r ^^^.,fi^I"?^>p^ plates or uniquely An^ 
Identify resKfcricps occupied by . ; 

(2) Do not use name plates on paiidng placeS;Ki^6a paikini pn or 
government vehicles in the same location day after day. 

' . . . 9} AU family inembeis should answ<^ the .telephone p()Utely but should 
^^u^temicm >s to the naine of the « 

(4) ALL FAMILY MEMBERS SHOULD TOEAT ML TELE^ 
CX)NVERSATJONS THOUGH ANYONE WHO WANTCB TO LISSIIN WAS DOINCJ Sb.' 

(5) ^ Ail mini delivered tb die residence shotii^^ 

oriwd^es fiom sehders; who c^ be SSfor 

<*piadiig'bytKeD8D*inernber^ * ' - f«= i .. "^^^ 

c. At Social and Recreational Activities 

DoD persoimel are encomaged to partidpate in niany social and recreational 
aoavitiesi >PalrtiMi»fion in^ such activities does not ih jfiid W i^eif add to the risk or 
'SVulheiaBility df©dl>|^^ br dieif indents Vtiit)ri^ MdL However some 



^'preCauioiis'are ricMeworthy: ' ' ' ' ^ * > r 



> v^) *^*l^'?P^^f*Wlj?9C»al invitations b^^^ 

tel^lpne contact w^ %,pri|idpal; avoid widesptppd uniEonooned dissemination of 

^ sQ<;^.o||«ci|!^Qnal plai^ ■ , ,. : , 

(2> Be attentive to the sefeurity environmSiht of *s<x;iai g^^^ not 
remain at a ^miction if u^dqes not appear ^ be adequately potg^^ < i ? 

, ; Sr')^^^^ thC jdeypjppnient of patterns with (respect; t^^^ of arrival or 
?r^B?' ^onpt always; fflrixp promptly jon^J^ 
™=|^»tes 1^ dp TOt al^ys leav^,^iy qr l^>th^last person ip^l^st^^e, ftmction. 
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(4) Tiy to avoid proionged present at so^ 

concentration of persons thought to be terrorist targets; try to limit known exposure to risk. 

(5) REFRAIN FROM EXCESSIVE USE OF ALCOHOL AT SOCIAL FUNCTIONS; 
REMAIN CLEAR HEADED AND UNIMPAIRED; BE READY FOR THE UNEXPECTED. 

(6) Vary routes to and from social events held at a central facility; use 
different entrances and exits. 

(7) M^"^*^ a pp^^*™*^ " ^ "* imifinrm or fnrmal atliiie. 

(8) DECLINE INVITATIONS TO APPEAR IN PUBUOIY PHOTOS; if photos are 
taWai^ discourage puUicatim of names assoriaffri widi persons appearing in die photo. 

(9) Particqiatt in recreational activities widun die American conipound or at a 
DoD installaticn v^enever posaUe; try to selea playing fields or recreational areas in 
secured installations or widiin easy reach of such installadons if it is diougfat diat tenorist 
activity is particularly likely. 

D. FAMILY MEMBERS OF DoD-AFFILIATED PERSONS 

All family members of DoD-a£Gliated persons should become informed about personal 
security measures. Whether they become victims themselves, or must respond to the 
victimization of another family member, each individual witiun the family unit should be 
aware of baac security procedures. DoD personnel should cultivate an interest in and 
anraa participation from all family members in die security effort. This should include a 
predetermined plan for responding to potential criminal or terrorist acts. The following tips 
are provided for a more effective family effort 

1. General Guidance 

a. Develop a faonily oriented antiterrorism awareness, education, and training plan 
as part of preparing for each new assignment 

(1) Family members require awarmess, education, and traitung in persoimel 
security antiterrorism techniques just as DoD personnel do. The DoD members should 
begin developing a plan for personal protection, acquiring and maintainin g information 
on terrorist threats qierating in the vicinity of dieir assignment and dieir family members, 
and develc^g specific personal security measures and odier precautions appropriate for 
their dependents. 

(2) Preparation should begin prior to departure for a new assignment All 
famil y members should try to lean about the customs, culnire, history, and geography of 
die area to which die DoD member has been assigned. Smdy efforts need not be confined 
to "book learning." Use videos, museum trips, travel magazine articles, and visits witii 
friends who have been assigned to the same or a nearby location. Family security and 
awareness briefings may be available upon request of die unit, installation, command, or 
otiier security or intelligence office. All the famUy members can begin to scan the 
newspapers for current events coverage of die region to which diey are going. Learning 
about die area of assignment, its culnne, its people, and its customs, whether in CONUS 
or overseas, is an important pan of becoming aware of die security environment 
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Investment in education will pay large dividends in all facets of a new assignment, not 
nKrdy in itdudng the risk of beaming a tenorist's \^ 

(3) The general andterrorism security measures discussed in Section B, 
above, apply equally to family members as well as DoD personneL The key elements 
noted earlier are the following: 

(a) Overcome Routines 

1 Vary routes, arrival, and departure times to and from school after 
school activities, day care, religious school, music lessons, and other regular, recurring 
family member activities. 

2 Vary times and places for shopping, lunch, and other 

appomtments* 

1 Go to church or synagogue at different locations, at different 
times, and even on different days. 

(b) Maintain a Low Profile ~ 

DoD Personnel should explain the risks and benefits of high profile, 
hi^ visibility lifestyles to their dependents. 

1 It is sometimes very difficidt for many farrulies to go from being 
highly visible members of a conununity to being nearly invisible. Visibiiity is often 
espedally important to adolescents and non- working spouses of DoD persoimeL The 
differences aiut distinctions among participation in community events such as school plays, 
sports, and social clubs as opposed to high profile participation should be discussed DoD 
personnel should explain to their dependents the benefits and risks associated with high 
proffle, higUy visibte lifestyles in certain envirtmments. 

2 Tips on reducing the distincdy "American" or "U.S. Military** 
profile discussed above apply equally to family members. 

(c) Be Alert to and Changes In the Security Atmosphere 

All DoD persormel and their dependents should be alert to their 
security environment and changes that may occur in it Dependents should be toki: 

1 Be alert for surveillance anempts, or suspicious persons or 
activities, and report diem to the proper audiorities. 

2 Watch for unexplained absences of local citizens as an early 
warrung of possible tororist actions. 

1 Avoid public disputes or confrontations. Repon any trouble to 
the proper authorities. 

4 Do not urmecessarily divulge your home address, phone number, 
or family infomation. 
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(d) Be Prepared for llnexpect^ Events 

Dependents of DoD should be instructed on steps they can take to 
deal with unexpected evoits. Measures listed below should be ad^ted to meet the needs of 
each fisunily memben 

1 Get into the habit of "checking in " to let friends and family know 
what you are or when to expea you. 

2 Know how to use die local phone systeoL 

1 Know die locadcms of civilian pofice« nnUtaiy police, gove^ 
agencies, the U.S. Embassy, and other safe locations ^ere you can find refuge or 
assistance* 

4 Know certain key {riirases in the native language such as *1 need a 
policeman,** *Take me to a doctor,** **Where is the hospital?** and **Where is the police 
station?** 

1 Set up simple signal systems that can alert family members or 
associates that there is a danger. Do not share this infomiadon with anyone not involved in 
your signal system. 

6, Cany identificadon showing your blood type and any special 

medical condidcMis. 

2. Routine Family Security Precautions 

a. Develop a family duress code so that family members can wan each other 
when diey are in danger. 

b. Devek^ emergency procedures and practice thent 

c. Maintain emergency telq)hone numbers for all family inembers. 

d. Never leave house or tiimk keys with your ignidon key while your car is being 
serviced. 

e. DO NOT **HIDE" KEYS OR GIVE THEM TO VERY YOUNG CHH^ 

f . Never leave young children at home alone. 

g. Never admit strangers to your home without prc^ identificadon. 

h. TEACH CHILDREN HOW TO CALL THE POUCE AND ENSURE THEY KNOW 
WHAT TO TELL THE POUCE (NAME^ ADDRESS, ETC.). 

i. CaDcfiiUy screen all potential domesdc help. 

j. Use off street paridng at your residence, if at all possible. 

k. Avoid firequent ejqposure on balconies and in windows. 

1. Do not store items of high intrinsic value in your home unless they are 
frequently used; e.g., keep heirloom jewelry, rare stamp and coin collections, negotiable 
securities, etc., in bank vaults or safety deposit boxes. 
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m. Do not tack notes on the door for family and friends to read; remember, 
criminals and tenoiists can read too. 

n. Keep tools, particulariy ladders, under lock. 
3. Family "Operations Security" Procedures 

Families can improve their security posnire by bringing to bear operations security 
concepts. The purpose of operat ions security is to frustrate adversary collecgon_of^ 
infonnaiiiMi about one's activities. ^JM^MBHBBBlBBBHiM^^^^^ ^y 

Sg 

^u.w are only a smau numoer o» c«uuh»* be implemented to 

make it harder for terrorists to learn the nationality, specific identity, posinon, and 
responsibilities of DoD personneU as wdl as the day-toslay activities of 

a. Do not place your name on exterior walls of readenoes. 

b Do not answer your telephone witii your name and rank; children and domestic 
employees should be instructed not to identify the name, tide, or affiUation of die 
occupants when answering the telephone 

c. Do not list your telephone number and address in local directories, 

d. CREATE THE APPEARANCE THAT Tiffi HOUSE IS C)CaPIED BY USING TIMERS 
TO CONTROL UGHTS AND RADIOS WHILE YOU ARE AWAY. 

e. Personally destroy all envelopes and other items that reflect personal 
infotmation. 

f . Qose draperies during periods of darkness. Draperies should be opaque and 
made of heavy maieiiaL 

g. Don't let your trash becOTiB a source of infonnation. 

4. Potential Threats 

Even after implementing aU of the measures outiined above, tiiere is always a 
possibility tiiat unexpected events will occur. Some may be strong indkators or warnings 
of an imminent terrorist incident The foUowing steps should be implemented when 

a. Any unusual occurrence such as anonymous phone calls, tiueats. etc.. should 
be teponed immediately. 

b CHILDREN SHOULD BE ON GUARD AGAINST ANY APPROACH OR 
INTERROGATION BY STRANGERS; efforts by strangers to pick up children, engage them in 
long conversations about tiieir home life or find out what tiieir parents do for a livmg 
should be reported to law enforcement and inteUigence acrivines immediaiely 

c. Never accept unexpected package deliveries. 
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d. F^aTTiin #> all mail cmfiiOy Si3^ look far sipis that an improvised explosive or 
incendiary device has been received. See Chapter 16 and Appendix Q for additional 
information on detectic» and identification of lEDs. 

e. RE!K)RT FREQUENT WRONG NUMBERS OR !^ 

THE TELEPHONE CX)MPANY AND THE POLICE. Sooaeone may be atten^ting to detemiine 
the pieseoce of family members. 

f . REPORT ANY INTERRUPTION IN TELEPHONE OR ELECTRICAL SERVICE, 
STRANGE NOISES ON TELEPHONE LINES, OR ANY UNUSUAL INTERFERENCE WITH RADIO, 
TELEVISION, OR HOME COMPUTER OPERATIONS TO THE NEAREST INTELUGENCE OR 
LAW ENFORCEMENT ALTIVI'IUbS. In the event ifaat such utili^ service problems axe miique 
to residences occupied only by D6D personnel, DoD contractors, or dieir dependents, 
xqxsn such disnq>tions imniediatdy to the local securi 

wen as DoD law enforoement or inteDigenoe activities. 

g. Do not autooiaticaUy open your door to strangers; use the peq)hole and al^ 
check credentials. 

h. Be wary of talking to or admitting poll-takers and salespersons to your home. 
Terrorists are known to have ^idieitd substantial informatioQ relative to their victims using 
these ruses. 

L Be alert to peddlers and all strangers. 

j. Be alert to public utility crews or other workmen ^o request access to your 
residence. Check identities. If there is any doubt, xefiise them admittance. 

k. Report the presence of strangers in the neighborhood to military law 
enfoiceaiem or mifitaiy inteIHgence activities as soon as ti«r pieseoK 

I. Watchforstxangecarscruisingcrpaiked&equendy in the area, particularly if 
one or more occupants remain in the car for extended periods. Make a note of occupants, 
license numbers and province designators of su^icious vehicles. 

m. If you cooiehoQie and suspea that an unauthorized person is iiiside, do not go 
in to investigate and do not call out to the possible intruder. Contact die police or your 
security patroL 

n. Do not accept unsolicited packages. All mail should be routed through normal 
ofiBcc channels. 

5. Kidnapping and Hostage Issues 

DoD-a£Giliated persons and their families should discuss steps to be taken if a 
member is kidnapped or odierwise becomes die vk:tim of a tenorist^ Families shouki 
understand die U-S . Government makes every effort to effect die rapid, safe release of any 
U.S. citizen held hostage. The importance of family cooperation in such a situation should 
be stressed. See Chapter 14 for additional discussion on techniques to survive kidnapping 
and being heki hostage. 
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6 . Special G«idancf : fo|j^^ , , , 

iiistructicM) for children. There are sev^xhiidren oriented OT i?hi<fren specific ineasures 
itfiat can be- taken to enhanee their an4'reduoe,tfae risk of tami^ attacic against them: 

(0 ^^g. jeaVe childn^ iaione or 1^ 
left, they are in the care of a trustworthy pastHL 

([2) Iiisiffuct children to keep.doors. and windows locke{d.i and never to admit 
strangers.'' -iK 

(3) Try to locate chil<irai's roiol£i(s) in a p^df the residence 'diat is h^ easily 
accessible ficom the outade. 

(4) a"** that ^qatside doors and wiiidows^ leading rooms 
are kqnlocked, especially in die evening<:. <« . --i ,. 

(5) Keep the; doors to your children's rocmyipi^^so ^ unii^ noises can 

be heard. 

(6) Te^h children how to 

.^soteaclf theiirhGHw tocontSKrtlk^ Sf^uri^ them 
how to contact the U.S. Embassy if overseas. 

(7) If it is necessary k> leave^children at, hotne^ k|e<sp, the house well lighted 
an4 notify tte n^ighbiors. 

(8) i? jKnow:;i«;hexe.yoi9< c;ipldren are all die t^-inQnu|^^ 

(9) iBe §ure that anybody with whom chil 
bal^amng, flooring,} o^companionship is ro^ponsible^ 

(10) Al>V1SESCH(m,J2^ 
^TOSmAIWSERSyNDERANYeiRgj^^ 

b. Preaddlei^hts Ml t(^naj|df^bc>uM be t^ghr and encouraged to take the 
foUowingpersonaf security steps: ai , 

• f jqg^ leave honied wididut advising th^ paients wh«c they^ be and 
who will zccannpaay them. ^ 
^ (2) travel in pairs or groups. ' 

(3) Walk along busy streets and avdd isolated areas. 

(4) Use locally approved play areas where rwreational activities are 
' ^si^ervised by lie^pbhsiblc adults arid^whefe police protectidn?is readily available. 

. * (5) Refuse automobile, rid[es,,£^ strangers and refuse to accompany 
strangers anywhere on . fopt,,evTO.if the.tqW.by strangers that mom or dad sent them or said 
it- waS'Okay;t ■ 

(6) Report immediately to the nearest peisonsgf ftu^ojity |teach^,.police) if 
anyone tries to pick you up or insists Aat you go for a ride with diem. 
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c. DoD personnel should join with other parents involved with American 
conamunity schools overseas, DoD Dependent Schools, and local public and private 
schools to enhance security. Ask schools to help provide security. Schools should be 
asked to do the following: 

(1) To le&ain £tom dissenoinating any infamaadon whatsoever about students. 

(2) TO AVOID ANY KIND OF PUBUCTTY IN WfflCH STUDENTS ARE NAMED OR 
THEIR PICTURES ARE SHOWN. 

(3) TO RELEASE A STUDENT TO SOMEONE OTHER THAN HIS/HER PARENTS 
OR rUSTODIAN ONLY AFTER RECEIVING WRTITEN AUTHORIZATION AND THEN ONLY 
AFTER CX>NFIRMING AUTHORIZATICX4 BY TELEPHONE. In high-lisk situations it is a good 
idea to allow the child to speak to die parent on the phone before authorizing the release, 
lliis practioe provides protecdon against a kklnapper who ca^ 

parent 

(4) To rq)ort to die poUce if any strangers are seen Idtoing around the sch^ 
or talking to students. If such strangers are in a car, the teacher should note its make, 
color, modeU and tag number and pass this information on to the police. 

(5) To have teachers closely supervise outside play periods. 

E. TRAVEL SECURITY 

1 . The following section outlines several measures that when applied to official and 
recreational travel can decrease the likelihood of terrorist attack on DoD personnel and their 
dependents in transit Such measures are intended to reinforce the general philosophy 
underiying personal protective measures: 



• avoid RXitines, 

• maMainalQwprofie. 

• bealettand 

• be prepared tor unexpected events. 



Figure 12-1. General Approach to Personal Travel Security 

a. Tlie number ofq)ecificnieasuresindividuah and groups can take to in^ 

this general approach to personal security while traveling is limited only by the imagination 
and creativity of the travelers. Use of the security measures should be tempered by the 
nature or purpose of their travel^ the time and fiscal resources available, as well as the 
means and circumstances under v^ch travel is to be made. 

b. Readers are encouraged to expand die list of nieasures outlined below, as well 
as to consider the specific circumstances under which a proposed measure might diminish, 
not increase die security of DoD personnel and their dependents in travel status. 
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2. DoD Travel Security Policy Implementation 

a. Official travel by DoD personnel DoD ccmoactors. and their dq>endents is the 
subject of the DoD Travel Security Policy. This policy document issued periodically by the 
Office of the Assistant Secretary of Defense (Special Operations and Low-Intensity 
CcMiflict) sets f ordi special considerations, protecdons, and auAorities to deviate firom DoD 
Joint Travel Regulations in light of the risk of terrorist attacks against DoD personnel or 
their dependents in travel to or through high risk or high potential physical threat countries. 

b. DoD Travel Security Policy authorizes the following deviadons firom the Joint 
Travel Regulations when security precauticMis are deemed necessary by OASD(SOyLIQ: 

(1) Reimbursement for DoD personnel purchase of U.S. Tourist passpcnts 
and visa applicadoi fees for viats undertaken on official buaness; 

(2) Authority to travel on non-U.S. flag earners; 

(3) Authority to travel via indirect route at greater cost to the U.S. 
Government to avoid high threat or high potential physical threat aixpons or other ports of 
entry. 

c. DoD TnivdSecnri^Pdicy further directs tickets issued to DoD perscNinel and 
their dependents shall not be marked in any way to indicate that the traveler is affiliated with 
the U.S. Government The Travel Security Policy further states itineraries for General 
Officers and odier senior DoD Officials shall be marked Tor Official Use Only" and shall 
be handled in accordance with command regulations for die dissemination of information 
so identified. 

d. OASD(SO/LIC) staff, who review countries assessed by the intelligence 
canmunity as having HIGH or MEDIUM Threat Levels, consider additional factors in 
determining whetiier ac not waivers available unda the DoD Travel SecuriQr Policy should 
be provided. Among die factors considered are the following: 

(1) The risk of temnist activity directed at personnel who are on TDY/TAD 
status in a country and who will be resident for less dian 72 hours; 

(2) The risk of terrorist activity directed at personnel who are on TDY/TAD or 
are nxrely itinerant pasangduongh an airport with stopovers less than 12 hours; 

(3) The amtnentlevd of street crime and violence 

(4) The amtnent level of anti-American violence. 

e. As a result of such assessment, OASD(SO/LIQ may determine that a country 
or region which has been assessed as having a CRmCAL or HIGH tiueat level does not 
qualify as a High Physical Threat or High Potential Physical Threat Country for purposes 
<rf application of the D6D Travel Security Policy. 

f. It is possible, for exanq)le, that a country is assessed to have a HIGH Terrorist 
Threat Level because of attacks on government outposts, mcluding attacks on American 
military personnel serving as advisers. However, on fimher review, it might also be 
shown tiiat there is very good security at die major international airport, that the 
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international in-transit lounge and VIP waiting areas are especialiy well secured, and there 
is little or no history, evidence of intention, or capability information to suggest that 
American personnel passing tfarou^ the intemadonal airport are at HIGH risk. 

3. FAA Security BuUetins 




security inronnation in a manner mat is consistent wim this policy. If FAA 
security infomiation deals widi doeats to DoD perscmnd imly, then such infoimation wi ll 
be disseminated in accordance with DoD 




4 • Department of State 

a. The DoS monitors security conditions in countries with U.S. Embassies and 
Consulates. It provides a wide variety of security related information and advice upon 
request It is the releasing audiority for all unclassified and unlimited distribution 
infomiadcxi on intemadonal tenorism. 

b. DoD-affiliated persoimel seeking the most current public information 
on international terrorist threat concerns may call the DoS in Washington, DC, 
(202) 647-5225, to obtain the most recent unclass^ed unlimited information regarding the 
international terrorist tlirtat and international travel 

5 . General Travel Security Suggestions 

The global distribution of DoD personnel, faciUties, and contra^^ 
international and long-hatil dcxnestic travel for DoD personneL Even local travel is not 
without its security risks* The fcdlowing are some general comments diat apply to all 
official tnivdL Adifitionaltravdsecuri^tipsaretobefonndin^spend]^ 

a. Dc not assume that acts of temvism^'can't happen to me.** 

A common thread anciong accounts of individuals held hostage by Hizballah 
terrorists in Lebanon after their release was their own cavalier attitude towards warnings 
issued by the DoS and odier governments' foreign nmustries regarding travel to Lebanon. 

b. Realize die inqpactofsecurity on your travel itineraiy. 

Ow^/W th#> wniriiy implications nf Hftcrinari on, rontiiig. and timing of travel 

and allow extra time for investigating, planning, and using alternative, more secure 
itineraries. Allow extra time between connecticms, if any, to allow for security inspections 
at airports, ports of entry, and other inspection points. 

c. Avoid routine schedules. 

Whether planning a trip or executing a plan assembled by others, avoid 
following travel routines used by others. Select unusual departure and arrival sites; 
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schedule personal time and business activities at odd hours, during evenings, or on 
weekends. Be particularly sensitive to the possibility of surveillance. Aihval and 
departure tines, as weU as routes taken to and from week and/oc home, should be varied as 
often as possible. Different vehicles should be used to make targeting more difficult For 
official business, consideration should be givoi to using unmarked Government vehicles 
where available. 

d. Travel in groups when possible where appropriate. 

Isolated travelers niake easy targets; small groups provide a sufficient number 
of eyes and ears to be alert to local security matters. 

e. Avoid wearing military clodiing. 

Wearing militar y onif anns during periods of travel and recreation could attract 
unwanted atmition. Even wearing "military style" ctotfaing may arouse more attenti(m than 
desired. 

f. Cany identification. 

When asked for identification give only Ae information requested. Never 
surrender your entire wallet ot purse or leave your wallet and/or purse unattended. Carry 
identification that gives your blood type, as well as any special medical condition or 
medication requuemenL Keep <m hand at least a one-week supply of essential medicines. 

g. Carry extra medication, eyeglasses, and other medical necessities. 

If you take any medication regularly, take at least one week's extra supply with 
you. If you wear glasses, take an extra pair al<xig. Keep all medication in its original 
container for customs inspections, if your medication is a narcotic, make sure you have a 
letter fiom your doctor in your possession. Carry all necessary medication witii you in 
your purse or briefcase; do not put it in checked luggage. 

6. Travel Arrangements 

The process of making travel arrangements can provide terrorists copious 
quantities of information about travelers, their auUiorities and responsibilities, their 
mpanasux to die Department of Defense and die U.S. Government, and tiieir personal 
tastes in matters of lifestyle. Such information is of incalculable value for purposes of 
targeting The steps outlined below are intended to deny access to such information by 
tetiorists. OUicr measures nay be equally helpful in preserving die anonymity of DoD 
travelers, diereby complicating detection, identification, and targeting of sudi personnel for 
tenoristacts. 

a. If available, consider using U.S. Transportation Connmand and/or Military 
Airlift Command flights or military oxitract earners. 

b. Try to arrange international travel through American military air terminals if 
possible. 

c. Avoid travel dirough high du«at areas, if possible. 

d. Travel imder an assumed name if appropriate. 
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c. Make travel anangements at the last minute, or aliemarivgiy, maifi. la^^ minn^ 
changes in travel plans at minimal additional cost, to foil efforts at targeting based on data 
stored in travel reservation conqwters. 

f. Donotdiscussmilitary affiliations with strangers. 

g. Consider using a tourist passport 




j. Do iiotuisc ltigage that cleariy labels its owner as a D6D civilian einp 
military member. e.g..B-4 bags, duffel bags, and sea bags. 

k. Remove all destination and baggage claim tags from luggage, as 
weU as dccals, stickers, and odicr markings which unambiguously identify the lueeaee as 
having been through die United States (eg.. U.S. Customs stickers). « 

1. Use baggage identification tags diat require some manipulation before die name 

of the bag owner IS visible; try to use baggage tags that allow airline officials and custoins 
inspectors to identify the owner of the bag by name, but otherwise do not provide 
infotmaaon on the owner's address or country of origin. 

m. Do not include controversial or inflammatory reading material in cairy-on baes 
or cfaected luggage (» international travel 

7. Vehicle Travel Tips 

a. DoP personnel make miffions of trips each year by automobae. Most occur 
wtthoutanymcident Automobilcoipshavcbecomesointegratedwitfiofficialbusiness.it 

««sy to disimss use of vehicles as inuch more dangerous than a walk down a corridor 
nom one office to anodier. 

b. Indiscriminate use of aoiomobaes for the conduct of official business can be a 
major weakness in personal security efforts. As in die foregoing discussion of travel 
arrangements, consider steps to be taken to rdnfotce efforts of DoD personnel and tfieir 
dqpradents to make kicntification of DoD personnd difficult, to in^^ 

prominence or importance of individuals by direa observation difficult, and to reduce die 

vutoerability of DoD personnel to successful attack while fliey arc in a vehicle between two 
secure fedUties, between a security faciUty and tfidr homes, or between a secure facility 

and a secure transfer point for a change in travel mode. 



c. 



vehicle. 



Appendix L contains several tips on reducing terrorist risk while operating a 
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8. Precautions While Flying 

In most instances, the safest, most reliable, and least risky mode of transportarion 
from the perspective of tenorist attack is by ak. U.S. TRANSCX)M and Militaiy 

Command flights are the most secure means of flying between two points. DoD charted 
aircraft flights are also unlikely targets for highjacking or assaults on passengers. 
Appendix K ofifers several tips for "defensive flying." 

9. Rail Travel 

a. Travel by rail is the least secure means of commercial travel possible. Rail 
schedules and routes are highly regular and predictable; they afford tcnorists multiple 
oppormnities to board and leave the train without arousing suspiaon. Rail travel is 
strongly discouraged in high risk areas or high physical threat and/or potential physical 
threat countries. 

b. Ifrafl travel is necessary, the general precautions outlined above for air travel 
are equally appropriate. In addition, die following measures should be implemented: 

(1) Avoid travel through high-risk areas; leave die train and switch to foreign 
flag airlines if to avoid such areas. 

(2) Select a window seat in the middle section of open coach (U.S. style) rail 
cars; sdea a compartment towards the middle of a rail car in multi-compartment European 
rail cars; avoid taking seats near passageways between two rail cars if at aU possible. 

10. Travel at Sea 

a Although DoD personnel and dieir dependents do not frequendy use ferries, 
transoceanic passttiger Hners. or cruise ships for ofBdal travel, there are many internanonal 
waterways for which diese modes of travel are appropriate for recreational trave . 
Unfaminatdy, dierc have been several instances of cither terrorist attack or criminal assault 
on international passenger travel The purpose of personal secunty precautions at sea 
remains unchanged: 

(1) Frastrate intelligence collection and targeting. 

(2) Camouflage afEOiation and hnponance. 

(3) Reduce likelihood of being attacked. 

(4) Nfitigate the effects of an attack shoukl it occur. 

b. In addition to the travel precautions appropriate for flying oudined above, some 
a^^ ^itiftnai pr6cauti<»s should be considered: 

(1) Select ferry lines, cruise lines, or transoceanic passenger lines noted for 
good safety and pubUc health records. 

(2) Avoid travel through high-risk areas; avoid sailing on vessels which made 

port calls in high-risk areas. 
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11. Hotel Procedures 

a. It becomes readily apparent that security precautions taken by 

and their dependents at home have direct counterparts when staying in hotels, motels, or 
guest quartets on U^. military installations. The approach taken, from site selection, to 
installation of additional physical security precautions, to £amily "operations security" 
m ea sures are quite similar. 

b. As in die case of other travdKviented antiterrorism measures, die goals remain 
as outlined m Hgure 12-1. 

c. Thelistof measures diat follows is long, but by no means exhaustive. DoD 
traveler* !:ho!;!d use dieir own imagination and devek^ addidcmal measures that address the 
goals of antiterrorism measures qielled out above. 

(1) Stay at DoDfadlides while on TDY/TAD whenever possible. 

Q) Avoid staying in hotels with distinctively American names or 
piedominandy American guests. 

(3) Make reservations in two or tiiore hotels and use an assuriied or modified 

name. 

(4) AVOID TAKING STREET-LEVEL ROOMS, TERRACE LEVEL ROOMS WTTH 
DIRECT ACXISS TO HOTEL GROUNDS, <» STAIRWELLS. 

When checking into guest quarters and hotels, av<»d taking a street-level 
room if at all possible. Similarly, seek out alternatives to terrace, veranda, or odicr rooms 
diat open diiecdy on to areas diat can be easily accessed from odier rooms, common areas 
of die hotel, the street, or walkways along seawalls, beaches, lakes, etc Use elevators in 
buildings rather dian risk attack in stairwells. Stand near die elevator control panel; if 
threatened, push the alarm bntioo. 

(5) Retain ccmtrd over all luggage upcm arrival in a hotel lobby. 

Upon arrival at a hotel, die family should move all dieir luggage inside 

promptly. In some countries, it may be customary for bellboys to cany dieir guests' 
luggage from die car and deliver it later to dieir room. However, it is again recommended 
that die family never let die luggage out of dieir sight This will ensure diat no explosive 
device has been added to a bag and timed to detonate later in tlie £aiiiily's room. 

(6) When in a hotel note all escape routes. 

Shrady after arriving in a strange hotel or other public place, try to find 
out die locations of fire escapes, emergency exits, fire alarms and fire extinguishers diat 
you may need in an emergency. 

(7) Vary your pattern of entering and leaving your hotel 

Alternate entrances and exists to the building should be used if they are 
available to avoid setting an identifiable pattern of coming and going. 

(8) Do riot discuss travel plans over hotel phones. 
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(9) Use extra caution in hotel lobbies and other public places where bombs 
may be placed. 

Public lavatories have been favorite sites for terrorists to hide bombs in 
the past Use of public rest rooms should be avoided to the maximum extent possible. 
Discovery of objects such as shopping bags, briefcases, boxes and items wrapped in 
newspaper which have been left unattended or which lode out of place, should be repotted 
to scHneone in authority. Exposed wires or noise, such as a hum or dddng should also 
fffli yp an object to be considered suspect DO NOT TOUCH SUSPECT OBJECTS. Notify 
juffiipnties. 

(10) Bellboys and other strangers in hotel lobbies should not be asked 
directic»s for specific places you intend to go. 

Preserve anonymity and camouflage the nature of your business travel. 
Ask directions from k)cal police or from VS. military personnel if possible, not hotel staff 
or other guests. 

(1 1) Do not conduct official business nor meet casual acquaintances in your 
tempotaiy living quarters; do not divulge Ae locaticm of your quarters. 

(12) Discourage efforts to enter your room while you are gone by preserving a 
"lived in" look in your room. 

Leave a light and radio or television oa in your room when you go out 
This will gjve Ae appearance that the room is occupied. A li^t will also make it easier for 
you to see what or who is in the room when you return. Keep your hotel room key with 
you at all times as well This, too, will make it more difficult to determine when the room 
is occupied and when die room is vacant 

(13) Keep your room neat 

Nearness will ooake it hard for things to be placed in your room without 
your knowledge. Luggage, briefcases and packages that appear to have been moved or 
odierwise disturbed should be treated with cantioD. A light dusting of talcum powder can 
be spiead on the surface of suitcases, a dresser, or a desk just before you leave the room. 
A package that appears xo have been opened and resealed should not be touched. Repon 
such diinp prompdy to military or civilian police. 

(14) Hallways should be checked before exiting from an elevator or your 
room, for out of place objects or for persons who seem to be k>itering. 

The management should be asked to remove any boxes, trash cans or 
odier receptacles near your room which may be used to hide a bomb, or which might get in 
your way in case of a fire or odier emergency evacuation. 

(15) Packages SHOULD NOT BE DELIVERED TO YOUR ROOM. 

Purchases should be picked up in person and wrapped in your presence. 
Suspicious deUvcries to your room should be refused and the article removed from the 
building until it can be checked out Doors should not be opened for strangers or to accept 

an unexpected delivery. 
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(16) Unexpected maU left for you at the desk or sUppedu^ 
room should be viewed with suspicion. 

(a) Mail, packages, or other articles with any of the characteristics listed 
in Figuxe 1 2-2 should be treated as potential improvised e}q>k>sive devices. 

(b) Suspea letters or packages should be isolated They should not be 
put in water, because this could weaken wnqipings, allowing mpchanical devices to qperaie 
(or odierwise cause detcHiation) if die letter or package is in faa a bomb. DONOTCX>ENC» 
TAMPER WTIH THE SUSPECT ITEM IN ANY WAY. Nodfy military or civilian authoiides and 
follow tibeir advice. 



• Excessive postage or no postage. 


• ijopsided or uneven envelope. 


• No return address. 


• Oay stains or dtecotorations. 


• Incorrect title or titles without name. 


• Protnjding wires or tinfofl. 


• Hand printed or pooity typed address. 


• Misspelled words. 


• Postage cancellation stamp does not 
match location of return address. 


• Presence of peculiar odor of 
shoe polish, almonds or marzipan. 


• Rigid envelope. 

• Excessive securing materials, 
such as tape or string. 


• Restricting markings, such as 

"Personal,* 'Confidential,* and so forth. 



Rgure 12-2. indleaUons of Package or Ijatter Bomb 



F. SUMMARY 

1 . The Department of Defense acknowledges its responsibility to protect its own 
assets and resources firomtenorist attack. Toward that end, the Deparonent of Defense has 
expended substantial lesoorces to insprove physical security at Department of Defense and 
other U.S. Government facilities around die world. It has develc^ed extensive residential 
and mobile training courses. It has incorporated blocks of instruction in accession training 
and general military training canied out by the Military Services. The Department of 
Defense has expanded professional military training oppominities that address personal 
security issues. 

2. Ult]matelytliowever«iesponsibiUtyforpeimnalprotecd 

and every noember of the Dqiartment of Defense, whether they aie in uniformor in the civil 
service. Toward that end, readers are reminded that the goals of personal protection 
measures are as follows: 

a. Frustrate effoits by terrorists to collect infcnnation necessary and sufficient to 
identify American persoimel as Americans, to determine dieir position, their prominence, 
and their importance, and translate such information into ^ecdve, executable targeting 
plans; 
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i b. €am0ujEkge>tiB;imjigT^ pq|M^imel,,nAjrelby ^n^ucing the value to 

tcnorists of targeting individuals who can be identified ss^j^jr^^^aiy^ . - 

Reduce i&e ja^essibiMty and yulnera^it^.^^^ PpD personnel and their 
dcpendenis?Jwh©sepi«»pnenc^^^^^^^ 

fl^^iated .tjy t^ir^sts, pd who have been targeted for attack if c^y the right c^pportunities 



'>d. ?Mtigaiea^tcffiBCBdof t«^roris 
do> occur^ byrnunimizihg ti|b nuinber of pCTSomiel-in mnimi^g^]d?j|, extent of 

casualties as a result of the incident, and minimizing the long^j^^i^c^j^ ler^ 
2c&MoaM iirlri^ sBS^isudi attacks-^be-suc^ • 

S'f^the n^easiois^^^^ above ate reas^iabl^ti^iroaeh^ to be<ifoUowsd in general 
^as es .. , Rpie ^l|padQn.Qf these measures without careful attotition to local circunastances, 
(^ges in the naidonai^ security climate, aiilPi^Muiig assess^ of 

teirorist thiBatj,i5sko|t^prist?attack, vulnerabifity t9iw||pl^.^jm^n ^f DoD 

assets may leave DoD personnel and their dependents no better off than if no annte|rorism 
measuies weie1^fJp6#*^'-^s .^^s.^;. ,<^;^y-}a:'':-&^-^' ■ ' 

u4ietoplementation, pf effective anntpT^«m,m^u^5|fOT t^ejfftection of DoD 
fossnnel and* a«i»«dependents must be part of ;^ coia^^eheiM^ye prc^ram of force 
protection, interwoven with physical security measures, crime prevention, crisis 

maM^menlpiMui^Pa^^ ^~ , a; 



f 1. . .1. 



f „ ' r - i 
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CHAPTER 13 
EXECUTIVE PROTECTION 



A. INTRODUCTION 

1. I>>DDirecth^ 0-2000.12 (reference (a)) leco^^ 

tiiose militaiy officers and DoD civilians who are assigned to high-risk billets, ^o are 
by die nature of their woilc high-risk personnel, or who are assigned to facilities 
identified as hi^-risk targets. The Directive defines these terms as follows: 

a. High-Risk Billet Atthorized personnel billet (identified and recommended by 
apfffopriate authority) that because o£ grade, assignment, travel itinerary, or symbolic value 
may ma»fi» p ersonn el fillin g Aem an especially anractive or accessible tencrist target 

b. High-Risk Personnel. U.S. personnel and then- family monbers whose grade, 
assignment travel itinerary, or symbolic value may make them an especially attractivetir 
accessible terrorist target 

c. Hi^-Risk Target U.S. material resources and facilities, because of mission 
sensitivity, ease of access, isolation, and symbolic value may be an especially attractive or 
accessible terrorist target 

2. The following material is intended to supplement infonnadon provided in the 
preceding chapters. Readers are encouraged to examine Ch^ter 14, Hostage Survival, as 
well For purposes of this diapter the term "executive" will be applied to all persons 
requiring additional security protection who are: 

a. Assigned to High-Risks BOlets; 

b. Designated as ifigh-RiskPersconel; or 

c. Identified as Ifigh-Risk Targets persons who are assigned to High-Risk Billets 
or designated High-Risk Personnel 

3. Tlie^Kcificsupplemaitalsecurity measures tiiatniay be furnished to executives is 

subject to a wide range <rf legal and policy constraints. US. law establishes stringent 
requirements that nomt be inet before certain security naeasures may be impleincnted. DoD 
Component regulations, instructions, and legal opinions may further constrain 
implementation of some protective measures described in this chapter. SOFAs and MOUs 
between the U.S. Government and a foreign government will also limit use of some 
supplemental security measures. Leases and odier conditions imposed by contract for 
purchase of land or buildinp by the U.S. Government for use by die Department of 
Defense may also limit application of certain security techniques. All of diese.constraints 
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should be carefully considered when conducting security surveys, developing plans, and 
implementing additional security measures to protect high risk personnel 

B • EXECUTIVE PROTECTION GOALS 

1. In tiie discussion that foUows, several noeasures are outlined that can af^^ 
military officers and DoD personnel additional protection against terrorist acts. The 
purpose underlying these measures is to: 

a. Increase the interval of time between detection of a threat and the onset of 
hostile action against executives and dieir depradents, or 

b. Increase the amount of time required by terrorists to gain physical access to 
executives from die onset of hostile actions whedier executives are at home* at the ofSce, or 
in transit • 

2. Implementation of supplemental security measures should strive to achieve the 
following prioritized gpals: 

a« Enhancements should hold the terrorist threat at bay untO a response force 
arrives (Delay at a Distance). 

b. Enhancements in physical security should enable executives to flee to safety 
(Delay to Permit Flight). 

c. Enhancements should permit the executive to retreat into a safehaven of 
sufficient strength and survivability such that a response force can wage an effective 
counterattack to liberate executives and others accompanying them to a safehaven, 
including dependents at home and colleagues and visitors at work (Delay, Hold, and 
Counterattack). 

3. All measures discussed below should be qiplied with care. THERE IS A TRADE- 
CMFF BETWEEN INCREASING THE LEVEL OT PHYSICAL SECURTTY ATTHE OFHCE AND AT 
HOME AND PRESERVING THE ANONYMTTY QFEXECUTIVES, tiiereby avoiding telltale signs 
of activity that point to proannence or criticality. 

4. Supplemental physical security measures described below can be expensive. 
Expense can be measived not just in terms of dollars, but also in terms of changes to 
organizational routine. Therefore, two questions must be resolved before implementing 
bold, disruptive, and expensive supplemental security e n ha n cements: 

a. What are die rmstcost-efGnrnveineaiis of enhancing the security of execu^^^ 
at risk? How many changes in orgaiuzational routines and personal behaviors will have to 
be made in order for security measures to be effective in reducing risk of terrorist attack 
and the vulnerability of executives to such attads? 

b. What are the anticipated costs of additional security measures in terms of 
didlars, orgaiuzational fimctionaH^, arid nus^on capabffi 

5. Security enhancements can be made to iirqirove the security of executives. But 
security enhancements can be even more effective if executives and their families take full 
advantage of and reinforce die security measures described in Sections C D, and £, below. 
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If executives do not change their behavior to acconunodate additional secmty and 
protective measures, then the behaviors can effectively defeat the purpose of additional 
protcctioiL 

6 The second issue is cost Additional increments of security can be obtained 
sufficient ID defeat virtually any threat However, there is a point at wluch it is sunply no 
longer economical to add layer upon layer of protective measmes to defeat a ttocat that 
either more potent than available protective means or can be evaded by adoptmg an 
alternative security posture. 

C. SUPPLEMENTAL PHYSICAL SECURITY MEASURES 
1. Office 

The office enviiomnent should, in principle, afford executives the greatest degree 
of physical security. Tlie office environment usually places executives mf«^ where 
atoctos must pus by guards, s ecurity check points, office worken^aides, and^ 
secretaries before reachin^hen^ 




a. Physical Security Survey 

(1) A thorough physical security survey should be undertaken. Offices of 
Defense components attached to U.S. Embassies abroad should havesi^ 
ncrfotmed by tiw DoS. Other DoD facilities should have such facibties performed by the 
JootizantphWcal security and facili^ Appendix C contains physica^ 
sec^survey materials that can be used to verify assessments of physical security 
generated by use of other survey instruments. 

(2) TTie best way lo approach a physical security site survey is to tiunk like an 
intruder Consider how approaches to the installation or faciHtycouM be made; how 

to die building housing executive offices could be gained, and how attacks on offices or 
odier freqaemly used fiadlities could be mounted. 

b. Technical Threat Assessment 

m The next step in evaluating die need for supplemental physical secwity 
r,«sures is a tiiorough and detailed assessment of die weapons and tactics tcn^ 
usetoanacktiiesmiSireinwhichDoDexecutivesworic Security oigmeers and architects 
need technical tiireat data or assessments containing die following mfotmanon: 

(a) Modeofattack. 

1 Standoff weapons (mortar, rocket grenade, man-portable anti- 
tank and/or antiaircraft weapon, sniper rifle). 

2 Close combat (sub-machine gun, pistol knife, garotte). 

2 Contact weapons (bombs, incendiary devices, mines). 
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4 With or without perimeter penetration aids such as power tools, 
handtools, or explosives. 

(b) Time of attack. 

(c) Attacking force size. 

(d) Anticipated degree of outside support or autonomy. 

(2) Such assessments are used to develop engineering design requirements. 
The data are used to: 

(a) Calnilate forces to be wiflistood by bearing structures in buildings; 

(b) Identiiy appropriate' security, window glazing nmoerials arid ^ 

die thickness necessary to achieve desired penetradon resistance times for anticipated 
thrraty 

(c) Calculate the total amount of delay time that must be achieved 
dirough use of casoouflagc, deception, barriers, and semi*active security devices to permit 
reqxHise forces to reach the scene of a terrorist attack in time to thwart the attack, capture or 
eliminate die tenorists, and rescue executives and dien* staffs or dependents. 

c. Technical Assessment of Responses 

(1) Having established a basic design threat, engineers need data on the 
anticipated performance of response forces to be arrayed against die design threat and the 
e>q)ected or desired behavior of the protected executive(s). Some specific information 
needed includes but is not necessarily limited to the following: 

(a) Response force. 

1 Size. 

2 Capability. 

1 Supporting weapons. 
. 4 Response time. 

1 Esdmaied effectiveness against range of attacks. 

(b) Desired options for executive protecticm. 

1 Evacuate on warning. 

2 Evacuate m detection. 

2 Evacuate only if attacked. 

4 Evacuate only if forced to capitulate. 

1 Do not evacuate. 

(2) Security planners need to know the duration of an attack the stracture 
housing cxecudves must withstand before help arrives. Matching threat capabilities on the 
cxie hand and anticipated operations by response forces on the odier, establishes significant 
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physical security system performance parameters. These can be quantified and used to 
develop detailed plans, drawings, and physical security equipment acqmsiticm plans. 

d. Physical Security Enhancement Measures 

(1) Several physical security measures intended to provide additional 
protecdon for executives can be considered based on the requirements defined dnough 
detailed analyses outlined above. The primary purpose of such measures should be to 
inotase time required by persras outside an installation to reach the executives housed at 
an installation. A secondary purpose of such measures should be to reduce or eliminate 
hazanis to executives that mi^t result from violence in the vicinity. Examples of physical 
security measures to be considered follow: 

(a) Increase Tbrat Detection Time by Installing Sensors on 
Perimeters and Barriers 

1 PROLIFERATE SURVEILLANCE SYSTEMS including seismic, 
acoustic, and infrared sensors at or beywid the outer perimeter, supplement with closed 
circuit TV^maging IR systems tied into the alert re^Kmse force staging area. 

2 EXTEND RESTRICTED AREAS OR EXCLUSION ZONES and relocate 
access control points from the executive office area to a point closer to the boundary of die 
installation; 

1 Enlar ge, proliferate, and extend intrusion detection sensors from 
die widun die installation or facility perimeter to die installatiai perimeter, allowing IDS to 
collection additional data necessary and sufficient to classify and identify an intrusim 
before resp(xise force arrives at some or track of the intruder, 

4 PROLIFERATE BOTH THE NUMBER AND THE PHENOMENOLOGY 
SURVEILLANCE AND DETECTION SYSTEMS widun the executive office area as well as 
{Qjptoaches leading to and from it in oxijunction with measures listed bdow. 

(b) Increase Threat Delay Time Between Perimeter and 
Executive Office Building 

1 T n?f»^^ vehicle barriers and realign roadways to eliminate straight, 
level stretches of road in excess of SO meters in lengdi; 

2 Proliferate concentric rings of fences, Jersey barricades, planters, 
bcdlards, aiKl vehicle and/or personnel barriers; 

1 Proliferate access control areas supplemented by fire doors and/or 
security doors kept in a closed condition between die entrance to die building housing 
executive ofiBces uid the executive office area itself . 

(c) Confuse, Camouflage, and Deceive Observers by Hiding 
Executives' Locations 

1 Consider relocating executives to buildinp not usually associated 
wi± office activities, e.g., barracks, motor pool, R&D facilities. 
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2 Consider coostracdng office areas in banack, motor pooL R&D 

facilities, etc. 

1 Add executive style, decorative lighting and window tieatnients to 
several different areas of office buildings to MINIMIZE DIFFERENCES IN EXTERNAL 
APPEARANCES BETWEEN EXECUTIVE AND NON-EXECUTIVE OFHCES . 

(d) Increase Delay Time Between the Entrance to the 
Building Housing Executives and the Executive Office 
Area 

1 Add fire doors, access control points, dead-end cocridors, and 
mid-coiiidor physical faaniers to complicate access to executive o£5ce areas. 

2 Consider die addidm of security devices which when activated 
disrupt the ability of intruders to retain their diought processes such as flashing strobe 
li^ts, fog generators, noise generators, sirens, fire extinguishing systems, etc. 

(e) Increase Delay Time and/or Make Access More Difficult 
Within the Executive Office Structure 

1 Substitute high security doors and door frames for standard doors 
in areas leading to or frcxn executives offices. 

2 Install high security grating, wire mesh, or other materials to bar 
access to executives office area through utility tunnels or conduits. 

1 Strengthen walls, floors, and ceilings against improvised 
explosive devices, small arms fire, incendiary devices^ and powered hand tools by 
substimting steel plate, concrete filled, steel reinforced cinder blocks, or other ballistic 
resistant materials for plaster and/or ladi or waUboaxd room dividers. 

4 Add steel plates or other ballistic materials in crawl spaces above 
drc^iped ceilings; extend walls separating executive office area from other portions of an 
ofiBce building from floor to floor, dierel^ preventing unobserved and undetected access to 
^>ace of dropped ceilings. 

(f) Increase Protection for Building Occupants Against 
Ballistic Threats Against Windows and Exterior Walls 

1 SUBSrrrUTE TOLYCARBOKATE PANELS FOR GIJ^S WINDOWS; 



2 Add exterior screens and/or plates to cover window areas and 
protea against gunfire arid grenade and/cR* bomb firagnients. 

1 Properly install blast curtains, metal blinds, metal shutters or 
other window treatments in executives offices to protect interior space from glass shards 
and other small projectiles. 
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(g) Increase Hold Time to Contain Penetrators 

1 Add positive iacSbtt ro^ 
that gates default to a closed and locked condition unless manually rdsas^ ' 

2 

persons inside an access rontrol ar^^ ^'^vafl^^eJor'iSi^^ 
acticm by a security officer posted outside Ac access ci^&ol area. 

a the pjurpose (tf .thcse measun^ls to^fiaicilitate apprehension of 

terrorists. 

, /niere may be spnje instai^ccs, however, when th^ 
the oiecutive and the rtspqnse force is eiihlahced Vil%a#g terrorist attempts to gain 
access t^ tii^^^ve ^ ien channeling the tcritiri^'ardf ^ ftcffity m irisallarion 
along one ri*utefm>«ig al1ifi^ ro^'available to evSculte the executive and other key 

(li) install Emergency Executive Siipport Fiadlities Including 
. ^'Safehaven and an Emergency^Evacuation Facility 

1 *ConsidCTinstalkti6n of hclic»i)tcllandi^ 
structise Of oii ah aiiyacent field far removed from parking areas. 

2 




2 . Sttppliinetf to^^ Security Measuries 

- .... ■ ,. . . . '. :. .. _ • . ■• . . .... 



a. Si^ '$e^ipn 



(1) iioted in Chapter 1 1 on residential physical security measures, site 
sdectica^; is an jt^^brie^ 

(a) Avoid sdeoting residences prei^oudy us^ by o^»e^ s^ior U.S, 
Government or foreign government officials. 

(b) ^wad!sdectingr!^iicesprcvu^ 

a) WiliteiyHst groups cbi^ 
mistakes have been, msie in th^ past, DoD pe^»>nnel should avoid leasing residences 

representatives of swh gov«5inrTO placing themselves unne^fS^gat risk of 

being attacked as a rRwiiofii^^iSi ii«^ntity. 

b/Supplemental Physical Security Measures 

(1) An^utiye's^entiie^i^ 
to assess tiie need for supplemental physical secu|v^ ip^sures at the office. The 
executive's home and transportation from home to office and back should als6 be examined 
for risk and vulnerability. 
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(2) The same prindples used to identify sapple^^ 

in an office environment apply to executives' home environments as welL Recall that the 
purposes of physical security enhancements are: 

(a) Increase die anx>unt of time terrorists need to initiate and con^^^^ 
attack on executives* while at home, thereby giving response forces more time to rescue 
executives and their dependents. 

(b) Reduce potential harm that could result to executives and their 
fannUes as a consequence of a tenrotist assault UKiunted against 

(3) As in the case of providing physical security enhancements to an office, 
die goals of enhanced readential physical security measures remain the following : 

(a) Increase the anoouiu of time between detection of a threat and the 
cmset of hostile actions. 

(b) Delay the terrorists as long as possible; prevent their access to the 
executives and tiieir dependents on the one hand, and inake departure from the scene to 
escape prosecution difficult; provided that in so doing, the lives of executives and their 
dqiradents are not further jeopardized. 




(4) The following are measures that can be implemented selectively, which 
may help security personnel achieve these objectives: 

(a) Increase Time Interval Between Detection of a Threat and 
the Onset of Hostile Terrorist Acts 

1 Ensure all door locks and/or window clasps are working. 

2 Ensure tiiat all doors and windows are properly secured to their 
firan^ and the frames are properly andiored to the residential structure. 

1 Consider locking the driveway gates with a security lock to 

prevent entry. 

4 Consider installing a tiirough*door viewing device or visitor 

intercom. 

£ Consider installing security lights to aid in viewing entrances. 

(b) Increase the Number of Physical Barriers Between the 
Outer Perimeter of the Residence and the Interior of the 
Residence 

Senior officers and DoD ofRcials deemed to be at high risk or 
occupying high-risk billets may with to consider the following physical security measures 
for tiieir homes: 
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1 Add heavy, remotely operated gates to all fences, walls, and 
perimeter bairiers, consistent with the penetradon resistance of the barrier, between the 
residence, the street, and adjacent neighbors. 




(c) Increase Time Required to Penetrate Exterior Structural 
Walls by Explosives, Hand-Held Power Tools, and Hand 
Tools 

1 Consider the addiiioo of additional annor covered by aesthetically 



pleasing materials to exterio* walls. 

2 Consider the addition of a separate reinforced masonry wall 

around die residence. 

(d) Increase Surveillance of Residence and Decrease 
Response Time 

1 Consider installing closed circuit TV systems to permit remote 
viewing of all doors and windows accessible firom the ground, nearby structures, trees, or 
easily acquired platforms (e.g., van parked next to a wall). 

2 Consider installing area inffusion detection systems between the 
residence perimeter and the residence itself; proliferate number and types of sensors; add 
backup communication channels between die intrusion detection system and a surveillance 
assessment zodlat response diq>atdi center. 

(e) Increase the Durability and Survivability of the Residence 
to Terrorist Attack 

1 Consider fitting windows widi either Venetian blinds or thick 
curtains to reduce die observability of activities witiiin die residence and to reduce hazards 
of flying glass in die event of nearby explosions or gunfire. 

2 INSTALL BACKUP POWER SYSTEMS FOR SECURITY DEVICES, 

e.g., surveillance systems, communication systems, and access control systems. 

2 Have backup communication with the installaticm or embassy 
securi^ dq)artment via secure landline ca two-way radio. 

4 Omsider the fitting of a panic alarm bell to the outside of the 
house witii switches upstairs and down. Such an alarm should also annunciate at die local 
police and cognizant DoD or DoS security office. 
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c. Transportation 

High-Risk Personnel are nx)st often at their peak accessibility to terrorists 
when they are in transit in official or privately owned vehicles. In this section, some 
specific steps that can be taken to reduce the vulnerability of executives in transit are 
discussed Icoplementation of measures to enhance die security of DoD personnel at high 
risk must be undertaken in full CQa:q)Iiance with U^. laws and DoD Directives. 

(1) Domicile to Duty Transportation Policy 

(a) Asageneralrule, Congress has strongly opposed provision of home 
to ofSce (domicile to duty) transportation by th e Federal Government to its officers and 
enoployees. ahhhi^mhh^hhhhh^hhhh 



(b) Congress did, however, grant authority to the President and the 




1 See Sectkm 1344 of31U^.C Annotated (reference (ee)). 

2 See U^. Congress, House Committee on Government Operations, House Report 99-451 on 
Hit 3614, To Restrict the Use of Govenunent Vehicles for Transportation of Oflicers and Employees 
of the Federal Govermnent (Washington, D.C.: U.S. Government Printing Office, December 19, 
198SXP.8. 

3 Ibid., p. 9. 
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(b) The Secretary of Defense and the Service Secretaries also have 



statatory authority to provide transportation from home to duty stations and back on a 
limited basis. Such authority is usually implemented by providing to protected persons, a 
Dontacdcal armored vehicle as described below. 

(3) DoD Policy 

(a) It is DoD policy to make nontactical amiored vehicles available where 
necessary to enhance the security of DoD personnel, consistent with the requirements and 
limitations found in stamte. DoD issuances. Service regubtions, and C3NC guidance 
stipulate detailed procedures by which the Department of Defense manages nontactical 
armored vehicle programs. 

(b) Statute also establishes a procedure for Presidential waiver of the 
**buy American** requirement; DoD and Service Regulations provide for delegation of 
Presidential Authority from the President, to the Secretary of Defense, to the Direaor, 
Defense Security Assistance Agency and Ae Director, Defense Intelligence Agency. 




(4) Non-Tactical Armored Vehicles 

(a) The Department of Defense recognizes two classes of nontactical 
annored vducles (armored limousines or sedans). 



^ /frid.. p. 9, emphasis added. 

^ See Section 2637 of 10U.S.C. Aimoiaied (leference (ff)). 
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1 Heavy nc»tactical annared vehicles are fully annored vehicles 
intended to protect occupants from attack by bombs, improvised explosive devices, 
grenades, and high velocity small amis projectiles. 

2 light nontactical amored vehicles are less than fiilly aimored 
vehicles intended to protect occupants from attack by medium velocity small anns 
projectiles and at least stxac types of ioqirovised explosive devices. 

(b) The dividing lines between heavy and light nontactical armored 
ve^ have beooine less distina over tiiiie as annoring tccfatuques and inaterials have 
givei. :.<uer capabiliiy to vdiicles that are not classi fie d as heavy n onta c ti fa l anuored 
vehicles. As a practical matter, add-on vehicle azmoring kits are now in production that 
when prc^)eriy installed in an appropiiately powered and suspended vehicle provide a level 
of piotecti(» approaching tiiat of die heavy ncmtacticalazmoRdvducles. Forpuiposesof 
discussion diat follows, the distinction will be made between heavy and other nontactical 
amiorBd vehicles.^ 

iS) Heavy Non-Tactical Armored Vehicles 

(a) 




(c) Ea c h of the Services manages a portion of the DoD Non-Tactical 
Heavy Annored Vehicle Progrant Each Service has issued snpplemeDtazy mandatory 
pii^an<y on procesang of requests for, as well as allocation and use of tiiese scarce assets. 

(d) Heavy nontactical araiored vehicles are conqtlex systems requiring 
specialized maintenance and operatioiL As a general rule, heavy nontactical aimored 
vehicles will be assigned to DoD personnel with a driver who has been property trained in 
the operation and mainttnance of die vehicle. The operator is not a chauffeur, he or she is 
an integral pan of a supplemental security padcage provided by the Department of Defense 
to meet its oUigaticms to prottct its key assets. 



6 This is also ibe distinction wswl m PnP insirmainii 5210^ (leference (dd)). 
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(6) Light Non-Tactical Armored Vehides 




^■|^^ nxj^. affonl substantial protection to occupants against a wide 
™Wof direa»r New developments in after-manufacture armoring kits for vehicles is 
occmring at a rapid pace, increasing the number of vehicle manufacnners and models for 
wfaidi "other NTAV" modifications are suitable. 



(7) Privately Owned Vehides 

(a) High-Risk Personnel may wish to consider foregoing use of privately 
owned vehicles completely during periods of extreme lisk^ this is not practical, then it 
may be appropriate to consider some of the measures identified m Appendix J. 

(b) In general, 

1 Select measures which deter surreptitious, entry, making 
undetected placement of lEDs in or under the vdiiclc difficuU for terrorists to accompUsh. 

2 Select measures which enhance the abUity of the vehicle to 
increase distance between the vehide and pursuers. 

2 Select measures which can assist response forces come to your 
assistance in the event of an incident 

i Select measures which when implemented make the vehicle 
appear litde different dian its standard models. 

D. SUPPLEMENTAL INDIVIDUAL PROTECTIVE MEASURES 

The OTOCcdures oudined bdow should be employed in conjunction with generaUy 
appUcablc personnd security procedures discussed above m Chapter 12 and in conjunction 
Ttib^siS^ty eqm^^emdescribcd in Chapters 10 and H and «j the preceding 
section of tfus chapter. The purpose of adopting tiiese procedures is ttaeefoU: inaBasc «f 
tiuu elaps«toween the detection of an imminent terrorist attack ^ the acn«d onset 
rfan attaS^to permit the arrival of response forces or the successful evacuation of 
ex*^ves; incre^Ae amount of time to withstand an attadc and ttrronst access ^ 

Svw to ^> >K> ,^v.i of r^^nse forces or^tijej|cesgy|||^ 

executives underj 
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1 • Office Security Practices and Procedures 

Refer ID ami implement measures discnssed in Oia^ In additicm, inq>lement 
the following additional measures as qiprqxriaie: 

a. Discourage staff from disclosing executives* whereabouts or activities when 
taking telephone messages. 

b. Obsenre caution when opening mail. In particular, be on the lookout for letters 
^ packages diat mi^t ccmtain improvised eiqilosive devices. A checklist to aid in letter 
bcHnb or packaged lEDs appears in Appendix Q. 

c. limit access to die executive office area strictly. 

d. LIMIT PUBUCrrY ABOUT THE EXECUTIVE TO A BAKE MIND^^ 
biographies short; provide min^ai information diat would reveal executives personal 
interest and hobbies, and consider using outdated photographs if a publicity photograph 
is absolutely csiscntial 

e. Avoki working alcme late at lu^t and on days when the remainder of the staff 
is absent 

f . If late night work is necessary, work in conference rooms or internal offices 
where observation finom the outside of the building is not possible. Notify security officers 
tiiat you will be working late and ask that they look in periodically. Executives should 
enter and exit several offices, mming lights on and off before going to their own offices to 
disguise the purpose of their activities to outside observers. 

g. Avoid placing of office furnishings direcdy in front of exterior window 

2. Official Business Away From The Office 

The following suggestions reinforce efforts by executives to maintain die hi^ 
level of security provided in the home or ofiBce environment while on official business 
outside these locations. 

a. Discuss security lequirenients with die person planning die fii^ 

b. Tiavd to and from the fimctionwidi escorts. 

c. Choose die route carefuDy. 

d. Do not publicize planned attendance at official fimctions unless requi 

e. Attempt to sit away from bodi public areas and windows. 

f • Encourage the sponsor(s) of the function to close the curtains to minimize the 
likelihood diat anyone outside wiU be able to see inside and determine who is attending the 
functim and where they are located. This is extremely important for an evening function, 
when a well-lit interior can be eaaly viewed from a darlcened exterior. 

g. Request external floodU^ts be used to iUuminate die area arouiul the building 
where an evening function will occur. 
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3 . Local OfTidal and Unonicial Travel 
a. General Practices 

(1) Vary your daily pattern as much as possible. Leave and return at different 

times. 

(2) Consider escorts to and from wotk, or travel with a neighbor. 

(3) Establish a simple duress procedure between executives and drivers. 
Any oral or visual signal will suffice (i.e., something that the executive or driver says or 
does only if something is amiss). 

(4) When using a taxi service, vary the company. Ensure that the 
identification photo on the license matches die driver. If uneasy for any reason, simply 
takeanodiertaxi 

(5) When attending social functions, go widiodiers, if possible. 

(6) Examine car before entering to see if there has been any interference. A 
small minor on a rod is a cheap and effective method to inspect underneath cars. Do not 
touch the vehicle until it has been thoroughly checked Qook inside it, walk around it, and 
Icx^ under it). v 

(7) Do not leave personal items exposed in the car, e.g., uniform items, 
service issued maps, official briefcases, etc. 

(8) Use the same precautions when you drive a privately owned vehicle 

(POV). 

b* Security Practices While Driving 

(1) Keep car doors locked. Do not open windows more than a few inches. 

(2) Never overioad a vehicle, and all persons should wear seat belts. 

(3) Always park vehicles in parking areas diat are either locked or watched 
and never pa^ overnight on die street Before entering vehicles, check for signs of 
taziQ)ering. 

(4) Keep die trunk locked. 

(5) Where feasible, drive in die inner lanes to keep from being forced to die 

curb. 

(6) Use defensive and evasive driving techniques. Drill with your driver by 
watching for suspicious cars and taking evasive action. 

(7) Avoiddrivingclosebehindodiervehicles,especially service trucks, and 
be aware of activities and road cmditions two to three blocks ahead. 

(8) Beware of minor accidents that could block traffic in suspect areas; 
especially crossroads because they are preferred areas for terrorist or criminal activities as 
crossroads offer escape advantages. 
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(9) Actions to take if attacked: 




Procedures 

a. Bocricairiine seats at the last iDomenL Consider using an alias. 

b. Restrict the use ofxank or tide. 

c. Do not allow unknown visitors in hotel room or suite. 

d. Keep your staff and your family members advised as to your itinerary and 
subsequent changes. However, clearly and emphadcally restrict this infomiation to those 
having a need to know. 

5. Home Security Practices and Procedures 

a. Check perscms entering the premises; e.g., electricians, plumbers, telephone 
maintenance personnel Ifindoubt,caUtheirofficetoverify their identity before aUowm 
them in your home. 

b. Do not open the door to a caUer at night until the caller is identified by 
examination throu^ a window or door viewer. 

c. Qose curtains in a room before turning on lights. 

d. Consider placing the telq)hone where you will not be seen from doors or 
windows when answering. 

e. Investigate household stafif (especially temporary staff). 

f. Always be on die lockout fOT the unusuaL Ensure home is locked and secure 
whenever die residence is unattended . Be cautious upon return. 

g. Note and report suspicious persons. 

h. Stricdy omtrol house keys. 

i. Place car in a locked garage. 

j. Be alert for the unusual; e.g., the movement of furniture or the placing of 
unusual wires. 
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k. Consider the fitting of a panic alarm bell to the outside of the house with 
switches upstairs and down. 

L Qear the area around the house of dense foliage or shrubbery. 

ID. Test your duress alarm if available. Make certain the members of your family 
understand how diey work as well as the importance of dieir use. 

n. Cooperate with law enforcement personnel and abide by their security 
recoomiendadons concerning your home*s security. 

6. Security at Social and Recreational Activities 

The risk of terrorist incidents is always present for high-risk personnel or 
persoimel assigned to high-risk billets. Life must go on nevertheless, llie following 
measures are intended to permit executives to continue living as close to a normal life as 
possible while still reooaining mindful of the hsks to their security. 

a. Ensure the host is aware of your need for security and takes appropriate 
coeasures. 

b. Have your personal staff assist a civilian host if required. 

c. Arrange for visitors to be subject to adequate security control. 

d. Screen the invitation list, if possible. 

e. Vary times of sporting activines, e.g., golfing, jogging, etc. 

E. COMBATTING TERRORISM TRAINING FOR EXECUTIVES 



1. High-Risk Billets and/or High-Risk Personnel 
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2. Travelers to High and/or Potential Physical Threat Risk Areas 

Personnel en route to potential physical threat risk areas (as identified by the 
Assistant Secretary of Defense for Special Operations and Low-Intensity Conflict), should 
attend one of the following courses: 




Bg this one-week course 

^ . ^ . 'Middle East, Latin America, 

ASa/Pacific, and Aftica), the history, and psychology of tenorism, personnel combatting 
temxism measures (vehicle, personal airiine, and physical security), and hostage survivaL 




miliiary, and individual security fBcms associated with die region. 

c. Training may also be given by installation security personnel who have been 
trained at the Antiterrorism Instructor (^uahfication Course iAlQC) at Fort Bragg. NC 
F. PROTECTIVE SECURITY DETAILS 

1. General Discussion 

a. Each Sendee can provide protective sendee teams for key senior military 
officers, DoD civilians, other VS. Government officials or foreign dignitaries requiring 
personal protecticn. 

b. Assignment of Protective Security Detaas(PSDs) to Service members is made 
by each Service Secretary upon recommendations of then- counterintelligence and/or law 
enforcement investigation staffs. PSDs are assigned to DoD personnel who meet 
rec^nrements established by Service regulations. 

2. General Security Concept 




3. Maintenance of Low Profiles 

a. Protective Security Details are trained in the ait of m a int ai nin g low profilg 




b. Toward that end, PSDs will strive to keep travel routes and means of 
transportation to be used by the protected person from being pubUcized. If this cannot be 
accomplished, the PSD noay suggest editorial changes to the itinerary scheduled for release 
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to limit details of planned travel feom public disclosure. For exanqile, routes to and from 
announced appgintnients usuaUy need not be leveal^ 

4. PSD Mission Duties 

a. During the course of a PSD mission, members of the PSD may be asked to 
perform several different security functij^s. 




bJ Tbe attitude of the i»otc«:tcd pcrscm is critical to the success idf the PSD 
mission. Protectees do have a right and a responsibility to make their wi^es known with 
respea to tiieir personal security; they also have an obligaiion to listen carefiUly to Ae head 
of the PSD who i^ tnuned amd^M in making reasonable 

judgments atx>ut iiuuiageabk risks. PSD nicmbers ahderstand their function is inhcrendy 
intrusive, and that protectees can eaEsily resent the loss of privacy that accompanies the 
protection offered. On the other hand, PSDs have jobs to do, not merely to protea 
executives, but to help safeguard mission critical asscts^-senior military and civilian 
leaders. 

c- One of the most demanding ifunctions placrf on VSD s is to limit the ability of 
individuals to circulate and approach the protectee. 




d. DoD personnel who are provided PSDs and niust condupt ofiRcial business or 
hold social engagements in large rooms ^ take several sjteps.^ minixpize die disruptions 
to such funcdons asjmay occur as a result 6f good s eqintyjpractices. 
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G. EXECUTIVE PROTECTION SYSTEM INTEGRATOR 

1. This chapter has focused on supplemental security measures used to address 
tenorist threats to senior High-Risk Personnel within the Department of Defense. 

2 Various methods and measures have been discussed that provide increments of 
security over and above the base Icvd of security provided ID aU Dob person^ 

an installation, a facility, an activity, or a uniL In naaidng decisions lo allocate protective 
t^ources to enhance the security of scmor ofBccrs and senior DoD officials, it IS cs^ 

to bear in mind such measures must be jqipUed systematically. 

3. Additional security measures impleinented to protect high-risk persons in the ofBcc 
environment must be earned over to official fimctions conducted outside the ofBo^ The 

security measures must also be extended to the protected persons' private lives, and 
dqiending upon the namre of the threat, the lives of their dependents a s well 

4. The converse is equally tni< 






^ ^ ^ protected persons, their staffs, 

colleagues, and^fandlies, it'may be prudent to radically alter living and woridng 
arrangements tiian to try id augment security in a piecemeal manner. For example, it might 
be prudent to house high-risk personnel within a DoD installation rather than to try to 
secure a detached, private residence at substantial distance from the operations base of a 
re^KMise fnce. 

5. The key to successful executive protection is to ensure the level of protection 
affoided, by physical security measures, operational procedures in fbc office and at home, 
and protective security details, is constant The level of protection must be matched to die 
threat, and must be sustainable. 

6. Executives have a special responsibility to set a personal example of combatting 
tenotism awareness, of attention to personal, family, office, information and operatiOTS 
security concerns, and of combatting terrorism security measures implementation. By 
doing so. they inake their coUeagucs and suborfinaies niore aware, iiwre consent 
security environment, and less likdy to be victimized by tenorist attacks. 
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CHAPTER 14 



HOSTAGE SURVIVAL 



A. INTRODUCTION 

1. Despite implementation of a DoI>-wideooait>atting^^ 

MJpersonnd may stin become kidnap hostage victims. This chapter provides techniques 
hdpful to hostage and kidnap victims in surviving their oideal wi& dignity and self re 
Kidnappings and hostage-taking affert family members as well al the victim This chapter 
discusses several measures families may wish to implement to help them through their 
ordeal. 

2. AU DoD personnel, both military and civilian, have special obligations as 
representatives of the U.S. Government and as professionals in the field of military affairs 
and international security, to conduct themselves in captivity in accordance with domestic 
and international rules, laws, and policies. This chapter concludes witii a discussion of 
DoD pohcies or behavior during peacetime detention. 

B. HOSTAGE SURVIVAL 

Several specific measures can be implemented in tiie event tiiat DoD-affiliated 
personnel become the victim of a kidnapping or hostage-taking episode. While preventive 
measures taken may have postponed an incident, eventually it may occur. If so, tiie 
question then occurs: ik}w what should be done? 

1 . Measures to Be Taken During Capture 



a. During tiie initial moment of capture, the victim must make an instant 




14-1 

FOR OFFICIAL USE ONLY 



»:7 



DoP O-2000.12-H 



potential victim. 




; Situation IS ] 

stq)s: ^^^^^^""^ 

(1) Resist panic; remain calm; MAKE NO SUDDEN MO^^ 

(2) Regain your ccmposiire as quickly as possible after capture, face your 
fears, and try to master your emotions. 

(3) JHHHHHH^^^^BHHjl^^^Hf^^ your 

your intention tolHpRl^ipRn^nHI^MaDSra 

(4) ANTICIPATE ISOLATION AND TERRORIST EFFORTS TO CC)NF^ 




(6) Try to prepare yourself mentally for the simation ahead as much as 
possible. Stay mentaUy active. 

e. After the initial shock of capoire wears off, bodi the kidn^>per^ 

stabilize dieir onotions and begin to plan for the future* The terrorists may divulge 
infomiation about themselves, their organization, dieir goals and objectives. They may 
share their demands, and they may even begin to discuss loles and responsibilities the 
victim or victims will have in the future. 

f. Those taken hostage also should begin to make an emotional transition from 
being a ^^victim" to being a **survivor." The following actions help in this process: 

(1) Take mental note of the direction, time in transit, noise, and other 
environmental factois that may help you identify y our locatioiL 

(2) Note the numbers, names, physical characteristics, accents, personal 
habits, and rank structure of your captofs. 

(3) Carefully consider the requirements for and consequences of escape. 
2. Surviving Detention 

a. Being held hostage is one of the most stressful and difficult circumstances 
conceivable. Several factors make this situation especiaUydifficdt for ixianyvi 

b. Hrst, there are often few or no relationships between actions of the victims and 
their hostage stams. Unlike prisoners of war who are captured and incarcerated as a 
consequence of their participation in a war, hostages are almost always innocent victims of 
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circumstance, at least in their own thinking. Hostages have a difficult time i ma g i n i n g or 
understanding why anyone would want to kidnap them or hold tfaeim hostage. 

c . Second, kidnappings and hostage-taking events occur as ugly surprises, totsOEly 
disrupting plans and activities for an unknown period of time. Surprise is often very 
stressful; for those individuals who take special pride in making and fulfilling 
commitments, such events can be emotionaUy shattering. These individuals are easily 
tattled when thrown ofif schedule or when their daily, weekly, or monthly plans are upset 
Being kidnapped is the ultimate surprise party-no one knows in advance (except the 
kidnappers, and even they might not have planned for so many "guests") and no one 
knows when or how the episode will end. For victims, but especially those who arc 
especially schedule onscious, the stress level can be life-threatening in and by itself. 

d. Third, kidnap victims and hostages are usuaUy isolated from all outside 
contact While they may have access to radios and televisions, tiiey are never allowed to 
call their families, friends, or colleagues. Even if seized in large groups, victims are often 
separated and held individually or in small groups. In some prcumstances, separation 
fiom the grbup can compound anxiety and fear, especially if the victims are separated from 
their children, elderly parents, or spouses. 

e. Fourth, and perhaps most important victims must come to grips with a whole 
host of (intangibles and unknowns. Once the trauma of initial capture has subsided and the 
victims have adjusted to the total loss of freedom and being placed in a position of complete 
dependence on their captors, other uncertainties begin to manifest themselves in the 
victims' behavior and demeanor. Victims wonder who knows of tiieir predicaments, what 
is being done to bring the episode to a dose, who will take caie of "things" in tiieir 
absence, what is going to happen next and perhaps most imponandy, when is tiiis episode 
going to end? 

f . Kidnappers will frequendy undertake certain actions to increase the degree to 
which victims become dependent upon them. Victims can expect to be stripped of 
wristwatches, calendars, and even eyeglasses. These actions are all part of a concened 
plan by terrorists to exacerbate die psychological hazards associated with being kidnapped 
or taken hostage: claustit^hobia, loss of sense of time, and isolation from society. 

g. Victims of kidnappings and hostage situations report they were often placed in 
dark, confined surroundings for prolonged periods. The victim must be able to 
compensate feelings of depression, adjust to living alone, and offset die demoralizing 
realization tfiat human contacts they may have for die foreseeable future are likely to be 
quite hostile. 

h . To maintain a sense of order, personal dignity, and personal functionality, die 
following measures should be implemented by each kidnap victim or hostage: 

(1) Try to prepare yourself mentally for die situation ahead as much as 
possible. Stay mentally active. 

It is difficult to avoid speculation on what lies ahead, but victims of 
kidnapping and long-term hostages secnaed to handle periods of captivity by building 
elaborate plans for dieir ftmire upon release. Americans held hostage in Lebanon dunng 
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4e 1980s, for example, taught each other collegiate-level courses from memory, designed 
plans for a dairy farm to the smallest detail played chess on a self-made board with self- 
crafted pieces, and studied one another's religicm. 

(2) Be arole model 

If die victim remains calm during captivity, it is easier for temrists also to 
remain calm. If you treat yourself, your fellow hostages, and your captors with respect, 
you can often esqwct similar treatment from your captors. 

(3) Be extremely couneous and polite to the terrorists. 

Polite and courteous bdiaviar extended towaids capton emphasiTTS die 
nonbelligexent atdtnde of victims towaids captors. In so doing, such behavior conveys 
infcnmatioo that reinforces earlier and continuing messages that die victim is not an 
inamediate threat to their welfare or securiQr. 

(4) Try to build human relationships. 

Identify those captors with whom you can communicate and attempt to 
establish a relationship wiA one or more of them. Do not debate or argue, but try to 
discuss neutral issues. 

(5) Talk in a normal voice. 

Avoid whispering when talking to other hostages, or raising your voice 
when talking ID a terrorist Whispering suggests conspiratorial behavior, plots of escapes, 
and die possitrility that victims miglit mm on captors. Whispering among hostages caii be 
perceived as quite threatening to terrorists and result in further emotional or physical 
harassment of hostages or worse. Similariy. loud conversations widi terrorists can be 
interpreted as an indication of dangerous, bellicose, and doeatening behavior by hostages. 
Such an intopcetadon might result in fimher detecioiaiion of conditions for hostages. 

(6) Read anyAing you can find to keq> your mind acdve. 

While the library available to kidnapping victims may be quite limited, 
reading is still an excellent activity to keep one's mind active while m ai nt ai n i n g vigilance, 
offering no overt acts of qipoaticn, but no overt acts of cooperation widi captors ddier. 

(7) Eat whatever food is offered to you to maintain your strengdL 

Kidnap victims rarely gain weight during duar captivity. However, eatiiig 
enough to maintain body weight and sustain proper fimctionbg of die immune system is 
important If kidnap victims lose too much weight by not eating available rations, diey can 
become seriously ill In so ddng, diey may develop medical conditions which exceed die 
medical resources and skill of the kidnappers and dieir external sources of assistance, if 
any. 

(8) Exercise daily. 

Prisoners of war and long-term hostages enqihasize the importance of 
maintaining as fit physical condition as possible. Exercise not only strengthens die 
physical duraWHty of die victim, U gives added naentalstrengdi as well Exercise and good 
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physical conditioning also increase resistance to disease which naay be a by-produa of 
dietary changes or inadequate food, poor living conditions, and general emotional 
deprivation associated with victim status. 

(9) Establish a slow, methodical loudne for eveiy task. 

It is important tteu hostages and kidnap victims develop routine bdiavior. 
Such routines are helpful in many ways. First, routine behavior helps to reassure guards 
that the hostages pose no immediate threat to Aeir welfare. Having survived the trauma of 
initial capture, hostages and kidnap victims need to avoid provcridng their captors into 
physical violoice against them. Secmd, routine behavior helps to pass time on the one 
hand, aixl maintain a sense of time, ^ace, and purpose on the other. Third, routines help 
ensure die healdi and safe^ cf vicdms if dieir conditions degrade over time. 

(10) Ob^ ttnorist <x6as or commands. 

Victims of kidnappings or hostage-taking are often put into very 
dangerous, onerous, humiliating situations. Under such circumstances, victims should 
obey tenorisi orders or commands. Obedience to orders or commands need not be swift, 
cheerful, or overtly enthusiastic, but it should be sufficient to maintain a balanced 
relationship between die hostages and their captors. 

(11) Be alert always for signs or signals from outside for rescue efforts. 

(a) Oneof the hallmarks of the DoD Combatting Terrorism Program is 
the well-trained DoD member or dependent who remains sensitive to his or her security 
environment ai all times. Even in captivity, victims must try to remain alen for changes in 
the environment, to expect the unexpected. 

(b) Listen for unusual sounds that seem out of place or inconsistent with 
usual activities. Such sounds might include helicq)ter blades beating in the air, high 
performance aircraft overhead, diesel engine sounds in the neighboring street Watch for 
unexplained changes in guard behavior, unexplained increases or decreases in civilian 
traffic observable from one's place of detention, or other signs of unusual activity on the 
part of die terrorists. 

(c) There are also some discrete measures victims of kidn^pings and 
hostage-taking should refrain from taking because such measures generally increase the 
risk of physical violence to die victim widiout increasing oppoiunities for escape. 

(12) Do not ^gravate your abcbictofs. 
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Given the emotionally cbaxged atmosphere sunounding a kidnapping or 
hostage situation, discussions of politics and teUgion are likely to be even more emotionally 
charged than normal. Under die stressful conditions of a temaist kidnapping or hostage 
situation find otiier topics to discuss with die terrorists, at least until some degree of 
mumal respea has been established Even dien, try to steer conversations away from 
topics which arouse strong emotions in oAer victims or the tenotists. 

(14) Do not coo5)lain. act bdligeremly, or be uncooperative when dealing with 
die terrorist or other hostages. 

(15) DO NOT LET YOUR BODY LANGUACffi SEND UMNTENDED MESSAGES OF 
HOSTEJIY AND ANTIPATHY TO THE TERRlMUSTS. 

When many people speak, tiiey talk not only witii their vtMces hot witii 
tiieir»x)dies. The way peoptetiUtiicir heads, naovctiieir hands, and hold their bodies arc 
often .oxponant cues about emotions and future actions. Placing hands just above each hip 
and leaning forward while speaking is often interpreted as defiant or aggressive speech, 
regardless of ti»e words and tone of voice used. Turning away from a speaker is often 
interpreted as an insult or an act of hostiUty. Victims must become sensitive not only to 
what tiiey say. but also how otiiers might hear and view such conversations. 

(16) Do not refuse favors offered by die terrorists if join^^g^ 
them or cause further harm to the health and safety of all hostage 



Hus includes offers of food, beverage, tobacco, etc Such gesmres may 
indicate nodiing at all; diey might indicate an interest in building a relationship which can 
1 :er be used to win release or bring an end to die episode. 

(17) Do not hesitate to answer questi(His about yourself. 

During informal conversations witii terrorists and captors, victims can 
sometimes develop human relationships by conversing widi dwircapiois and responding to 
personal questions diat do not require discussion of die victims' positions. responstbiUnes. 
purposes of travel, except if your position, post, or purpose of travel poses an additional 
threat to the tcrnnists or to dieir ideologies. 

(18) Do not wony about your £unily. 

One of die advantages of being a D6D employee is being pan of a large 
organization widi substantial resources on call to provide support to famiUes in crisis. In 
die event diat DdD personnel are involved in a kidnapping or hostage-taking episode, dieir 
fanriHes are notified and kept informed of die situation. In die event DoD personnel had not 
completed some of die preparations suggested above widi regard to wUls. powers of 
attorney, and odier legal matters. DoD personnel and dieir dependents will be assisted, 
eidier by DdD activities. Service activities, or odierrdief organizations. TheDeparmi«itof 
Defense does not knowingly abandon femiHes of DoD personnel or dependents caught up 
in a hostage or Itidnaqiping situation. 
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3. Conduct During Interrogation 

Depending upon the personality of terrorists holding the victims hostage, the 
purpose of seizing hostages, and the prominence or position of the hostages, the terrorists 
may elect to interrogate victims. DoD persoimel should be guided by the following 
principles in responding to questicms posed during such interrogations: 

a. Be prepared to explain aU izxfoniiation in your luggage and around your s^ at 
the time of capture. 

b. Take a sirxiple position that you fed coinfortablewidi, and stick 

c. Do not discuss or divulge any classified information that you may possess. 

d. KEEP YOUR TEMPER UNDER CONTROL AND BE PCXJm^ 

C. GIVE SHORT ANSWERS, TALK ABOUT NON-ESSENTIAL THINGS, 
f. Donotbelulledbyafiriendly aiq;noadi. 

g* If required to inake a puUic statement, identify your statemem as being 11^^ 
m^nse to the demands of your captors. 

h. Retain a sense of pride and faitii in yourself, your government, and your 

religion. 

4. Release 

Episodes of kidnapping and hostage-taidng do end, and often with no loss of life 
or physical injury to the victims. The psychological casualties suffered by kidnapping 
victims are difficult to assess, as are the casualties incurred by victims families, friends, 
and colleagues. Nevertheless, hosuge and kidnapping episodes can end as a result of 
fatigue on the part of the terrorists, negotiations, or te rrori sm counteraction. The manner 
by which an episode comes to an end will have considerable bearing on measines that are 
most appropriate; since victims cannot predict the outcome of a hostage situation 
beforehand, die following measures to aid hostages at the end of an episode should be 
reviewed and iflq)lementtd as a^ipn^niate: 

a. Rescue 

(1) Donotrun,becausedieterToristsmay shoot you. Even if you can, do not 
pick up a gun to assist rescue forces. You will probably be handcuffed, searched, and 
possibly gagged and/or blindfolded. As a ccnnmon procedure for rescue forces, this must 
be done until everyone is positively identified. 

(2) In die event an armed rescue effort is mounted, victims should be alert to 
their surroundings and be prepared to follow instrucdons of rescuers. The following 
specific measures should be in^lemented at die first indicanon of a rescue attempt: 

(a) DROP TD THE FLOOR AND REMAWSTTLL. 

During the rescue attempt, both the hostage and the rescue force are 
in extreme danger. If the facility confining victims is breached by rescue forces, drop to 
the floor immediately, and lie as flat as possible. 
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(b) AVOID SUDDEN MOVEMENT CXI Man(»^. 

Rescue forces are trained to assume that teiroiists will (a) resist 
rescue efforts or (b) will attempt to flee in a rescue attempt is undertaken. The trained 
response of such fcjrees to any moveoaent is to shoot first, ask questions later. 

(C) WATT FOR INSTRUCTIONS. 

After <niler has been restored by rescue forces, there may be sooae 
moments when the victims may be handled roughly or ordered up against the waU. >^ctims 
may be handcuffed, searched, and even gagged until the rescue farces have positively 
identified all persons. This procedure is common to special response teams and hostage 
rescue teams and is en^k^ed for their safety as well as the safety of hostages upon release. 

b. Voluntary or Negotiated Release and Episode Termination 

(1) Many kidnappings and hostage-taking episodes end as the result of 
successful negotiations between the kidnappers and law enforcement authoities or because 
the kidnappers and/or hostage-takers exhaust their sources of supply and wish to terminate 
die episode without additional risk of injury to tiiemsdvcs or anyone else. While these 
endings to hostage siuations are less dramatic than tiiose brought to conclusion as a result 
of forcible rescues, the termination of die episode has much die same effea on hostages 
and kidnap victims. 

(2) The following discussion applies to all victims, regardless of the manner 
b> which the episode was brought to an end. 

(a) Be prepared to face the media. 

Terrorist events have become media events, even if the terrorists and 

the families of kidnapping or hostage situaticms wouM prefer otherwise. As survivors of 
di£Bcult ordeah, the victims wiU be encouraged to speak out on their experiences. Just as 

die terrorists stripped away virtually all privacy and dignity during die victinas' captivity, so 
too will some members of die press seek out answers to die most demeaning, humiliating, 
or private questions conceivable. Many victims want to share dieir stories, but are 
shocked, angered, and humiliated by their treatment at die hands of the press. Therefore, 
victims need to recognize that press interviews can be very difficult; many survivors of 
tenorist inridrpff retum to ncnnal life more eaaly by minimizing dieir interaction witii the 
press. Many axe aiiq)ly iU-prepaied for interviews. 




14-8 

FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 




2 A good general response to all press inquiries is to note the 
simple joys of freedom and thai given a choice between being free and being a hostage, 
being free is far superior. 



(c) Understand Aat feelings of guilt and a doseness to your captors are 
nonnal psychological resulis of a hostage experience. (See ^pendix U.) 

1 The reentry of a ttnorist incident survivor is a difficult 
experience. Several problems must be overcome. Rrst, former hostages must leacquaint 
themselves with die world in general and their Uttle piece of the worid in particular. It does 
not matter how long hostages may have been held, the fact that ibcy were in circumstances 
oo which they were totally dependent on the largess of others has a profound impact 
Virtually everything changes for hostages upon their release, and it takes some time for 
them to adjust to die world. 

2 Hostages also experience a wide range of emotions, exaggerated 
in all dimensicms if the survivors were pan of a larger contingent in which there were some 
casualties and deaths. Survivors typically must confront several questions: 

Why me? Why did I become a victim and not some other person? 

2 Where casualties or deaths occurred' and the survivor was not 
iriiw or severely injured, the question is often inverted. 

Why not me? Why was I allowed to live while odiers were 

chosen todie? 

± Often d»ere is anger directed at the U.S. Government or the 
Dq)aTtnient of Defense. 

Why did you allow this to happen to me? Why did you not 
rescue me sooner? Why did you let me suffer? 

S These are difficult questions to answer, and survivors and their 
families may benefit from psychological support and social services in the aftermath of 
surviving a terrorist incidenL Chaplain, medical and law enforcement victim assistance 
offices located on DoD installations can provide assistance to DoD personnel and their 
dependents; ti» U.S. Einbassy staff can also provide assistance to D6D personnel and tiieir 

. dependents assigned to embassies. 
*C. THE ROLE OF THE FAMILY 

DoD personnel can help dieir families deal witii the trauma of kidnapping and hostage- 
taking by preparing tiiem for what might happen. Such preparations include 
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implementation of the secniiiv 

of specific family securi^ contingency plans. 

- 1 . Family Contingency Plans 

- a. Evciy fmnly shonld develop its own system of mrnmimicating dmcss- 

Notes from parents to children should include a code phrase, word, or set of 
alphanumeric characters that can be understood by the children as authenticating the 
message. Telephone conversations should begin or end widi similar codes so that parents 
and childira know whether or not the discussicm is voluntary or is occuiri^ 

b. All family members should assemble a personal history and/or information 
sheet, preferably in dieir own handwriting, which can be used as an aid to Uwe^ 
and intdUgence oGBcials in the evem of an incidenL 



(1) This sheet should contain inforactaticxi items identified in Hgure 14- 



• Name 


• Prescription for eyeglasses, if used 


• Nidkname 


• Chronic Blnesses 


• Plaoe and date of birth 


• Special medicines and instnictions tor 




their use 


• Address of principal residence 


• Pharmacies regularly used 


and telephone number 




• Address of secondary residence 


• Vehicles (types and Bcense) 


and telephone numt>er 




• Precise physical description 


• School (type. dass. address, names of 


(e.g.. height* weight, scars, tattoos 


teachers) 


prostheses, dentures, etc.) 




• CXher identifying characteristics 


• Recent irfonnation on ecfcicationai 


(e.g., birthmarks, physical handicaps. 


quaircations, specializations, hobbies. 


etc.) 


etc. 




• mionnation about friends reskling 




in diverse bcaBUes, including their 




teleohone numt)ers 



Figure 14>1. Personal History and/or information Sheet 



(2) The preparation of a brief family member oral history on a standard 
cassette xecoiding might also be a helpfiil item to include in every DoD fiunily's combatting 
tenorism and security plan. Reading aloud the information written down on the family 
member personal histoiyAnformadon dieet will provide a sample of the family member's 
voice. This sample can be used to help identify voices on recordings mailed to the 
audiorities or media oudets in the event of a kidnapping. 

c. Family legal documents including wills and powers of attorney should be 
i^dated at least annuaUy; keep copies at home and die originals in a secure place. 
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Discuss with your family what they should do in the event of your abduction. 
Make a packet containing instructions, money, airline tickets, credit cards, insurance 
policies, and Ae name of whom to caitact for survivor assistance. Be sure to discuss what 
should be done if one of the parents is kidnapped by terrorists. The family should resolve 
the following issues: die continuation of education for the children; if and when tiie family 
might relocate as a result of the kidnapping; and the disposition of family property. 
Holding these discussions and undertaking these preparations will ease worries about 
family mattcTS during csptivity in the event you are taken hostage or are kidnapped 

2. Family Crisis Response 

a. The family almost always faces die first inqiact of a kidnj^ing alone. If the 
kidnapping happens at home, family members are often anxious witnesses to die crime; if 
die kidnaping occurs outside home, the family usually teams of the siniatkm via telephone 
can. After requesting aid from the installation secmi^ ofiBoe, the intelligence activities, die 
unit security office, and the local police, family members should take no further action. 
They should wait at home to provide assistance to crime scene investigators and specially 
trained Uw enforcement personnel skilled in kidnapping and/or hostage release 
negotiations. 

b. Kidnap negotiations require specific preparation and professionalism. They 
should be entrusted to trained persons who can form a task force. This force should 
include an autfioritative representative of the family. The task force should manage every 
aspea of die case and should delegate one member and a substimte to negotiate directly 
with die kidnappers. 

c. Concurrendy with die creation of die task force, dieTainily should seek help 
ftom chaplains or others skilled in stress management Remaining calm under 
excaacdinarily difBcult circumstances is critical to die successful resohition of a kidnapping 
and hostage-taking episode. Rnally, one must remember diat everything, even diis period 
of anguish, comes to an end. Whatever die outcome, die kidnap victim's family must 
know diey did cverydiing humanly posable to be reunited widi tiieir loved one. 

D. DoD CODE OF CONDUCT 

1. The Code of Conduct (Rgnre 14-2) as promulgated by Executive Order 10631, 
(reference gg)) and as amended by Executive Order 12017, (reference (hh)) outiines basic 
responsibilities and obUgations of members of die U^. Armed Forces. All members of die 
Armed Forces arc expeaed to measure up to die standards embodied in die Code of 
Conduct Aldiough designed for prisoner of war situations, die spirit and intent of die 
Code of Conduct is applicable to Sendee members subjected to odier hostile detention. 
Service members should conduct diemselves in a manner diat shall avoid discrediting 
diemsetves and their country. 

2. The Code of Conduct does not formally apply to civilian employees of die 
Depaiiment of Defense. As representatives of die U.S. Government, however, diey are 
expected to conduct diemselves in a manner consistent widi die spirit and intent of die Code 
of Conduct 
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CODE OF CONDUCT 
ARTICLE I. I AM AN AMERICAN, nCHTING IN THE FORCES WHICH 
GUARD MY COUNTRY AND OUR WAY OF LIFE. I AM PREPARED TO GIVE MY 
LIFE IN THEIR DEFENSE. 

AkTICLE II. I WILL NEVER SURRENDER OF MY OWN FREE WILL. IF 
IN COMMAND, I WILL NEVER SURRENDER THE MEMBERS OF MY COMMAND 
WHILE THEY STILL HAVE THE MEANS TO RESIST. 

ARTICLE m. IF I AM CAPTURED I WILL CONTINUE TO RESIST BY ALL 
MEANS AVAILABLE. I WILL MAKE EVERY EFFORT TO ESCAPE AND AID 
OTHERS TO ESCAPE. I WILL ACCEPT NEITHER PAROLE NOR SPECIAL 
FAVORS FROM THE ENEMY. 

ARTICLE IV. IF I BECOME A PRISONER OF WAR, I WILL KEEP FAITH 
WITH MY FELLOW PRISONERS. I WILL GIVE NO INFORMATION OR TAKE 
PART IN ANY ACTION WHICH MIGHT BE HARMFUL TO MY COMRADES. IF I 
AM SENIOR, I WILL TAKE COMMAND. IF NOT, I WILL OBEY THE LAWFUL 
ORDERS OF THOSE APPOINTED OVER ME AND WILL BACK THEM UP IN 
EVERY WAY. 

ARTICLE V. WHEN QUESTIONED, SHOULD I BECOME A PRISONER OF 
WAR, I AM REQUIRED TO GIVE NAME, RANK, SERVICE NUMBER, AND DATE 
OF BIRTH. I WILL EVADE ANSWERING FURTHER QUESTIONS TO THE 
UTMOST OF MY ABILITY. I WILL MAKE NO ORAL OR WRITTEN 
STATEMENTS DISLOYAL TO MY COUNTRY AND ITS ALUES OR HARMFUL TO 
THEIR CAUSE. 

ARTICLE VL I WILL NEVER FORGET THAT I AM AN AMERICAN, 
nOHTING FOR FREEDOM, RESPONSIBLE FOR MY ACTIONS, AND DEDICATED 
TO THE PRINCIPLES WHICH MADE MY COUNTRY FREE. I WILL TRUST IN 

MY God and in the United States of America. 



Figure 14*2. Code of Conduct 

3. DoD Directive 1300.7 (reference (ii)) prescribes three levds of training in the 
content and appUcaAon of the Code cf Conduct: 

LevdA: AH Mentos of die Aimed Forces. 

LevdB: Penonnd s^iose nnHtaiy role entails moderate lisk of capture. 

Levd C Personnel whose roles entail a relatively high risk of captatt or make 
them vulnerable to gieater-than-average ex|doitadon by a captor. 

4. Appendix W contains detailed education objectives associated widi eadi Article in 
the Code d Conduct Level B training widi particular enq)hasis on condua during periods 
of OMifinement or detention by terrorists is reco mmen ded for die following DoD military 
and civilian persfxinel: 



14-12 

FOR OFFICIAL USE ONLY 



DoD O-2000.12-H 



a. Defense attaches and their staffs. 

b. Individuals assigned to High-Risk Billets. 

c. Members of Military Assistance Advisory Groups assigned to countries 
assessed as Hireat Levels CRITICAL, fflGH. or MEDIUM 

d. Members of Mobile Training Teams assigned to countries assessed as Threat 
Levels CRITICAL. fflGH, or MEDIUM. 

e. Qvilian employees of the Department of Defense assigned to countries 
assessed as Tlircat Levels CRTnCAL. HIGH, or MEDIUM. 

f . DoD PerscHuiel assigned to units with responsibility for Posonal Security 
Detacfamenis or cou niei ieiTOri sm policy implementation. 

5. HieDcpaitmentoftheAirFonxandtheDepartmentofthe Army have several 
excellent films and video tapes that can be used in conjunction with this Handbook to 
improve understanding and appUcation of the Code of Conduct by DoD personnel and their 
dependents to terrorist hostage and kidnapping situations. 

6. Specific guidance for DoD personnel in implementing the Code of Conduct in 
terrorist captivity situations is as foUows: 

1 . If assigned in, or traveling through, areas of known terrorist 
activity, U.S. military personnel shall exercise prudent antitcrronsm 
measures to reduce their vulnerability to capmre. During the process of 
capnirc and initial internment, they should remain calm and courteous, since 
most casualties among hostages occur during this phase. 

2. Surviving in some terrorist detentions may depend on hostages 
conveying a personal dignity and apparent sincerity to the captors. 
Hostages may discuss nonsubstantive topics such as sports, family, and 
clothing, to convey to the terrorists the captive's personal dignity and 
human qualities. They shaU make every effort to avoid embarrassing me 
United States and the host government The purpose of that dialogue is for 
the hostage to become a "person" in the captor's eyes, rather than a mere 
symbol of his or her ideological hatred. Such a dialogue also should 
strengthen the hostage's determination to survive and resist A hostage also 
may listen actively to the terrorist's feeling about his or her cause to support 
tiie hostage's desire to be a "person" to tiie terrorist However, he or she 
should never pander, praise, participate, or debate die terrorist's cause with 
him or her. 

3. U.S. miUtary personnel held hostage by terrorists should accept 
release unless doing so requires them to compromise tfieir honor or cause 
damage the the U.S. Government or its allies. U.S. miUtary personnel 
must keep faith with their fellow hostages and conduct themselves 
according to tiw gitidelines of tiiis enclosure. Hostages and kidnap vicmm 
who consider escape to be their only hope are authorized to make such 
attempts. The hostage must weigh carefully the unique circumstances of the 
terrorist siniation and all aspects of a decision to attempt escape. 
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E. HOSTAGE SURVIVAL SUMMARY 

1. AldKwgh the DoD Comix)Dents have ixiq>lemen^ 

Program, there is always a possibility that a DoD-afiiliated person may be taken hostage or 
kidnaped. This chapter has presented specific steps to be taken immediately to ensure 
survival as a hostage. In addition, implementation of the measures desctibed in Ais diapter 
will allow hostages to survive widi dignity. Preservation of dignity, a sense of self-wcnth, 
and a sense that behavior during the period of confinement was honorable is critical to the 
kng-term mental and physical health of die victim. Implementadon cxf measures by DoD 
dq)endents is essential so that fetmily members can provide support to hostages during and 
after a terrorist episode. Family membezs. too, must be ptcpand so that di^, too, can 
retain a sense that their behavior during ifaeoisis was hoooiaUe and he^rfiiL 

2. Tenorist qnsodes do end. Inq>lementarion of hostage survival measures oudined 
in this chapter is die foundatim upon which life after die ccmdusicMi of kidnapping and/or 
hostage will be builL 
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CHAPTER IS 

TERRORISM CRISIS MANAGEMENT 
PLANNING AND EXECUTION 

A. INTRODUCTION 

L C3iapter 1 introduced the DoD Combatting Ten^ 
both a preventive and reactive phase. Chapters S through 14 have dealt with many 
elements of prevention. The DoD Combatting Terrorism Program concept builds on a 
foundation of terrorist threat analysis and the preparation of an integrated threat estimate. 
The integrated threat estimate examines the interactions among the following elemmts: 

a. Tcntjrist threat (provided by the intelUgence comnaunity); 

b. Risk of tenorist attack (provided by the DoD CoxxqK>nent military and civilian 
staff at eadi echelon); 

c. Vulnerability of DoD Components to terrorist attack (provided by the DoD 
ccxx^nent military and civilian staff at each echelon); and 

d. Assessment of asset criticality to DoD missions and functions (provided by 
DoD coQqx)nent nmlitary and civilian staff at eadi echdcxi). 

2. On the basis of the Integrated Terrorist Threat Estixriate^iniUtary coQunw 
civilian managers as qjpropriate develop and inclement a plan to reduce the likelihood of 
terrorist attack (terrorism prevention) and mitigate its effects should it occur. Preventive 
measures include terrorism awareness, education, and training; physical security 
enhancenmts at the installation, facility, and DoD personnel residence level (if necessary); 
and personal protective measures including education, training, and even classroom or 
residential instruction for DoD-affiHatedpersormd aiKl their dependents. 

3 . Notwithstanding efforts to prevent terrorist incidents at DoD facilities or involving 
DoD-af51iated personnel, military commanders and civilian managers must also include the 
develc^nnent of a terrorism crisis management plan to cover such contingencies when 
preventive efforts do not succeed. The purpose of this chapter is to review elements of a 
terrorism crisis management plan and examine iii^lementation of the plan in the event of a 
terrorist attack on DoD-affiliated persons or DoD facilities. 

B . TERRORIST INCIDENT CRISIS MANAGEMENT PLANNING 

The establishment of a mechanism to respond to a terrorist incident is an essential 
element of the DoD Combatting Terrorism Program. NormaUy, the installation, base, or 
uni t commander identifies an office or section, or designates persotmel firom various 
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sections, who act as the principal planning agency for special threats and who comprise the 
operations center during an actual crisis. Hus office creates a crisis iiianageiijsnt phn to 
meet the threat. Developing a Tcnorist Incident Crisis Management Plan will probabty 
draw on plans for other emergency situations which may arise on or near a DoD 
installation. In some instances, planning for disaster assistance, emergency evacuation of 
an installation or facility because of a hazardous materials incident, or cmmnal madents 
such as bank robber and/or hostage-barricade will provide a good emergency planning 
and/or incident management planning baseline. The fbUowing elements enter mto the 
prepaiaiion of a iBiTQrist inddem crisis management plan: 

1. Intelligence 

Crisis management plans should consciously allow for the gathering of 
information before, daring, and after an incidem. TTiis is vital, both to the uilormgof 
preventive measures and for inqilementation of crisis management opcmons. THe 
inteUigence collection plan should noic restrictions on coDectioo and storage of mfonnanon, 
property segregating intelligence. counterinteUigencc, and law enforcement information. 
Tbtlhn should include identification of persons responsible for liaison and cooidinanon 
of information regarding the threat of terrorism among local. State, Federal, and host- 
government audiorities. 

2. Integrated Terrorist Threat Estimate 

a TTie terrorist incident crisis management plan should identify terrorist threat 
groups tfiought to pose problems in the near, mid-, and long term. The plan should 
^cate whether or not these groups are operating adjacent to die installanon or facility, or 
iqnesent threats to units or personnd deploying firom dje installation to odia loca^ 

b As part of the integrated tenorisi threat estimate, issues of risk, vulnerability, 
and criticality should be addressed. Hie integrated dircat estimate should identify those 
types of terrorist weapons wWch might pose the greatest risk to DoD assctt <» the fiw^ 
It should assess die ability of die facility to maintain mission capability m die event of a 
tenorist attack, identifying recovery and reconstitution of assets available withm die 
installation, fiom adjacent DoD installations or fedUties. from neartjy host-govoTament 
fadHties, and from die local economy. The integrated tenorist dneat estimate should also 
identify which assets are critical to which missions supported by die installation and 
personnel assigned to it It shoukl also identify critical assets. 

3. Security Countenneasures 

a Tlie tenorist incidem crisis inanagemem plan shoukl identify dements from the 
DoD Threat Condition System CTHREATCONs) appropriate for employment ^ part of its 
terroristinddentcrisismanagemeniexecution. THe THREATCON System is discussed ui 
greater detail in Chapter 17. 

b Tlie plan should also identify a variety of security countermeasuresdiat might 

be employed in response to an incident, storage locations of dedicated security 
cLteSncLures equipment, and die usual availability of eicpe^ent security equipm^t 
S^ed to implei^nt die plan. For example, first aid kits, traffic control flares traffic 
control cones, and tactical poUce radios are usuany stored in law enfoiceinentvehic^ 
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houses, and security checkpoints just inside &e main entrance to an installation. Portable 
floodlights, traffic barricades, and auxiliary power generators that might be necessary to 
contain or resolve in incident are usually stored in a civil engineering or facilities 
maintenance yard. 

4. Operations Security 

The terrorist incident crisis management plan should address the various 
mfrhanigm by which terrorists can collect intelligence regarding activities or personnel at 
an installation or facility. TTieplan should identify specific operations security measures to 
be taken to offset as many collecti<» techniques as possible. 

5 . Personnel Security 

The plan should outiine afBrmarive steps that should be taken to provide a ddition al 
protection to critical DoD assets assigned to an installation or facility in response to teno^ 
threats, the risk of attack on those assets, and the vnhicrability of missions and capabiUties 
to the loss of such assets. DoD personnel who are "mission-critical" should be made aware 
of the terrorist threat in general and their importance to missions in particular, additional 
educational and training requirements for such personnel should be addressed by the plan. 

6 . Physical Security 

The terrorist incident crisis management plan should be closely incorporated with 
overall installation and facility physical security plans. The plan should be coordinated 
with all military construction plans as early as possible to determine whether or not 
additional antiterrorism measures should be included in the design and construction and/or 
modification of existing or new facilities. The plan should also review facility intrusion 
detection systems, their usual mode of operation, maintenance schedules and history, and 
p lann ed upgrades in the face of identified threats. 

7 . Security Structure 

The plan should identify key DoD, local. State, Federal, and host-government (if 
any) agencies, offices, or departments that should be contacted in the event of an 
emergency. In addition, the plan should identify points of contact with the Staff Judge 
Advocate or General Counsel office as appropriate. The plan should specify points of 
contact among military, civilian. Federal, and host-nation law enforcement organizations 
for routine sharing of information, routine joint security activities, joint training and 
exercises, and joint or combined responses to incidents as appropriate. The plan should 
include copies of all law enforcement, fire services, and public health mutual aid 
agreements between the installarion or facility and other local, state or federal agencies. 

8. Operations Center Training 

a. The terrorist incident crisis management plan should identify an emergency 
operations center that will be activated in response to an emergency or terrorist incident 
The plan should include an inventory of communications, computing, and inteUigence 
information coUection and dissemination capabUities within die center. The plan should 
also note the location of the media center to be established in the event of an inadent. The 
plan should note further die kxation of a dedicated crisis intelligence staff faciUty. 
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b. The plan should also discuss training and exercises to be conq)leted by the 
emergency operations center staff as pan of the terrorist incident crisis management 
process. Training goals and objectives ^ould be identified, and plans to remedy problems 
uncovered in previous exercises should be presented 

9. Reaction Force Training 

a. The terrorist incident crisis managernent plan should include a detailed 
assessment of response for training and readiness. The assessment should address the 
knowledge of laws and policies governing the use of force and use of deadly face in the 
protection of DcD assets. The plan shouM klentify speci& training requirements which 
m ember s of the response force should meet, as wdl as additional functional traimng. 

b. For example* members of tiie reaction force; Le., Special Reaction Team 
and/or Emergency Service Team (SRT/EST), hostage negotiators, protective services, 
drivers for hi^ridc persormel, installation and/or base and/or urut antiterrorism planners, 
and persoimel responsible for tiie terrorist analysis input to the installation/base/unit threat 
analysis, caimot perform their mission without specialized training. In addition, 
appropri ate m emb ers of the installation planning team should be trained in installation and 
facility physical security planning such as those offered by die U.S. Army Corps of 
Engineers and die U.S. Army Military Police School (USAMPS). 

c. Where traiiung has nm been cooipleted, the plan should identify resource 
schedule requirements necessary and sufficient to con^lete such tiaiiung. 

10. General Observations 

a. The tenorist incident crisis mana^nsent plan should also address 

issues: 

(1) Iiicident reporting requirenients(e.g., logs, jouriials,afiBr-actionrepm 

(2) Apprq)riaie management and support of news media coverage of an 

incident 

(3) Adequacy of oonamunications within the installation or facility, between 
the installation and local law enforcement resources, and the adequacy of communications 
between the fadUty arid the appropriate DoD coi^)onent head. 

(4) Potential requirement for foreign language and OT hearing and/or speech 

iuierpreter. 

(5) Identification of personnel with various foreign backgrounds to provide 
cultural intelUgence on foreign subjects and victims, as well as to assist with any 
negotiation efifcns* 

(6) Explosive (Hdnance disposal (EOD)siq)porL 

(7) Purchaseand/oruseof civilian vehicles, supplies, food, etc., if needed 
Qnduding use to satisfy a hostage demand). 

(8) Payinents to civilian employees for overtime if required 

(9) Messing, billeting, and transportation of civilian personnel. 
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b- Appendix X provides a checklist of issues to consider when developing or 
fev^ixan| ^ crisis tii^^ cohtains a sample 

t en ' dri st ikddfei^ tnaxiagement piab fdrtnat that My be in the 

devclc^p^^ ^ n< ^ > 

C. XNTTIAL RESPONSE 

1 • Onset of a Terrorist Incident 

a. The onset of a laiuii st incident begin^ with the^ j^ an mla^wful act of 

violence of threatened violence. Detecdon may result from routine, smveillance performed 
by an installadon^ or facility intrusion defection systesu guaxjd or security fpr^?, or aware 
DoD-af51iated perscms. Once detection erf ^criminal act ^o^njrs, an initial^assessment must 
be p erfoDPed by the first tespcHiding security or law enf o rceme n t perspnndl Four cridcal 
quesdcHis nmst be answered immediately. 





Figure 15-1. Initial Security Force SKuailbn^sil 

at Onset of Criminal or Terrprtsi Inqldem^ 
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2. Initial Response Force 




The installation and/or base commander, depending upon established standard 
andAR- standing operating procedures (SOPs). activaies die installation's ccmunand centa, 
notifies ^^^K-u^ response forces, and immediately repons the incident to the appropiiate 
superior militaiy command operations centers, military investigative agency, FBI, civilian 
authorities, and if a foreign incident, to host-nation authorities and the U.S. Embassy, as 
required. 



4. The Operations Center 
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5. Confirmation 

a. Since jurisdiction depends on whether the crime is a terrorist incident, it is 
inqxirtant for the response force to identify the type of incident as quickly as possible. If 
the FBI or host nadon assumes control, then the response force must be prepared to 
coordinate the operational handover and assist as needed 

b. The iiiitial or specialized respcxise forces may be required to pTD^ 
perimeter security or be prepared to manage all aspects of an event 




installation and/or base response forces must therefore always be prepared for the most 
resource-demanding contingency. This level of readiness requires considerable 
susiainment training. 

D. FOLLOW-ON RESPONSE 

The response to a terrorist incident varies depending on the nature and location of the 
incident Recognizing that many incidents do not develop beyond the first phase, there are 
generally three distinct phases throu^ whidi an incident may evolve. 

!• Phase I: Locally Available Resources 

Phase I is the 




2 . Phase 11: Augmentation of Initial Response Force 
Phase n is the augmentation of the initial response force 
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3 . Phase HI: Commitment of Specialized Comiterterrorist Resources 




4. Response Sequence 

a. A typical response sequence to a terrorist incidem for which DoD personnel 
remain respon^le for containnient and resolution is lS-2. 

b. Figure lS-2 addresses the straightforward case within the United States, its 
territories, and its possessions where DoD components perform all three phases of terrorist 
incident crisis management— inidal response, containment, and crisis resolution. The 
process outlined here applies to those instances overseas where SOFAs permit DoD 
components to manage terrorist crises on tiieir own authority. The following section 
addresses those situations in which host governments or the FBI assimie responsibility for 
manag ing thc Containment and rescdution phases of a tecxorist inddent 

E. TERRORIST INCmENT RESPONSE: SHARED AUTHORITIES 
AND JURISDICTIONS 

a. As noted in Chapter 4 above, it is customary and usual for military coaunanders 
and civilian managers to assume responsibility for initial response, containment, and 
resolution of criminal incidents that occur on D6D f acilities within the 
territories, and its possessions. 




I installaticm military commanders and civilian managers have reqx)nsibility 
and authority for making an initial response and co ntaining and resolvin gCTminaHnddents 
occurring within their installation. 
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FIflure 15-2. OoO Management of Terrortst incident From Initial 
Figure lo.* Response Through Resolution Phases o1 Crisis 

F. SPECIAL CONSIDERATIONS 
TlK foltovwng special considetaiions apply 
1. Establishing Communications 



I 





to respond to changing needs 
laoacnt and be abb to maintain, over a prolonged period, the commumcanons 

channels included in the antiterrorism plan. 
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2. Evidence 

Although the primaiy goal is ending a tenoiist incident withont injury, another 
goal is die successful prosecution of terrorists. Wimess testimony, photogr^hic evidence, 
etc., arc important in achieving a successful prosecution. Maintaining die continuous chain 
of custody on evidence obtained during an incident requires docnmcnting die location, 
control, and possession of die evidence firom the time custody is established until 
presenting die evidence in court Failure to maintain die chain can result in exclusion of the 
evidence. Types of evidence for which die chain must be established include: 

a. Hiotogiaphs taken during die inddenL 

b. Phyacal evidence, iricluding any iiBm(s) used by the tenoiists. 

c. Tqieieconiings of oonvenations between tenoristsaiid hostage tii^otiatcrs. 

d. Reports prepared by die miliiary police who initially responded to die incident 

scrae. 

e. Eyewimess testimony. 

f. Denaand notes or odier written messages prepared by die terrorists. 

3. Disposition of Apprehended Personnel 

Apprdiended military personnel must be handled according to Service regulations 
and s^plicaUe installation SOPs. In die U.S., civilian detainees must be released to die 
FBI or U.S. Federal Marshals for dispositicm. In foreign incidents, civilian detainees will 
be processed according to die SOFA widi diat particular country. The Staff Judge 
Advocate (SJA) should be consulted prior to releasing any individual to host-nation 
authonties. 

4. Reports 

Reporting to higher headquarters is an important elemem in any special tiocat or 
terrorist simation. Each Service and command have a reporting procedure diat requires a 
timely report of die incidem to higher military audiorities. The crisis management plan 
should dictate required reports and timelines for notification. An after-action report should 
be prepared widun seven working days after termination of die event This should include 
all staff journals and odier documentation to include detailed information concerning 
disposition of evidence and captured individuals. The SJA and law enfoccenoent personnel 
shouU ensure dus vqKA is in sufBdett detail to meet prosecution requirements. 

5. Public Affairs 

Principal public affairs objectives of an tetrarist inddem crisis management plan 
are to ensure accurate information is provided to die public Qncluding news media) and to 
communicate a calm, measmed and reasonable reaction to die ongoing event PubUc affairs 

programs are designed to: 

a. Identify terrorist activities as criminal acts not worthy of public support 
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b. Reiterate U.S. policy on texrorism that identifies all tenorist acts as criminal 
acts, mandates no concessions to terrorists, refuses to pay ransom, and isolates those 
raaaos identified as encouraging, supporting or directing terrorism. 

c. Suppoxi DoD public affairs strategy on releasing information pertaining to 
antiterrorism plans, operations, or ftm«s invdved in antiterrorist opcraiicxis. 




(2) When U.S. military antiteirarist fmoes are employed, the Department of 
Defense provides a spokesman for dealing only with antitenorist military operational 
matters. On military installations, the Department of Defense may delegate the public 
affairs responsitnlity to a designated DoD rqnesentative. 

(3) Tbt DoS coordinates public affairs during terrorist incidents overseas. 
The DoS may delegate the pubUc affairs rBsp<msibility to a deagnated DoD representative. 

(4) The Office of the Assistant Secretary of Defense (Public Affairs) is the 
single point of contaa for all public affairs aspects of U.S. military antitcrrorist actions. 
While there is no mandatory requirement to release inf onnatira, installation commanders 
are advised to exercise pradent judgmmt on such matters. 

(5) When the operations center is activated, it should include the activities of 
the Public Affairs Office (P AO) and media center. The media center should be located in a 
separate location away from die operations center. The PAO wiU prepare media releases 
and conduct briefings at the media center during the incident The PAO will use 
information obtained from participating operations center activities. Information released 

the PAO will be cleared by tiie operations center and die commander. The PAO must be 
fully apprised of the situation as it develops. The media representatives should not have 
direct access to hostages, hostage takers, communications nets, or anyone directiy involved 
in a tenorist incident unless die PAO has cleared such contact with die operations center. 
DoD experience widi noedia representatives has shown tiiat bringing diem in early under 
leasooable conditions and restrictiions commensurate widi the risk and gravity of the event, 
providing diem dioroug^i briefings, maintains DoD credibility and preserves freedom of 
informaticm. A^iendix AA provides addiricHial guidance. 

6. Immediate Post-Incident Actions 

During die ^TmiviHiat^ post-incident phase, medical and psychological attention, 
along with oUier support services, should be given to all personnel involved in die 
operation, including captured terrorists. A final briefing should be given to media 
personnel; however, dicy should not be permitted to visit die incident site. Because of die 
criminal nature of die terrorist event, die site must be secured until die crime scene 
investigation is completed by die appropriate investigative agency. It is also imperanve to 
recoid every acticHi diat occiDTed during the incident 

7. After>Action Reporting 

a. Indieaftermadiof a terrorist incident die operations center personnel review 
all die events and actions to revise die dxreat estimate, if necessary, and determine die 
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effecQveness of the annterronsm plain/ 'Ali pcrsbhnel involved in the antitenx>rism 
operaticm should be debriefed and the debriefinp recorded in aocordaiioe with Service OSD 
Agency rtquiiements pursuant to DoD 0*2000. 12 (reference (a)). Tliis infonnadon will be 
used to develop lessons learned and after-action reports. It is the responsibility of the 
military installation commander or the civilian manager of a DoD agency activity to ensure 
all required after-action reports are prepared and subsequently reviewed with 
representatives of the Staff Judge Advocate's and/or General Counsel's office as 
appropiiate* 

b. The aftor-action repon should be prepared in a format that is cori^ 
^he Joint Utuversal Lessons Learned System (JULLS) operated for the Chairman of the 
Joint Chie£s of Stafif.^ A sample ficxmat appears as Figure lS-3. 



Joint Universal Lessons Learned System (JULLS) 
JUIXS Report Format 

JUU.S Number Unique 10 Digit Nunt>er, Point of Contact. Phone « 

Exerelse/Operation Name 

Keywords Quidc Database Searches 

Title Title of Individual Lesson Learned 

Diseussion DetaBed Nanative 

Lessons Learned How to Succeed; Pmt)lems Encountered; Solutions 

inplemented 

Urfonnatton Other Commanders Can Use! 
Reco'nmended Actions Suggested Changes in Procedures. Organization, Equipment 
Com: ents Recommended Disposiion 

Held Codes Sut)ject: e.g.. personnel, logistics, doctrine, etc. 

Intemperabaiy: planning, training, organizatbn, etc. 
Echelon: pint staR, major command, field unit, etc. 

JULLS is operated bf the Joint Center for Lessons Learned 
Joim Staff , J-7 Evaluston and Analysis Division 
in accordance with MCM-86-90 dated 12 June 1990 



Figure 15-3. Sample JULi.S Report Format 

c. It is also inqKHtant to capture information on terrorist events that may have 
been averted due at least in pan to Ae successful inq)leanitation of antiterrorism noteasures. 
Hence, all DoD activities sbould repon on incidents which appear to have been aveited as a 
result of or at least are coirelated in time and in place with antiteiiorism measures put into 
effect Following the JULLS foraoat, the reports should include infonooation on the threat. 



The Joint Universal Lessons Learned Sysiem and its use by DoD Oxnponents is prescribed in Joint 
Chiefis of Staff Policy Memorandom S3, "Military Capability Repotingr March 28, 199L Operation 
of die JULLS is exempt from die lequiiemems of DoD Directive 77S0J, "Management and Control ot 
Infonnation Requirements/ August 7, 1986 (leferenoe Qj) pursuant to the waiver provided in paxagoph 
E.4.b)- 
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its cstiinated capability, its estimated intentions, its history, a description of measures 
adopted upon receipt of warning information, and an assessment of the results of 
andtenorism measures^ 

G. TERRORIST INCIDENT CRISIS MANAGEMENT SUMMARY 

1 . The purpose of this Handbook is to provide information necessary and sufficient 
to reduce the risk of terrorist attack on I>d[)-affiliated petscmnel facilities, materiel, and 
assets, and mitigate the effects of such attacks should they occur. This chapter has 
enqihasized 4e ixiq>artance of planning, preparing, and training installation, facility, and 
uiut security personnel to respond to criminal incidents. Sudi incidmts may or may not be 
politically motivated, and may therefore be, not be, terrorist in nature. The intent of Ae 
perpetramr(s) at the initial onset of an incident may be ambiguous at best; die jeq)ardy or 
potential dango^ to DoD assets will be mudi dearer. 

2. Notwithstanding the apparent motivation of perpetrators of criminal acts on DoD 
installations, in DoD fa cilities, or against DoD personnel, the incident must be joined. 
contained, and resolved. 




3. There are two different sets of special concerns related to crisis management 
planning as Ae result of terrorist acts. The first is die specific security problem f<x civilian 
managers and military commanders posed by bomb threats. This is addressed in Chapter 
16. The second is the challenge of maintaining an installation's day-to-day operations and 
routines at an advanced level of preparedness directed by the DoD Terrorist Threat 
Condition (THREATCON) System. This subject is discussed in Chapter 17. 
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CHAPTER 16 



BOMB THREAT AND BOMB RESPONSE PROCEDURES 



A. INTRODUCTION 

1. Tenorists have ftequendy used homemade explosive devices (Improvised 
Explosive Devices or EDs) in canying out their attacks against DoD personnel, facilities, 
andassets. These are ideal terrorist weapons. They are made at relatively low cost; the 
components of many lEDs are common items which can be obtained from many sources 
and are difficult to trace. EDs can be large or small, and can be designed so that they are 



B. DISCOVERING BOMBS 

1 One can ask the question: "Where have tcrroiists placed bombs in the past and 
where should we look for them?" There is no easy answer. Figure 16-1 Usts a few 
obvious locations that should be examined; terrorists using bombs as tiieir weapons of 
choice can be very creative in designing and placing their weapons; the Ust is illustrative, 
notodiaustive. 

2 Bombs can be found anywhere people can place them. Without becoming 
paranoid and seeing a bomb under every rock and behind every tree, the practical answer 
is: "Where they can be easily placed witfiout the bomber being caught" 

C. DAMAGE AND CASUALTY MECHANISMS 

1 lEDs and other explosive devices inflict casualties in a variety of ways. Figure 
16-2 summaries the mechanisms by which explosive devices cause casualties. 
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Rgure 16-2. Damage and Casualty Mechanisms from Bombs and lEDs 




Ic the f unli cr away from a bomb, the safer the intended 
targets are. Blast e£fects, fiagmentatioQ injuries, and injuries resulting from 
flying debris dinodnish greatly as the distance between a bomb and possible targets increase. 
The amount of material in the device, the type of explosive material, the manner in which 
the device is constructed, and the location or container in which it is placed all have a 
bearing on die ^)eci£k desmictive potential far each lED. 

3. There are, however, four genenl rules to be foUowed: 

a. Move as far away finom a snspidous objea as possible without being placed m 
fimher danger from other hazards (traffic, secondary sources of explosion such as POL 
storage in the event the device detonates, etc) 

b. Stay out of **Iine of sight" of object, thereby reducing hazard of injury as a 
ccmsequence of direct firagmentation; 

c. Keep away from glass windows or other materials which could become 
additional flying debris; and 

d. Remain alen for addidonal or secondary explosive devices in the immediate 
area, especially if the existence of a bomb threat evacuadon assembly area has been highly 
publicized. 
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detonate a much more substantial device in idendfied bomb threat evacuation assembly 
areas. Such attacks are especially haimful because the evacuation assembly areas often 
concentrate govermnent or commercial office workers more densely than they are when 
dispersed throughout their usual workplaces. 

D. RESPONDING TO BOMB AND/OR IMPROVISED EXPLOSIVE 
DEVICE THREATS 

Appropriate responses to take when a suspected improvised esqilosive device (lED) is 
discovered are outlined below. 

1 . Telephonic Threat 

Suspicion that an lED is within an establishment often stems firom a threatening 
anonymous telephone call. Treat the call seriously even though subsequent investigation 
may prove it to be a false alarm or hoax. Appendix Z provides advice on handling 
anonymous telephone calls. 

2. Response to Telephonic Threat 

a. Upon receiving an anonymous warning or threat, notify the Provost Marshal's 
Office (PMO). Security Police, Security Forces, or other law enforcement and/or security 
offices immediately. Local standard and/or standing operating procedures (SOPs) 
determine subsequent actions. Imnaediate action may include search witiiout evacuanon, 
movement of personnel within the establishment, partial evacuation, or total evacuation. 
Appendix A offers two approaches to the coUection of information from a person reporting 
a bcMnb or uttering a threat 

b. Figure 16-3 provides some criteria to be used in evaluating a bomb threat 




Figure 16-3. Bomb Threat Evaluation and Facility Evacuation Criteria 
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c. The criteria outlined above are mtgbded id be an aid to militaiy comman dcr and 
civilian management judgment, not a substitute for it Each situation must be carefully 
assessed. 

3 . Searching for a Suspected lED 

a. Hgure 16-4 summarizes the types of searches may be employed when 
searching for a suspected inqirovised e^losive device. 




Figure 16-4. Searches In Response to Bomb and/or lED Threats 

b. Searches can be undertaken in response to a telephonic threat or a report of an 
unidentified object on or n ear premi ses occupied by DoD pensonneL 

4. Search Procedures 

a. Figure 16-S outlines procedures that should be followed if a search for 
explosive devices must be conducted before qualified E3q>losive Ordnance Disposal (EOD) 
tean:is arrive. Such circumstances might arise in the event of a very shnt warning period. 
In other instances, a threat of a bomb against some facilities, if true, might necessitate 
evacuation of a very large area. In such circumstances, searehing for the presence of an 
explosive device for the purpose of identifying its iocaticm, appearance, and possible 
operating characteristics may be wairanted. 




Rgure 16-5. Expedient iED and/or Bomb Search Proceduresf 

b. In general, personnel who have not been trained in IED seardi and identification 
techniques should rcfrainfin^^mdertaldng searches for such devices. 




iding upon the devices used to arm and trigger an IED, the search 
ss couicfactually result in an explosion. 

c. EOD teams are generally best prepared to conduct effective searches and 
identificaticm of lEDs and exploaves. 
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5. Search Organization 

The person controlling the search should possess a means of tracking and xtcoixiing 
the search results; e.g., a diagram of the area. Delegate areas of responsibility to a search 
t^m leader who should report to the person conDx>Uing ^|escaic|^^te^ 
cleared. 



h area has been 




6 • Evacuation Procedures 

Evacuation procedures depend upon circumstances. Prepare, publicize, and 
rehearse evaciiation plans in advance, Adidxess alarm systems, assonbly areas, routes to 
assembly areas, personnel evacuation response, building and area clearance, and 
evacuation drills. 

7. Alarm System 

The bomb threat alarm system should be easily distinguished from the fue alarm. 

8. Assembly Areas 

a. Assembly areas are preselected and well known to personnel Establish a 
clearly defined procedure for the controlling, marshaling, and checking of personnel within 
the assembly area. If buildings or establishments are in a public area, coordinate assembly 
areas with local police. Assembly areas are selected using criteria illustrated in 
Hgure 16-6. 




Figure 16-6. Emergency Assembly Area Selection Criteria 
b. As discussed below, efforts should be made to preserve locatiOT uncertainty 
key perscHuiel who evacuate a facility iq)on nodce of an emergency. 

9. Routes to Assembly Areas 
ion of the suspected lED and alternate routes. Routes prevent confusion and 



TOCaDOn 
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bunching, and avoid potential hazards; eg., plate glass, windows, and likely locations of 

10. Personnel Evacuation Response 

Upcm hearing the alann, peisonnd shouW lock up or secure all classified materia 
conduct a quick visual search of their immrdiafr working area, open windows ^erever 
possible, leave the building taking only valuable personal belongings, leave doors open, 
and immediately proceed to the assembly area. Opening the building will reduce internal 
damage as a consequence of blast effects and will mitigate to some degree the extent of 
debris flying out of or Calling ftom die building should ia deionaticxi occur. 

11. Building and Area Qearance 

Establish procedures to ensure threatened buildings and areas are cleared and to 
prevent people from reentering the building. Establish a cordon to prevent personnel from 
entering die danger area. Establish an initial control point QCP) as ±t focal p(rint for the 
PMO and formilitary police control 

E. EVACUATION DRILLS 

Periodically practice evacuation and search drills under the supervision of the 
installation or unit senior officer. Hold drills in cooperation witii local police if possible. 
Avoid unnecessarily alarming personnel and civilians in a<Sacent premises. 

F. INCIDENT CONTROL POINT aCP) AND CORDON 

Cordon suspicious objects to a distance of at least 100 meters and cordon suspicious 
vehicles to a distance of at least 200 meters. Ensure no one enters die cordoned area. 
Establish an ICP on die cordon to control access and relinquish ICP responsibility to the 
PMO or local police upon dieir arrival Maintain die cordon until dw PMO and/or Security 
Policy and/or Security Faces ot local police have completed dieir examination or state diat 
die coidm may stand dowiL 

G . DISCOVERY OF A SUSPECTED lED 

When a suspidoos object has been found, its location, and general description should 
be reported immediately to die nearest law enforcement or supervisory person. Do not 
touch or move a suspicious object Hgure 16-7 summarizes steps to be taken foUowing 
discovery of a suspicious otijecL 

H. REACTION TO AN EXPLODED lED 

1. Hgure 16-8 summarizes action to be taken in the event that an explosive/ 
inqiovised ejqdosive device detonates at a DoD facility. 

2. CSv iliati management officials and subordinate military c omman d er s continue to 
have importam personal roles to fulfiU during a bomb and/or ED attack on DoD person 

facilities, and assets. These responsibilities are summarized below in Figure 16-9. 

3. Execution of steps outiined in Figure 16-9 will provide substantial assistance to die 
crisis management team and give odier personnel constructive, supportive actions to be 
taken to assist resolution of die crisis. Care must continue to be exercised, however, diat 
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additional explosive devices are not concealed to be detonated during the midst of rescue 
operations. Such attacks add to the physical damage and emodonal devastation of bomb 
and/or lED attacks. 




ngure 16-7. Actions In Response to Discovery of a Suspicious Object 



Explosion Without Casualties 

(1) Maintain the cordon. Allow only authorized personnel into the explosion area. 

(2) Fight any fires threatening undamaged buildings if this can be achieved without risicing 
personnel. 

(3) Report the explosion to the PMO and/or Securtty Police and/or Security Forces or local police 
if the^ are not yet on scene. 

(4) Report the explosion to the installation operations center even i an EOD team is on its way. 
Provide as much delal as possS)le:e.g.» time t>f explosion, number of explosions, cobr of 
smoke, and speed and spread of fire. 

(5) Ensure a dear passage for emergency vehicles; e.g., fire trucks, ambulances, etc.. and 
corresponding personnel is maintained. 

(6) Refer media inquiries to the PubGc Affairs Officer. 

(7) Establish a separate Information Center to handle inquiries from concerned friends and 
relatives. 




ngure 16-8. Actions Following Detonation of Explosive Device 
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-^^"•■•v'^''' Reporting ^ 
An peisonnel should pass availabie Mornuttion to the opeiations cemer 
Do not delay reports because of lack of Monnatton^report what you kno^ Do not take risks 
to otrtain inf ormattoa 

Include the foHowing Monnation in your report: 

(a) Any warning received and 8 so. how it was received. 

(b) kientity of the per5on(s) who discovered the device. 

(c) How the device was discovered: e.g.. casual discovery, orgartized search. 
Location of the device-give as much d^ as possiile. 

(e) Time of (Ssoovery. 

(f) Estimated length of t^ the device has been in its location. 

(g) Description of the device-give as much detail as possUe. 

(h) Safety measures takert 

(9 Suggested routes to the scene. 
0 Ariy other pertinent irtfonnation. 

Emergency Assistance to Authorities 
Upon arrival, ensure PUO and/or Security Policy and/or Security Forces, and other 
emergency response urtits from tocal po&ce. fires and rescue, and EOD are not impeded from 
reacf^ the ICP. Help mairttain crowd control and emergency sen^ioes access to the site. 
Evacuate through the doors and windows of buildings. 





Locate. Wentify. and make wltneSfWUHBireThvestigative agency represeraaTives 
when they arrive on scene. Witnesses include the person(s) who discovered the device, 
witnessed the expbsion, or possesses detailed knowledge of the buMing or area. 



ngure 16-9. Assistance to Crisis and/or Threat Management Team 
I. TERRORISM AND BOMB AND/OR lED RESPONSE SUMMARY 

Use of bcnnbs and lEDs in ^ oxnnnssion of tenoiist attada against DoD pe^ 
fodlities, and assets is an all too common occnrmoe. The procedures outlined above aic 
intended to help aDoD facility nspoad to an attack hefan an explosive device detraates. 
The procedures discussed are also intended to help mitigate the consequences of an attack 
in the event that efforts to find an explosive device and render it inoperable are not 
successful Incurring die costs to DoD facilities and installations aS detecting an explosive 
device and terminating a terrorist incident before die device can detonate are almost always 
preferable to exercising plans and options to respond to a detonation. Several of the 
security measures discussed in preceding chapters will help reduce the likelihood of a 
successful bomb and/or lED attack against DoD assets. 
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CHAPTER 17 
DoD TERRORIST THREAT CONDITION SYSTEM 

A. INTRODUCTION 

1. As part of the Dq)artiiieiit of Ddense's comprehensive q>proach to oombatting 
terrorism, a coomson framewoik of protective measures against terrorist threats has been 
developed for implementation by all DoD Gonqx)nents. Hie purpose of this chapter is to 
expand on terrorist incident crisis management planning by describing the general 
framewoik of the DoD Terrorist Threat Condition System and its i£iq)Iementation among 
various DoD Components* Before doing so, however, it is inqxxnant to differentiate three 
different concq>ts: ^ ' 

a. Terrorist Threat Level; 

b. Temxist Threat Cbndinon System (THREATCONS); and 

c. Defense Readiness Conditions (DEFCONS). 

2. While diere is a relationship among the three concepts underpinning these tenns, i^ 
is not a linear <me. 

B . ENVIRONMENT AND FORCE READINESS DESCRIPTORS 

Terrorist Threat Level, Terrorist Threat Condition System, and Defenseiteadmess^ 
Conditions are very different concepts. Althou^ somewhat interrelated, the purposes 
these concepts serve are very different, and their specific use has vasUy different 
ramifications fortixe DoD Con^nents. 

1 . Terrorist Threat Levels 

a. As noted in Chapter 5 above. Terrorist Threat Levels are one word descriptors 
which suxmnarize the DoD-level intelligence analysis of the threat of terrorism to DoD 
personnel, facilities, materiel, and assets on a country-by-country basis. There are five 
Tenorist Uneat Levels: 

(1) QriticaL 

(2) High, 

(3) Medium. 

(4) Low. 

(5) Negligible. 
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b. Using the six dneat factors described in Chapter 5, m 
tenorist threat levels to individual countries based on assessments of information obtained 
from all souices. Figure 17-1 illustzates the applicadcn of these direat analysis factors to 
generate terrorist dneat levels. 





Threat Analysis Factors 


THREAT 
LEVEL 


Existence 


Capability 


History 


Intentions 


Targeting 


CRITICAL 


• 


• 


B 


B 


• 


HIGH 


• 


• 


• 


• 




MEDIUM 


• 


• 


• 


B 




LOW 


• 


• 


S 






NEGLIGIBLE 




0 








• Factor must be prsssnt " Factor may or may not be prasant 
The factor. Security Environment, wtiicti assesses the ability of police, paramilitary, and military 
institutions to preserve social order, may be a mitigating factor. Countries which have effective internal 
security institutions may be assessed at a lower threat level on thai basis. 



ngure 17-1. Terrorist Threat Analysis Factors and Terrorist Threat Levels 



2. Terrorist Threat Condition System 

a. The Terrorist Threat Condition System (TEiREATCONs) describes the 
progressive level of protective measures implemented by all D6D compcments in response 
to tenorist threats in accordance with DoD Directive 0-2000.12 (reference (a)). The 
tenninology, definitions, and specific recommended sectnity measures are designed to ease 
inter-Service coordinaticm and support of DoD Component comlntting terrorism efforts. 

b. There are five Terrorist Threat Condition (THREATCON) Levels. The 
circimistances under widdti and the purposes of each protective posture are as follows: 

(1) NORMAL. Applies when a general threat of possible teiTQiist activity 
exists but warrants only a routine security posture. 

(2) ALPHA. Applies when diere is a ^neral direat of possible terrorist 
activity against personnel and installations, the nature and extent of which are 
uiqnedictable. 

(3) BRAVO. Applies when an inoeased and more predictable threat of 
terrorist activi^ «dsts. 

(4) CHARLIE. Applies when an incident occurs or intelligence is received 
indicating some fonn of tentorist acdcn against personnel and installations is imminent 

(5) DELTA. Applies in the irnrr^M»t^ area where a terrorist attack has 
occurred or when intelligence has been received that terrorist action against a specific 
location is likely. Normally, THREATCON DELTA is dedared as a localized warning, 

c. Declaration of THREATCONs is the prorogative of die inilitaiycoinmander or 
the head of DoD Components. As a general rule, lower echelons within each DoD 
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Component should adopt texrorist threat measures consistent with the TEIREATCON 
dedased by the QNCs, their subordinaie component commanders, or the heads of the D6D 
Conoponents: 

d. Specific THREATCON measures s^piopriate for land installations, ships, and 
airfields and included in Appendix BB, DoD TEOIEATCON SysteoL Local commanders 
retain authority to implement terrorist threat measures (THREATCON measures) to defend 
against a greater than expected terrorist dueat; local commanders should not implement 
measures less rigorous than those qipiopriate for declared THREATCON level for their 
particular facility. LOCAL COMMANDERS MAY ATOFTmCHER THREATCON ME^ 
THAN ORDERED BY CHAIN OF COMMAND IF IXXIALCX^NDmONSWARI^^ GREATER 
PROTECnON. 

3. Defense Readiness State 

Defense Readiness States or DEFCONs are mobilization and deployment states of 
the entire U.S. defense establishment including but not necessarily limited to DoD 
components, other U.S. Government agencies and departments assigned specific 
respcHstsibilities to assist the Department of Defense during times of war, and elements of 
the Defense Industrial Base. DEFCONs refer to wartime postures. DEFCONs aie 
declared by die NaticHial Command Authority: ' 

4. Comparisons 

a. Figure 17-2 oSiers.a brieif comparison and contrast among Terrorist Threat 
Level, Terrorist Threat Conditions,^dt>efense Readiness Conditions. 

b. As Figure 17-2 makes_clear, there is no direct correlation between threat 
information, (e.g.. Intelligence Summaries, Warning Reports, and Spot R epo r ts ), and 
THREATCONs. Threat LevdDedaraticMis axe probabilistic state^^ 

judgments with respect to timing of terrorist attacks. Terrorist Threat Level declarations 
ARE NOT wanting reports. However, dissemination of Threat Level Declarations and 
supporting country-by-country threat analyses, coupled with the guidance provided below, 
assists conxnoanders in malting pnidem TIfl(EATCON dedaxatic^ 

c. DEFCONs rarely figure direcdy into the implementation of THREATCONs 
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Terrorist 
Threat 
Level 


Terrorist 
Threat Conditions 
(THREATCON) 


Defense Readiness 
Conditions 
(DEFCON) 


Description 


Description political environ- 
ment swound DoD person* 
nel. fadlities. and assets 
or interests and the degree 
ID which they are at risk of 
terrorist attack; used in 
in peacetime, crisis, and 


A system of protective 
measures intended to aid 
in the consistent allocation 
of security resources by 
DoD components, facilitate 
tfiter-Servioe coordination, 
aivl enhaiMae overal 
implementation of DoD 
combatting terrorism pofides 


A short-hand description 
of measures taken by 
U.S. forces to mobilize 
nom peaoeome to war- 
time postures. DEFCON 
system generally applies 
10 General War Mobiliza- 
tkwi. 


Declared By 


Intelfigenoe oomponents 
or oiganizatkm 


IfiUtary commanders at 
an echelons, heads of 
DoD Agencies; other DoD 
components 


National CommarKf 
Authorities 


Implemented 
By 


Not applicable 


Lowest to highest eche- 
lons wiNn DoD Compon^ 
ents; 


Combatant Commands 
and other DoD com- 
ponents as required: 
may be extended to 
other U«S. Government 
agencies and depart- 
ments tsy Executive 
Order and declaration of 
National Emergency by 
the President, or declara- 
tion of War by the 
Congress 


Results In 


Further studies tiy DoD 
components with respect to 
a need to implement Combat- 
ting Terrorism Measures 


Allocation of security 
resources in accordance 
with a schedule of protective 
measures based on terrorist 
threat, risk of terrorist attack 
wiikiARihiiiv flf DoD assets 
and abity to accomplish 
assisted missbns as a 
result of terrorist attack, 
andcriticafityof DoD 
assetfs) to be protected. 


Mobiiizat»n of Active 
Forces; mobifaation of 
Reserve Forces; fon^d 
deployment of combat 
units, combat service and 
cofitet service support 
units, mobiization of 
war resent fleet; CRAF 
Air Cargo Fleet; and 
industrial base. 



17>2. Functional DIfferenees Among Terrorist Threat Uvel, 

Terrorist THREATCON System, and Defense Readiness States 



d. Although there is no diiea relationship between Terrorist Threat Level 
dedaiaiions and THI^TCX)Ns, it is ckar that tenwist threat plays a laig^ 
about the declaration of THREATCONs. The relationship between Temnist Threat Level 
and THREATCONs is ej^loied below. 

C, SELECTION OF THREATCONS 

1. The DoD Combatting Terrorism Program relies heavily on the concept of an 
integrated threat assessment in which military commanders and civilian managers routinely 
and continually examine tenorist threat analyses prepared by the inielligence community as 
weU as assessments of terrorist attack risk, the vulnerabiUty of their missions to such 
atacks, and the criricality of DoD assets entrusted to them for safekeeping. DoD Directive 
O-2000.12 (reference (a)) reminds commanders: 
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A COMMANDER. AGENCY, OR ORGANIZATION DIRECTOR DETERMINES 
which THREATCON level is to be designaied and which secunty measures 
are apmopriate. Actions should be based on all information, and command 
liaiSi >5 TEMPERED BY BEST JUDGMENT AND KNOWLEDGE of the local 

simanon. 

2. Some of tiie concepts introduced in earlier chapters of this Handbook may b e 
helpful assessment guides in declaring a terrorist tineat level or in implementing terrorist 
tiireat response measures dictated by tiie selection of a THREATCON by higher 
commands. . 

3. Hgure 17-3 suggests an analytical process to be earned out by each level mflitaiy 
command and each installation management to recommend or to select an appropriate 
THREATCON level when die combination of factors discussed below exceeds tiw ability 
of the usual physical security system (barriers, surveillance and detection systems, security 
forces, and dedicated response forces) to provide the level of asset protection required by 
<^crational considerations, mission and functions, or DdD policy. 

4 Figure 17-3 draws heavily from analysis presented in preceding chapters to 
iUustrate tiie utilization of tiie Integrated Terrorist Threat Estimate. Selection of 
THREATCONs makes use of information and analyses used to assemble such estimates. 

a. Integrated Terrorist Threat Estimate Elements 

(1) Figure 17-4 illuminates tiie use of information and analysis performed in 
tiie process of preparing integated Terrorist Threat Estimates at the unit or installation, the 
ONC and his subordinate component command. Service, and DoD levels in tiie process of 
assessing tiie need for and the selectioii of appropriate Terrorist Threat Conditions. 

(2) Figure 17-4 reinforces earlier discussion in which it was asserted tiiere is 
no direct relationship between Terrorist Tlueat Levels and Terrorist Ttaeat Conditions. As 
tiie figure iUustrates, Terrorist Threat Level declarations are only one input into a command 
or management decision » allocate supplemental security resources to die peacetime 
defense of an installation, facility, or DoD asset 

(3) Furtiiermore, tiic figure is incomplete to tiie extent tiiat it suggests 
integrated terrorisi tiireat estimates are static and insensitive to change. Just die opposite is 

true. 

. (4) Terrorist tiireat analysis inputs are updated frequentiy, each change in tiie 
history of capabiHty of a terrorist tiireat group may have impUcations for die physical 
security tiireat it presents to an installation or facility. Use of new weapons, employment 
of weapons against new types of targets or in a new mode can have serious implications for 
tiie capability of an existing physical security system to witiistand and defeat terronst 
assault 

(5) Assessment of terrorist attack risk is an examination of DoD practices and 
procedures. These are subjea to frequent change bas«i in pan ^^<>1;2^ f?^^ 
missions, and functions assigned to DoD installanons and facihties, and tiie personalities 
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and experiences of military commanden and civilian managers in solving operational 
problems. C3ianges in day-to-day operations requxie reassessment of terrorist attack risk, 
even if the basic nanne of the terrorist threat to an installation or facility does not change. 

(6) Similariy, Aanges in deployment of iinits or activirigj: fmm nn^ ingta11?rinf) 

tc another may radically alter assessments of risk, vulnerability, and DoD asset cridcality . 

(7) Tlie basic or initial integrated terrorist direat estimate provides a m 
asdine from whidi deviations can be exatmned. It is the te mp o rary increases or decreases 

m terrorist attack risk, terrorist attack vulnerability, and DoD asset criticality that must be 
examined carefully to ensure proper allocation of protective resources. These concerns are 
described as Situational Risks, Vulnerability, and CMticaUty in HgTO 17*3 above. 



b. Physical Security Protection Level 




"cridcal" for altogether different reasons. Given limited security resources, selecting DoD 
assets for priority protection can be a difficult challenge. Guidance in reference (cc) 
coupled with an integrated terrorist threat estimate can help military commanders and 
civilian managers identify priori^ assets for additional protection in light of known terrorist 
threats. 
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c. Costs of THREATCON Implementation 

(1) Implementation of Tem>rist THREATCONs does not come without costs 
that can be measured and described bodi quantitatively and qualitatively. 

(2) Hguxe 17-5 offers some illustrations of diese costs associated wiA various 
THREATCON measures. 











r -J 





I 







Figure 17*5. Example of Quantltttlve and QualHative THREATCON Costs 




(4) In view of the costs of THREATCX)Ns on the one hand and Ae need to 
enhance security in the face of tenorist threat on the other, several DoD components have 
developed their own Random Aniitenorism Measures PrograoL This innovative approach 
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addresses trade-offs between securi^ ben THREATCONs and financial and 

operadonal costs. 

p. RANDOM ANTITERRORISM MEASURES 

1 . The underlying principles of Random Antiterrorism Measures (RAM) have 
already been introduced in preceding chapters. RAM efforts seek to deter tenorist attacks 
on DoD facilides and personnel by: 

a. Varying routines. 

b. Being sensitive to changes in die security atmosphere around DoD faciUdesa^ 
personnel 

2. The basic approach is to idendfy at any THR£AT(X>N a set of xiieas^^ 
firamhi^ber THREATCONs that can be en^>lqyed to supplement die basic THREATCON 
measures already in place. This is iUustiated by Figure 17^. 

3. At THREATCON Alpha, certain measures from higher THREATCONs are 
implemented in addition to THREATCON Measures 1-10. In the example illustrated, 
selected BRAVO, CHARLIE, and DELTA measures have been selected for implementati<m 
that convey an external in^ression of greater vigilance and awareness to the presence of 
obsenrers outside the facility. Random searches of vehicles seeking to enter the 
installation, proliferation of foot patrols, removal of trashcans and waste receptacles around 
buildings iizq)ly that die security forces are aware of the possibility of an intrusion into the 
facility, or worse. 

4. Implementation of RAM programs have three purposes. First, military 
conmianders can use RAM as a tool to test which measures have higher costs to an 
installation or facility in temis of productivity than others. A RAM program can help 
identify those measures that security perscmel and the installation infrastructure are more 
cqiable of sustaining and those diat will be unduly stressful on himm and materiel 
resources. 

5. Second, RAM programs provide security forces with training and stimulation. 
This makes tiieir job more challenging, but also more interesting and more exciting. By 
keeping the guard force interested and alert, RAM programs appear to increase security, 
even if they do so only by making the security forces more attentive to their regular 
assigimients. 

6. Thini, RAM programs chan^ die security atniospheresumHmding an installation. 
Such pro gr am s, when implemented in a truly random fashion, alter the external appearance 
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tororists have introduced uncertainty in planning, organizing, training, and movement of 
DoD lesomces dinsugboot the worid. 




Flgur« 17-6. lUustrallon of Random Antiterrorism Measures implementation 



9. On the other hand, RAM programs offer military commanders an excellent 
alternative to full implementation of all THREATCON measures when Terrorist Threat 
Estimates suggest THREATCON ALPHA or THREATCON BRAVO may not be adequate 
protection in view of the risk, vulneralnlity, and criticality of DoD assets at the installatim 
for the momenL Selected RAM measures extracted from THREATCONs CHARLIE and 
DELTA supplementing a THREATCON ALPHA or THREATCON BRAVO posture might 
be a more econraaical, sustainable response to a tenorist threat . 

E. IMPLEMENTATION OF DoD THREATCONS 

1 . This chapter has focused on the differences among Terrorism Threat Levels, the 
DoD Terrorist Threat Condition (THREATCON) System, and the DoD and/or National 
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Conunand Authorities Defense Readiness Condition (DEFCON) System. AU th«« 
ccmcepts are descriptive terms which in shorthand notation describe considerable analysis 
(for Threat Levels) or allocation and expenditure of resources (THREATCONs and 
DEFCONs). There is no direct connection amcmg any of dieseconcqns. 

2. Threat I^vel is an intelUgencejudginem about the likelihood of tenorist attacks on 
Dc^ personnd and facilides. It is not a warning. Threat levels do not allocate protecdve 
resources. Such decisions are propeiiy in die domain of commanders, not die intdligence 
community. 

3. THREATCONs are a series of protecdve measures whose implementation is 
flf^ y«f tniTitflt y fl nmrnanHg and eiviKan managers of defense agencies where atmropriate. 
THREATCONS are selected by assessing the tenorist threat, its capability to penetrate 
grtgfiwg physical security systems at an installation, die risk of tenorist attadc to whidi 
DoD facilities and personnel expose diemseWes, the ability of the installaticm or units to 
cany on widi t«i<«aQps even if attactoL and die criticality to DoD missiwis of assets to be 




4. DEFCX)NS refer to Defense Readiness Conditions and are changed only by direct 
Older firam tlie Naticmal Command Audiorities. 

5. This chjq>ter concludes widi an illustration of an innovative technique to die 
inaplementarion of DoD combatting terrorism policies and programs not previously included 
in D6D issuances. The RAM implemented cm the initiative of individual DoD installations 
are good examples of ^fective combatting terrorism measures not always included in DoD 
isaianccs The RAM programs offer three clear benefits: a low-cost approach to testing 
die ability of individu^ installations <x activities to iii:q)lement DoD combatting terrorism 
measures; an excellent vehicle for training security personnel and keeping awareness of the 
threat of t er r or i s m hi^i at DoD installations; and a serious complication in the collection of 
intelUgence agaiiist DoD iiistallatioDS in advaiice of tenorist attacks. 

6. The next ch;^)ter of this Handbook turns to the application of DoD cmnbatting 
tenorism measures to forces deployed for traiiung or as pan of aqteditiooaty forces. 
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CHAPTER 18 

COMBATTING TERRORISM PRACTICES FOR 
EXPEDITIONARY AND DEPLOYED FORCES 

A. INTRODUCTION 

1. The material presented in this chapter is most appUcable to Service-unique 
situations when forces are deployed as part of training exercises under the control of a 
Service and not under the opctaiional comrolof a ONC TTiepiocedurBS described below 
are identical tt> those found in Joint Publication 3.07 (reference (kk)). 

2. Combatting tenorism measures should be taken by miUtary units and individual 
service members to protea themselves and ensure their ability to accomplish assigned 
missions during deployment and expeditionary operations. The installation, base, port, or 
unit combatting temwism plan provides the mechanism to ensure readiness against tetronst 
attacks while the unit performs its mission during deployments. The degree of the 
protection required depends on the threat in a given location. Commanders must 
continually evaluate installation and/or base and/or port and/or unit secunty against the 
tcnorist threat in order to evaluate security requirements effectively. This responsibility 
cannot be ignored. 

B . PROTECTING DEPLOYED FORCES IN HIGH-RISK AREAS 

The following are antiterrorism tactics, techniques, and procedures for high-risk 
missions; they represent worst case procedures. Security for units performing secunty 
assistance, peacekeeping, mobUe training teams, and other smaU umt acttviaes can be 
derived firom these measures. 

1 . InsUllations, Bases, Sites, and Non-Urban Facilities 

Forces are frequentiy employed for security operations or other shon-term, 
conventional, combat-ielated tasks. EasUy defended locations are often rare in areas due to 
the density of buiMings, population, or lack of proper cover and concealmenL PoUncal 
restrictions may also limit the military's ability to construct fortificanons or disrupt weas. 
This requires miUtary planners to adapt existing strucnnes to provide protection based on 
the mission, potential for attack, and abiKty to use surroundings effectively. 

a. Estimate Situation 

The commander and staff should complete a thorough estimate of the situation 
using mission, enemy, tenain, and troops-time and political planning faaors in devclopmg 
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Figure 18-l. Estimating the Combatting Teirortsm Situation 
for Deployed and Expeditionary Forces 

b. Develop Plan 

Defenses should include a combinadon of law enforcemeat and/or security 
assets, fbctificarions, sensors, obstacles, local hire security forces (if appUcablc), unit 
guards, decepnon, and on-call support from reacaon forces. Each siraaiion requires its 
own combinarion of abilities based on available resouices and paceived need. 

(1) Fortification Considerations 

Hgote 18-2 provides general guidance concerning fattificanon materials. 
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Figure 18-2. Fortifleation Materiais 

(2) Obstacles 

Obstacles slow down or stop vehicles and persronel approaching an area. 




(3) Local Secnrity 

Local security toust be aronnd-t he-clo ck to provide observation, eariy 
warning and, if necessary, live fire 




Hgxffe 18-3 presents a list of equipment items which should be available 
to security police and/or security forces as pan of installation antit er r orism programs, 
training activities, 'and indmidaiips shows of foice intended to discourage outbreaks of 
violence against DoD faciliries, e quipmen ts petsromel or other asses. 
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ngure 18^ Specialized Equipment for Local Security 

(4) Establisli Defense 

Measmts taken to f^Ni<h the defense must be reviewed continually and 
progressi vely updated to counter the changing threat and add an element of unpredictability 
to the tenorisf s calculancML Defensive measures include: 




Guazd duties are detailed in Service regulations and in local general and special 
ofdeis. Heads of Defense Agencies should use the Sendee regulations for the Service or 
Agency provicfing law enfaceooent support to the Agency for detailed elaboranon of guard 
duties. However, in a tcnorisi high-risk environment, special orders should address at a 

imiiiillillll 



a. Detailsafautfaonzed passes; provide samples of passes. 

b. Procedures fcr searching people and vehicles. 

c. Reqx)nse to approach by unauthorized persoimel or hostile crowds. 
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3. Road Movement 

Road movements are always vulnerable to terrorists attacks in hi|h-risk areas. If 
possible, alternate forms of transportation; e-g., helicopters, should be utilized If road 



movement'ls 



a. Avoid establishing aregularpanem^.^1^ J 
' ^ ^> ^ b. ^ Varyroutes and timing,^^ r i ^ . 
^ ' c. Never tniV^fm a single ' 
I d. Aypid tr^eling^^lMij^^ ^|^1iS|iMsMdays, 




m 



latcrn^rpujtesi 



iicK^citf^^'aTrMQ bnnwn for violencePe 



:j¥h {I 
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5. Convoys 

a. In extremely high-risk areas, consider using armed escorts for convoy 
piotecnon. 

(1) Devdop and rehearse immediate action drills before n»vexzient 



(2) Pofonn route clearance prior to movement 

(3) Fcfahli A atiH mawiteni mmfniinirarinnic thmu^out the mutfc. 

(4) Develop decepdm plans to conceal or change inoveaienttixmngan^ 
deploy false convoys to contribute to the convoy's security. 

(5) If possible, include host-nation police assets in the convoy. 

(6) When selecting routes, avoid entering or remaining in dangerous areas. If 
amhii^h^iH, gaugc re^usc by enemy strength. Counter ambushes by accelerating through 
the ambush area, counterattacking, withdrawing, or withdrawing and staging a deliberate 
attack. 

(7) Convoy escon composidon depends on available forces. Light armored 
vehicles, high mobility multipurpose wheeled vehicles (HMMWV), or trucks equipped 
with M2 SO-caliber and MK19 40-mm machine guns are extremely effective. Overhead 
helicopters and AC-130 gunships can also be utilized as air escort if available. Escorts 
should be organized into an advance guard, main body escort, and reaction or strike group. 
Flarming conskierations are as follows: 

(a) Determine concept of operatiorL 

(b) Identify available transpcrtatioiL 

(c) Identify order of mareh and road organization. 

(d) Identify disposition of advanced guard, main body escort, and 

reserve. 

(e) Designate assembly area for convoy. 

(f) Determine rendezvous time at assembly area, departure time of first 
and last vehicles, and oq^ected arrival of first and last vehicles at destination. 

(g) Identify action upon arrivaL 

(h) Determine required coordinating instructions for speed, spacing, 
halts, ixmnediate action drills, breakdowns and lost vehicles. 
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1^1 Movement. 



Rail^nx>Yenient is the mo^ difficult fonn of transportatioD tD^conceal and protect 
be»uise it |dUoWs|a p^ctable route rail art^diffidudt ti^ a)nc^ C^portunities 
for deception are limited and physi^ security is critical. /'TJic^^ 
precautions should be considered: 



b. Search for explosives or possible hijackers before departure and after every 
halt (military woijkdng dogs (MWDs) are pardqilarly suited f^^^ mission); 

c. Ensure die railway is free of pbstrucdQns or pcplosiye& 
- d. Patrol die nulway area. 

e. Place arn^ security per^imel on du 
room and trail car. 

f. Patrol and guaid dq)arture and arrival stations, 
v ; g -r Use deception measures. . .. . 

' Itir. Pi&vvit (AC-130, helicopters, etc.). - :: 

i. Mountain comniunications within the train^ ^ 

Pipyide reaction force to be moved by air or coordinate hpst-nation support (if 
available), ^ 

7 * Sea Movement 





rni^'^acre^^^ 

targets. Crews of ships in harbors need to evaluate each new port and detemiine 
possible terrorist threats. Crew members must be aware of host-nation support and 
responsibilities while in port or anchored in foreign %ra[tets. the ship's captain is solely 
respcxisible for thetship and aU those einbaiked. As a minimiim, the captain: 

a. EstabEshes meAods of embarkation and/or debariaiicHi and patrol activities for 
all personnel 

b . Identifies vital areas of the ship (for example, engine room, weapons storage, 
command and control bridge), and assigns security guards. 

c. Qionlinates a^ 

d. Establishes a weapons andA)r ammunition policy^ and rules of engagement 
(ROE), aigx>ints Aieap^ e.g.. Security Alert Force (SAP), Backup Alert Force 
(BAIO, Reserve Force 

e. Drills all personnel involved. 



18-7 

FOR OFFICIAL USE ONLY 



DoD b-2000.12-H 

8 • Air Movement 

For the most part, while a unit is being transported by air it is under the purview of 
the Air Force or air movement control personnel Troop commanders and Air Force 
personnel coordinate duties and responsibilities for their nmtual defense. Personnel must 
remain vigilant and leaders must provide adequate security. Unit security personnel 
coOTdinate with airfield security personnel, assist dq)artures and arrivals at airfields and 
while en route, and determine we^ns and ammunidon policies. Special considerations 
include the following topics: 

a. Road transport security when driving to and from airfields is criticaL Keep 
arrival arrangements low profile. Do not pre*position road transpon at die airpon for 
extended periods before anivaL 

b. tfpre-positi<med transpon is requiitd, attach a securiQr dement arid statio 
within the air^Bld perimeter. Security at die arrival airfield can be die lesponsibtlity of die 
host nation and require close coordination. Maintain an open communications net between 
all elements until the aircraft is loaded and reestablish communications upcm arrival 



c. AU personnel (air crews and tnmsportedmut) nmst be cautioiied concerning tte 
transportation of souvenirs and other personal items that could be containers for 
eTiplosives. 




9. Patrolling 



Units outside the United States may be called upon to conduct patrols in urban or 
rural environments. Individuals or small groups assigned to various Defense agencies 
o^^rseas may also be called upon to assist or advise host go ve r nm ents on security matters. 
These patrols will normally be plaimed and executed in conjuncticm with host-nation 
authorities and should be coondinated widi the rqiresentatives of die appropriate staff judge 
advocate office. Patrols support police q>erations, expand die area of influence, gather 
information, help maintain (uder at clubs and restaurants, detain individuals as required, 
condua hasty searches, and emplace hasty roadblocks. Patrols must understand the rules 
of ragagement (ROE). Patrolling units should avoid patterns by varying times and routes, 
using different exit and entry points at the base, doubling back on a route, and using 
vehicles to drop off and collect patrols and change areas. Base sentries or guards, other 
vehicle patrols, helicc^ters, observation posts (OPs), host naticm assets and reaction forces 
provide additiraal support 

10. Roadblocks 

a. There are two types of roadbloclcs: deliberate and hasty. 

b. Deliberate roadblocks are permanent or semi-p ermanent roadblock^ise^n 
bOTders, outskirts of cities, or the edge of controlled areas. HHH||^H[|^|H^HH 
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chcci ^^^^^ 

idr ifflfffW^^g^ reached within tBc first 
Iblocks can consist of two vehicles placed 
diagonally across aroad, a coil of barbed wire, or other ponable obstacles. 

d. Roadblocks must not unnecessarily disrupt the travel of innocent civilians. 
Pteisonnel manning roadblocks must know their jobs thoroughly, be polite and c onsider ate, 
act quickly and methodicaUy, use die rnimTniim foxce required for the threat, and prompdy 
relinquish suspects to dvilpdice authorities. Goieral principles considered in establishing 
roadblocks are concealment, security, construction and layout, manning, equipment, 
connunications, and legal issues. 

11. Observation Posts (OPs) 

Observation Posts (OPs) provide prolonged observation of areas, people, or 
buildings. OPs allow obscrvaticm of an area for possible terrorist activity (avenues of 
approach); observation of a particular building or street; ability to photograph persons or 
activities; ability to observe activity before, during, or after a security force operation; e.g., 
house search; and ability to provide covering fire for patrols. Special factors apply to OPs 
located in urban areas. The OP party and reaction force must know the procedure, ROE, 
escape routes, emergency withdrawal procedures, rallying point, casualty evacuation, and 
password. C^ver occupation and withdrawal of an OP by nonnal operations (e.g., house 
searches, roadblocks, patrols to leave people behind), flooding an area witii patrols to 
disguise movement, using civilian vehicles and/or clothes, and using deception. Any 
compromise of an OP location shodd be reported immediately. 

12. Civil Disturbances 

a. (>owd violence can dther be a spontaneous enx>tional eniption a plam 
event In die latter case, its purpose is to draw poUce or troops into a target area or away 
from some other event Crowd violence may also involve violence widiin the crowd or 
from opposing groups. Crowd violence is characterized by excitement and violence; bodi 
are hi^y contagious. 

b. Riot control aims to restore order with minimum use of force. 
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13. Bomb Explosion or Discovery 

The initial toiorist bomb may not be the cod of the incident The in^ 
be designed to draw forces into an area as targets for a shooting ambush or another 
explosi<Hi. Upon discovery of a bomb, or upon entering a b(»nb site, response forces 
should proceed widi extreme canti<m and contact die EOD team immediately. Refer to 
Oiaprgrififar procedures 10 be followed in handling bomb situadons. 

14. Individual Protective Measures 
Overseas ieploymg c require implementation of individual protective 



; requires panicuiar~a^ntion to areas wbere troops wm live, 

fr^aodrecreaticm. Cooniinati<Ki between military law enforcement and 
intelligenoe agencies and host nation forces is criticaL The dq>loyednu]itaiy member must 
also understand die dneat and required personal security measures. 

C. TACTICAL FORCE PROTECTION 

During unified, joint and combined operations U.S. units, bases, and contractOT 
suppon personnel and facilities in die joint rear area (JRA) are stiU vulnerable to terrorist 
attacks. The same procedures identified in die preceding paragn^hs and in preceding 
chapters of this handbook apply. Commanders will be advised by die Joint Rear Area 
Operations Commander (JRAC) of potential terrorist direats and subordinate commands 
will report any terrorist activity to die JRAC Units passing dirough die JRA are still 
required to ««at«»iw antiterrorism measures commensurate with the JRACs guidance. 
Specific tactics, techniques and procedures ioc <^>erations in die JRA are contained in die 
Joint Chiefs of Staff, Joint Pub. 3-10, "Doctrine for Joint Rear Area Operations" (reference 
(U). 

D. SUMMARY 

1 . This chapter has illustrated the incorporation of combatting terrorism protective 
measures drawn £tom installation, faciMes, and personal protection measure 

earlier in dus handbook into ccmbatting tenxnism plans and programs for military units as 
they axe deployed for or as diey become part of expeditionary forces. The fundamental 
princqiles of combatting terrorism remain undianged: 

a. Avcnd Routines. 

b. Maintain a Low Profile. 

c. Be Sensitive to Changes in the Security Atmo^here or EnvironmenL 

2. This Handbook has presented courses of action diat apply diese principles to 
individuals; die principles also apply to military units as well 
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CHAPTER 19 
SPECIAL CONSIDERATIONS 

A. OVERVIEW 

1. No discusaoD of efforts by die Dqnitmem of Defense to co^ 

be complete without at least some discussion of two inqKxtant DoD fiincdois: 

a. PuUic affaiis. 

b. Acquisidoo. 

2. D6D combatdng terrorism policies and programs depend heavily on DcD and 
Service public affeurs officers for dissemination, interpretation, and feedback. The entire 
acquisition community, ficom RDT&E activities to procurement, to maintenance and 
logistics, must evaluate its activities to ensure DoD personnel, facilities, and materiel are 
not made victims of terrorist attack. The responsibility of acquisition executives and their 
representatives-contracting officers and contracting officers' technical representatives-for 
antitotonsm effects do not end at die Department of Defense boundary. 

3. In addititm to these topics, there still remains one last element in die DoD 
Combatting Terrorism Program concept introduced in Chapter 1 to be discussed. This 
Handboc^ will therefore conclude widi a brief discussion of die concept and mediods of 
opexaaaos security as part oi die DoD Combatting Terrorism Program. 

B. ANTITERRORISM AND DoD PUBLIC AFFAIRS 
1. General Public Affairs AT Responsibilities 

a. All DoD activities strive to fulfill die DoD goal of providing as much 
information to die public about die DoD activities as possible, consistent wirii die 
requiiements of operations security, technology security, and information security. DoD's 
approach to the provision of infoimaoon on its combatting terrorism efforts is no 
differenL^ 



1 Multiple DoD issnances govern the dissemination of infonnati<» from DoD to the general public. 
Among UK»e most relevant to antiienorism related public afEaiis activiues are the foBowmg: 
DoD Directive S230.9 (reference (mm)): 
DoD Dircoive S4iai (reference (nn)); and 

DoD Directive 5I05J5 (reference (00)). ^ ^"^** 
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b. However, unlike many public affairs activities, die audience for DoD public 
infonnadon on antiterrorism efforts is composed of as many members of the DoD 
community as the general public at large. Indeed, DoD public affairs officers have a 
^)ecial, prominent role to play in the DoD Combatting Tenorism Program. 

c. AU DoD installations, faciHties, organizations, and commands should have an 
ongoing program intended to reduce its risk and vulnerability to t errori st attack. A Public 
Affairs Annex should be developed in suppon of all Major Coimnand and Unified or 
'Ipecified Conunand Operations Plans. Installation commanders and heads of DoD 
agencies should develop an antitemnism public affairs plan as welL 

d. Detailed public affairs guidance, specific for dealing with incidents on DoD 
fiacilities is provided in Appendix BB. 

2 • Combatting Terrorism Public Affairs Plan 

a. There are four objectives for the OnnbattingTetnirismPubUcAffa^ 

(1) Increase awareness of DoI>affiliated personnel and dieir dependents of 
the threat of te rrori sm and assist security, intelligence, counterintelligence, and law 
enforcement organizations by providing information about measures to reduce risk of 
tenorist attack; 



(2) Maintain good communications with the surrounding communities. 




Public affairs programs should also provide feedback about 
"Awards and understanding of the DoD Combatting Terrorism 
ftogiam; 

(3) Ptovide tinKly, accurate, and autiioritative infonnation on teiTorist 
to counter rumns or inaccurate news stories about tenorist aoconq)lishments; and 

(4) Provide authoritative infomiation to news media representatives in the 
event of a terrorist incident, consistent with guidance provided by the on-scene U.S. 
Government official in charge, DoD policies, and speaSc guidance issued by the senior 
DoD officer responsible for DoD Coo^onents on scene. 



In addinoD, the fcAowing DoD Directives address spodhc public afbirs issues assoriatf4l with nuclear 
wezpoDS or incidents allegedly involving nuclear mairrials. The guidance on dissemination of 
infonnation found in these directives may be helpful in dealing with odier terrorist incidents of 
sigDificaDt dronai 

DqD Directhfe SISOS (referenoe (pp)): 
DoD Directive S230.I6 (reference (qq)): and 
D6D Manual S100J2-M (reference (ir)). 
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b. The news media may interview DoD officials, commanders, senior leaders, 
and knowledgeable individuals. DoD interviewees are allowed to discuss tlie general 
subgect of antitctrorism as it pertains to Aeir areas of responsibility. 

c. The Office of the Assistant Secretary of Defense for Public Affairs 
(OASD(PA)) approves all requests for media coverage of antitenorist training exercises ot 
a case-by-case basis. OASD(PA) also approves in-house photos of antiterrorist training 
fnwaided through PA channels before release. 

d. In response to queries regarding a possible or actual terrorist threat at a 
particular base, installation, or activity, the PAO naay acknowledge increased security 
generally. PAOs may comment more specifically on those security measures taken thai can 
be readily observed. For cxanq>le, the PAO may acknowledge increased gate guards or 
additional patrols, if obvious to the public. PAOs should, however, exercise care and 
prudent judgement in discussing these or other security measures which have been or will 
be implemented. 

3 . Planning Considerations 

a. Public affairs planning for antiterrorist actions must include numerous 
considerations: 

(1) The information needs of all audiences such as nrilitaiy personnel, DoD 
civilian employees, host-nation employees, their family members, news media, and local 
civilians. 

(2) The current OSD public affairs policies regarding release of combatting 
terrorism infoima&CHi. 

(3) The deterrent value of releasing information about security measures 
versus the possibiliiy that releasing ibis infinrnaticm ooukl ben^t terrorists. 

(4) The severity of the local terrorist threat and the tactics and techniques 

used. 

(5) The identities of the terrorist leaders and otiier groups involved. 
The balance between releasing too little and too 




b. No matter how detailed, complete, and aggressively promoted, the Department 
of Defense's combatting terrorism and antiterrorism education, training, and exercises may 
not prevent a terrorist attack. Such an attack, however, may be more difficult for xbc 
temffists to launch and may result in fewer casualties. 

4 . Terrorist Incident Response: Public Affairs Role 

a Once a D6D installation, activity, organization, or senior person is attacked, tiie 
PAO participates in die response implementing die Crisis Management Plan discussed 
earlier in tins Handbodc 
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b. The Publk Afifairs Incident Response Plan to sup^ 

committed on DoD installadons or against DoD personnel must be develqied to suppon 
both die DoD Opentions Plan and die needs of the media. It should include as much detail 
regaiding news media and public affairs crisis qierations as can be detemiined in advance. 
General consideradons of how to handle issues with respect to the observing, filming, and 
rqxming a tenorist incident and its aftemiath should be carefully considectd. Among 
die key elements aie: 

^^^^^ ' (1) Identify the senior VS. Government representatives and their agencies 
win be re^nsible for managing an inddent 

(2) Identify senior state* municipal, and local audiorides (as well as host 
govermnent representatives and their agencies, if overseas) who will be responsible for 
soana^Dg an incident* 

(3) Ideiitilydie lpd P 

organizing and managing pul^ aMussmatters in s^^S^SkiL 

(4) Identij^ ,tii|^AO represejitative who wfll be assigned duty in the 
emergency operations cxiitcr'^'''^ ^'^'''^'^^'Sim^^ . 

(5) Determine potenuallocanoris for the pxtss center and the resources ti^ 
to quickly put it into operadon. 

(6) Rsta hli sh controls to limit media access to the scene of the incidcnL 

(7) Establish rules governing photography of the incident and interviews with 
personnel involved. 

(8) Determine the ficcqucncy of iSiss bnefings. ' " ^ 

(9) Determine die reqxKisibilides and relationships of all agencies involved 

(10) Rsiahlish coordination of information for release, 

c. Once the Public Afi^airsInckientResporise Plan is developed, die PAOsho^^ 
coordinate it with installation^ Service* DoD, other Federal, local* state, and host 
govenunent staff dements who may be involved in its execution. 

d. The Public Affairs Office should participate when combatting terrorism 
exercises are conducted. PA staff teaches aUparddpants what to expea and how to react in 
areal-Iife situation. Exercises also provide the PAO an opportunity to solidify his position 
as pan of the crisis management team and denaonstrate how an effective PA operation can 
support the nussioiL 

e. PAOs must know what their organizatiras or units will do in response to a 
terrorist incident They must know the roles and responsibilities of the other involved 
governmental agencies and how these agencies int^ace. They must also know the 
circumstances under which temtorial responsibilities transfer from one agency to another. 
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The local PAO is the initial release authcxrity. He and/or 
incident until it is detenmned lb be a tenons 




'arcase, thar agency 
IzTa support role. The primary 
Federal Agencies that may assume responsiUlity forresohdng terrorist incidents are: 




ithough the local DoD Public Affairs Officer may be viewed as Ae 
)ASD(PA) is die sole iq)okesperson for DoD whenever sudi forces are 
deployed. OASD(PA) will provide guidance to the local PAO. Basic guidance covers the 
foUowing situations. 
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d. The senior Service PAO will condnue to serve as Ae release authority for 
infonnatioD about die Service'^)ecific involvement in ttie incident. 

e. Minibnnaiionfinrrelease wiUbecooniinatBd withantheage^ 

6 • Incident Management: PAO Objectives 

Tl^ major objectives of DoD Public A£fairs Officers dealing with a tenorist 
incident and its imnyriiatfi aftemiath are as follows: 

a. Identifying and leponing tenorist incidents as criminal acts u^ 

support 

b. Protecting information concerning possible reactions of law enforcement 
agencies. 

c. Providing accurate and timely information to the news media to minimize 
q)eculation and dispel the inevitable rumors that spread during any such situation. 

d. Preventing the terrorists firom using Dcd!) assets to manipulate t^ 
adueve their goal of massive publicity . 

e. Preventing members of the media £rom interfering with or influencing 
operations in reqxKise to the incident 

f. Preventing information about the preparation and deploynoent of Special 
Response Teams, Hostage Rescue Teams, or other DoD units being released through PA 
channels. 

g. Ensuring, to die maximum extent possible, that all onicial information 
originates firom a single source, thereby reducing the possibility of con:q>romising key 
infonnation and of releasing confUcting or inoonsistem inf^^ 

7. PAO Role in DoD Combatting Terrorism Program 

a. Public Affairs Officers can play a nnjorndem the DoD Qnnbat^ 
Fit^granL They are educators, making audiences within and outside DoD aware of the 
threat of terrorism. They are communicators, explaining to DoD personnel, their 
dependents, and the communities in which DoD components are present, the measures 
taken to reduce their risk and vulnerability to terrorist attack. They are ^'pollsters,** taking 
the pulse of the community and reporting back to the DoD components the concerns and 
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fears of the community generated by DoD presence and/or DoD activities in their 
coamnmities and the lislcs of tenorist attack that may ei^^ 

b. The challenge facing PAOs from the terrorist threat is great To succeed in 
theff mission, PAOs must exerci se constant vig ilance an d sen sitivity to the needs of their 

audiences. 

^^^^^ ^^SBn^nfSmSion available to the news media, PAOs must delicately 
HK^STlegitimaie information requirements of their DoD and civilian audiences against 
the intelligence requirements of die terrorists. PAOs must OHistandy coofdinate with other 
members of the installation, activity, organization, or command staff. 

C. ACQUISITION AND DoD COMBATTING TERRORISM PROGRAMS 

1. Nopanof DoDisimn]m)efirt)mtheriskof toioristattaclL The vuhierability of 
the entire DoD acquisition system, from RDT&E laboratories, to production facilities, to 
key transportation routes, to logistic bases and supply points, are all potential targets 
waiting to be struck by one t errori st group or another. Furthermore, from the perspective 
of many terrorists, there is littie difference between installations or activities owned, 
operated, and manned by DoD civilian persoimel, tmlitary personnel, or contractor 
persoimel. 




a. Key Assets Protection Program 

(1) E.O. 12656 (reference (ss)) requires that each U.S. Government 
department and agency assess the vulnerability of facilities critical to the national defense. 
Not only must the program analyze facility vulnerability, it must develop plans to ensure 
the continued operation of critical facilities in time of national security emergency. The 
Federal Emergency Management Agency (FEMA) coordinates compliance by all Federal 
agencies, including die Department of Defense. 

(2) IX>D Directive 516034 (reference (bb)) implements die Executive Or^ 
widun the Department of Defense. KAPP sets forth a planning process diat results in the 
development of military plans to support civil law enforcement efforts to physically secure 
certain facilities identified as TCey Assets," Key Assets are industrial and infrastructure 
facilities that are not owned by die Department of Defense, but are essential for die 
Department of Defense in moWlizing, deploying and sustaining military forces in a crisis ot 





command responsibilities to 



protect DoD-owned facilities. 

b. Key Asset List Nominations 
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lisdimcult Acquisition execunves 

their desi^ees siiould consult with their parent Services to determine whether or not 
contractors participating in their specific acquisition programs have had facilities listed on 
the " -vice Critical Industries list After idendfying key industrial facilides, it is then 
possiL^te to determine the iireplaceabte commercial and public infiastnictures that support 
the asset These in£tastructures, too, may require protectira in addition to die key 
industrial asset 

(2) Acqnisidon and logistics executives in the Services and DoD Agencies, as 
wen as didr contracdng ofBcers and contracting officer's technical refxesentadves, identify 
potential DoD Key Assets. Those nominations are forwarded dnough die heads of DoD 
components to die Commander-in-Chief, Forces Command (ONCFOR). ONCFOR 
coonfinaies KAFP as an Executive Agency for die Seaetaiy of Defense. 

(3) OdierU.S.Govenimentagenctesins^ also notmnate contractor facilities, 
public utilities, or odier public assets for inclusion on die Key Assets List (KAL). 
Nominations inay be made dirottgh FEMA in accordance widi die DoD-FEMA MOU. 

0. Key Asset Protection Plans 

(1) Onceafacility, utility, or odier public asset has been placed on die Key 
Assets List ONCFOR notifies die Army National Guard State A rea Command (STARC) 
in each state of the presence of a DoD Key Asset 




(2) A niysical Security Plan (KA-PSP) is prqtared for each identified Key 
Asset Each KA-PSP has two major parts supported by annexes as appropriate. Tte 
specific plans are classified and are not usually available to state Governors and dieir 
rrrtm^^t€- civil staffs. The existcuce of KA-PSPs is not classified; die STARCs brief dicir 
state government coimtetparts to wwintain awareness of the KAPP plans. 

(3) Part I of die KA-PSP deals widi protection requirements necessary for 
f arh installation. It discusses specialized equipment needs, security force size and 
composition, and securiQT force training. 

(4) Part n of die KA-PSP afMr^**^ specific remedies to security deficiencies 
to be undertaken if die PSP is implemented. The first section of Part n deals with 
oqie^ent ineasmes diat can be taken at die directkm of die Task Force Comnoander widun 
die first 24 to 48 hours of arrival on scene to redress die most pressing security problems. 
The second section of Part II addresses more involved measures to be implemented by die 
Army Corps of Engineers or security contractor staff to implement a complete, physical 
security eodianoement package. 

(5) Key assets located adjacent to navigable waters may require the 
development and implementation of an annex to die Physical Security Plan prepared by die 
Coast Guard to address issues of waterside security. 
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(6) R)r purposes of physical security plaxming. Key Assets an 

two classes: 

A Simple Assets, consisting of small facilities, few buildings, covering 
six acres of land or less; and 

J2 Complex Assets, consisting of large facilities, multiple buildings, and 
con^lex production paths. 

(7) The STARC staffs undenakevulnerabiUty analyses of DoD Key As^ 
their respective states with the assistance of personnel fiom the Defense Investigative 
Service and the Army Corps of Engineers as needed DIS and Army Corps of Engineers 
undertake assessment of Conq)lex Assets; the STARCs tackle Sin:q)le Assets, obtaining 
Corps of Engineer review to ensure the conq)leteness of vulnerability analysis scope. 

(8) The primary focus of these vulnerability aiialyses is the potential harm to 
Key Assets that might result from wartime sabotage. However, these assessnients apply to 
peacetime terrorist attacks against Key Assets. After all, the methods of attack, weapons of 
attack, and the degree of harm to the facility, its surrounding environment, and the ability 
of DoD to perform missions and execute assigned functions might be equal from the 
perspective of a Qnnbatant Commander and his subordinate Service acquisition or logistics 
chain of command. 

(9) The purpose of KAPP is to ensure continued operation of the Key Asset 
in the face of any dueaL STARC-prepared physical security plans represent a major line of 
defense for DoD Key Assets in the event of an outbreak of domestic and/or international 
terrorism. Cooperation with private seaor and state or local governments is essential in 
order to obtain access to facilities or adjacent areas to ensure proper physical protection of 
DoD Key Assets. 

d* KAPP Crisis Response Capabilities 

(1) KAPP plarmers benefit from close working relations among the 
CINCFOR, military intelligence, and FBI intelligence staffs. As a resul;, KAPP receives 
threat information and participates in DoD terrorist threat wanting systems. 

(2) KAPP war plans can be implemented oiily on the onier of the President 
the Secretary of Defense in time of a declared national security emergency or war. The 
general physical security assessments and judgments of consequences resulting from an 
attack on a Key Asset developed by each STARC are available to each Governor and his 
state*s National Guard. This general information is provided to support state and local law 
enforcement agencies shouki a Governor elea to inclement selected KAPP plans on his or 
her own authority. If authorized by the President, specific plans could hasten the use of 
federal forces to respond to a Govemw's request for federal assistance. Such assistance 
could be provided under terms of the DoD-DoJ MOU on nulitary assistance in suppon of 
efforts to dootrol civil disturbances. 

Antiterrorism Measures and DoD Industrial Security Practices 

(1) DoD contracting officers (COs) and their technical representatives 
(COTRs) should review tiie risk of terrorist attack on contractor facilities, personnel, or 
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materiel. They should also assess the consequences for the Depaztment of Defense of such 
attacks. They should also consider the criticality of contractor facilities* personnel, 
mat#>rii>i and snppnffting public and/or comm ercial infrastructure. If their assessment leads 
to the conclusion that a mission critical or mission essential facility, person, or materiel 
exists^^en strong consideration should be given to nominating the fodlity to the DoD Key 
Assets list 

(2) In order to make more informed judgments, COs and COTRs are 
encouraged to discuss their concerns widi the Service Acquisition Executive or his 
designee, as iweliaiii^^ fo t pi e paiati op and maintenance of 

the Civil Industries list ^ 

0)^ QlicejCG^o^^ industry facilities to the DoD Key Assets 

List, they should m eet with the dDintnict«i^ 4^^ cfiscuss die implications of diis 

nominatioiL ^ 




(4) G^elSf^ benefits comii^^ 
nominated to the DoD Key Assets list is a report or lnic^g ciescribing the results of the 
physical security survey. Since die survey focuses prpdominandy on levels of threat that 
exceed the current environment, most of the recommendations will be targeted towards 
retnedies to problems anticipated in that extreme, stressful enviioimsent Some of the 
sohitions ulentified may have relevance or application in the near lemL 

(5) Those DoD contractors peiforniing work under temiscrf^ a IX>DI^ 
Security Agreement are req u ired to devek^ emergency plans to ensure proper protection of 
aU classified inforaoaticMu materiel, and equipoaent Contracting Officers and tiidr COTRs 
should work closely witii die Defense Investigative Service to ensure that such plans are 
devel(^>ed, tested, and refined. Those facilities which are Key Asset List notninee axul 
pCTfomung DoD woric under a DoD Industrial Security Agreement should be examined 
with q>ecial care. 

f . Key Asset Protection Program and the DoD Combatting 
Terrorism Program 

(1) The DoD Key Asset Protection Program was conceived to heighten 
awareness and build plans to protect the defense industrial base from enemy special 
operations forces and saboteurs during times of war. The highly integrated, specialized 
economy of die Uiuted States in general, and the D6D industrial base in particular, has 
increased the vulnerability of D6D to temmst acts witiun the Uiuted States. Attacks on 
telephone networics, electric grids, highway, rail, and waterway facilities during a crisis 
could substantially limit the ability of DoD u> move personnel and materiel. Attacks on 
DoD coimactor faciliti^ could substantially affea die afaili^ oi deployed forces to continue 
operations. 
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(2) KAPP therefore can play a vital role in preserving DqD*s capabilities in 
the face of die terrorist threat While KAPP is far from glaniorous, it is a sooall but 
important faggt in the DoD's efforts to protect our forces in peacetime. In doing so, KAPP 
helps ensure no matter what missions are assigned by the Nadonal Command Authorities, 
the Department of Defense can deploy and sustain operadons for the duradon of the 
mission. 

D. OPERATIONS SECURITY AND DoD COMBATTING TERRORISM 
EFFORTS 




4. Terrorists hold much of the initiative in their attacks on DoD personnel, facilities, 
and assets. In large measure, DoD assets are fixed targets; they c^>erate within relatively 
predictable patterns described in terms of geography, time, and space. Specific targets 
among DoD assets are discernible. 



This Handbook has therefore addressed specific measures 

ssignea to fiuSaS^e collection of detailed intelligence necessary and sufficient to 
tran^aie a general intention to attack American targets into specific acts against DoD assets. 
The key recommendations stressed throughout are the foundation of combatting terrorism 
OPSEC for DoD persoimd: 

a. Avoid routines. 

b. Be sensitive to dianges in the security atmo^bere. 

c. Be prepared for unexpected events. 

6. This Handbook has identified a variety of measures that if in5)lemented will help 
D(^affiliated personnel avoid establishing routines. These measures range ftom practices 
at woric, to practices in transit, to practices at home. 
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7. This Handboc^ has described indicators of potential terrorist violence in the 
atmo^here or envirmment around an installation. 

8. TUsHandboc^ has outlined a wide variety of aKasures that can be taken to ensure 
die atnlity cf individuals and the DoD Components to zespcnd to unexpected events. 

9. At the outset of Chapter 2, it was noted that temnists in general, and the terrorist 
leadenhip cadre in particular, are not usually psychopaths, sociopaths, or "crazy." They 
are detetmiiicd, hi^y inotivated individuals prepared to enoploy fo^ 

to achieve dieir goals and objecdves. In this respect, they resemble adversary military 
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TERRORIST USE> OF Uo^w^^' ^ 
WEAPONS OF MASS DESTRUCTION (WMD) 



0Mmass 



HWruction (WMD) by terrorists and broad guidd!itfe^l®p|^^K;g|]^^ 



STANDARDS 31, 32, and 33. 
B. DEFINITIONS 



1. Biological Agent : A microorganism that causes disease in personnel, 
animals, or plants, or causes the deterioration of material. 

2. Chemical Agent : A chemical substance which is intended for use in 
military operations to kill, seriously injure, or incapacitate personnel through its 
physiological effects. 

3. Nuclear Weapon : A complete weapon assembly in its intended 
ultimate configuration which is capable of producing the intended nuclear 
reaction and release of energy. 

4. Radiological Material : Radioactive material usually found in research, 
industrial, or medical applications or radioactive waste from such operations. 

5. Toxin Agent : A poison formed as a specific secretion product in the 
metabolism of a plant or animal organism as distinguished from an inorganic 
poison. Such poisons can also be manufactured by synthetic processes. 

6. Weapons of Mass Destruction : Biological and chemical agents or 
material, plant and animal toxins, radiological material, and nuclear devices used 
as weapons against personnel, animals, plants, material, or facilities. 
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C. CHALLENGES 



1. 

Previouj 

Against warned and protected military personnel. The threat has 
expanded in recent years as terrorist organizations have grown in sophistication 
and now have the ability to acquire and employ WMD. This growing threat now 
means units must plan for the possible use of WMD against peacetime forces and 
noncombatants. In 1995, President Clinton signed Presidential Decision Directive 
39, U.S. Policy on Counterterrorism, underscoring the nations concern regarding 
possible terrorist use of WMD. In this document, the President states: 

The United States shall give the highest priority to developing 
effective capabilities to detect, prevent, defeat, and manage 
the consequences of nuclear, biological, or chemical (NBC) materials 
or weapons use by terrorists. 

2. Several recent events have demonstrated the reality of terrorist 
acquisition and employment of all types of JVMD^ 



loiiowmg examples highlight a few 
cases that serve to illustrate the growing concern over terrorist use of WMD: 



a. Biological Agents: 

(1) The only documented use of a biological agent in the US 
occurred in Oregon in 1984. Two followers of the Rajneesh Bagwhan produced 
and dispensed salmonella bacterium in the salad bars of local restaurants for the 
purpose of impacting the outcome of a local election. A total of 715 people were 
infected and required treatment; fortunately no deaths were caused as a result of 
the attack. Had a more lethal agent been employed, the consequence would have 
been much more severe. The attack occurred without any advance indicators of 
the capability or intent of the cult to use such tactics. 

(2) In 1995, the FBI confiscated samples of plague bacteria from 
a white supremacist group. A member of the group posed as a researcher who 
requested and received three freeze dried samples of the plague from a 
commercial lab. The material was recovered by the FBI and the member was 
arrested and convicted. 
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b. Toxins: 



(1) In 1992, the FBI arrested four members of the Patriots Council, 
an anti-government group based in Minnesota, for manufacturing the toxin 
^'ricin'' from castor beans. The group intended to use ricin to kill a Deputy US 
Marshall who had served them with papers for tax violations. The members were 
the first persons convicted under the Biological Weapons Antiterrorism Act of 
1989. 

(2) In 1995, the Canadian Customs Service detained a US citizen 
attempting to enter Canada from Alaska. The Canadians confiscated 130 grams 
of a white powder later confirmed to be ricin. The individual was suspected of 
being affiliated with white supremacist groups operating in Arkansas. 

c. Chemical Agents: 

(1) The 1993 World Trade Center bombing may also have been an 
unsuccessful chemical attack. Traces of sodium cyanide were found in the van 
containing 1200 pounds of explosives. The terrorist group responsible for the 
bombing was very interested in chemical and biological weapons and possessed 
several manuals describing their manufacture and use. They had also threatened 
the Philippine government with a chemical attack in an effort to secure the 
release of jailed members in that country. 

(2) The 1995 Tokyo subway attack by the Aum Shinrikyo cult is the 
most well known example of a terrorist organization using WMD. Approximately 
ten liters of the non-persistent nerve agent Sarin were placed in vinyl bags on 
trains on three different subway lines and resulted in 12 fatalities and over 5000 
casualties. An important aspect of this attack is the unplanned and unprotected 
response by first responder personnel. A total of 1,364 firefighters responded to 
the attack and 135 were among the injured after becoming exposed to the agent, 
either directly or indirectly. 

d. Radiological Material: 

(1) In 1987, Brazilian thieves took a package containing Cesium 
137 and later abandoned the material. It took ten days to recover the radioactive 
material. Before the radioactive source could be found, a total of 244 victims 
were contaminated— resulting in 4 fatalities and 54 hospitalizations. These 
casualties were the result of inadvertent exposures. Had terrorists obtained the 
material and used it in a deliberate manner, the results would have been far more 
severe. 
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(2) In 1995, a Chechen insurgent leader threatened to turn Moscow 
into an eternal desert. The Chechen rebel planted a small amount of Cesium 1 37 
in a container in a Moscow park. The material was recovered and would have 
posed a significant hazard if it would have dispersed with an explosive charge. 

D. CONSIDERATIONS 

L WMD Threat. As the previous examples demonstrate, the use of WMD 
has grown in number and lethality in the past 15 years. Many different types of 
groups and organizations have determined that acquiring and using WMD may 
further their cause. Para-military groups, antigovernment organizations, political 
splinter groups, religious cults, and terrorist organizations have all attempted to 
use some type of WMD against US interests or those of our allies. 

2. WMD Planning Considerations. Existing military doctrine addresses 
the use of NBC weapons and their effects on personnel and facilities. Planning 
factors for battlefield use of these weapons may have direct application when 
planning for terrorist use of WMD. A list of current publications that address 
NBC weapons, their effects, and planning factors is at References. Table 20-1 
summarizes planning considerations in existing doctrinal publications on the use 
of nuclear, biological, and chemical weapons. Section H contains factors that 
address planning considerations for possible terrorist use of WMD. 
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Table 20-1. Doctrinal NBC Planning Considerations 

3. Chemical Agents: The traditional categories of chemical agents includes: 
blister agents, nerve agents, blood agents, and choking/ respiratory agents. These 
agents have been studied extensively and their physical properties, medical 
effects and treatment, and employment options are well documented in militaiy 
doctrinal publications. It is important to remember that most military planning 
.concerns large scale use of th e weapons against troops in a tactical environment. 

|BHi^^l^^lHI[^^BHHHHHHIiHHHI^vT?bi^^2 

lists some of the most common military chemical agents and their properties. 
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Table 20-2. Examples of Chemical Agents 



a. While much is known about these categories of chemical agents, 
terrorists are also capabl e of using a wide variety of industrial chemicals_and_rion_ 
standard agents. 




thorough assessment o 
vulnerabilities is essential 



"To minimize the uncertainty of these situations, a 
the range of possible threat agents and potential 



b. For any type of chemical agent attack, procedures must be in place to 
allow for the rapid recognition and warning of the incident.. Unlike biological 
agents, chemical agent exposure generally results in the sudden onset of 
symptoms. Emergency response and medical personnel should be thoroughly 
trained in the recognition of symptoms and the treatment of agent casualties. 
Unless chemical agent detectors are in use prior to the attack, detection and 
identification of the agent will be done by first responders to the attack or while 
treating casualties at the scene. 
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4. Biological Agents: A major problem posed by biological weapons is the 
lag from employment to the time of detection. Most of the biological agents have 
an incubation period of one to seven days before the onset of symptoms. 
Potential agents such as anthrax,, cholera, plague, tularemia, and viral 
hemorrhagic fevers (Ebola virus, Lassa fever, Yellow fever, etc.) have delayed 
symptoms following initial exposure. The lag from use until detection has the 
potential to allow for vyidespread co ntamiriation and the dispersion of aflected 
personnel across a very large area. " 




.a. 



(1) 



b. Two key factors that help mitigate the effects of a potential biological 
agent attack are a ^mprehensive vaccination policy and the active medical 
support program. 



' it is important to invdlve^riedi^rn^?^^^ in 
ig me tnreat trom mdigenous diseases and establishing an active 
preventive medicine program. In contrast to naturally occurring diseases in 
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which incidence of the disease increase slowly over a period of weeks or months, 
a deliberate biological attack will peak in a few days. Timely identification and 
communication of the attack is essential in treating and controlling the disease 
and limiting the effect on personnel. 



Ui oil <iii<].i>n.. 

Vnin ideiiUlyi 




c. Preventive medicine services will be in great demand jipon t he onset 
of an attack. 

fPrev^ntive meaicme spt 

f^ing safe food and water sources and in determining when to use 
treatment, immunization, and other preventive measures. Preventive medicine 
personnel must be continually aware of the biological threat in the areas in order 
to update their data base on diseases, potential vectors, and the susceptibility of 
troops to diseases. 




Table 20-3. Example Biological Agents 

These agents are a relatively new threat! 

As with biological agent/ 
^ide assistance mTJTehtifying and treating personnel that are exposed to 
toxin agents. Botulinum toxin and ricin are two types of agents that ar e in the 
toxin cateeor 




ts^Heaic^^jcRunnei 
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a. Toxins are defined as any toxic substance of natural origin 
produced by animal, plant, or microbe. They are non-volatile and tend to be more 
toxic than chemical agents. For example, botulinum toxin is 15,000 times more 
lethal than nerve agent GB. Their lack of volatility means that they would not be 
a persistent battlefield threat and would not likely be spread by secondary or 
person- to- person exposures. 

b. For toxins, incapacitation, as well as lethality, must be considered. 
Several toxins cause significant illness at levels much lower than the level 
required for lethality and are militaril y significant in their ability to incapacitate 
jnilitary force and civilian populations. 




Table 20-4. Possible Toxin Agents 
6. Radiological Materials: 



mclea^esearch facilities, nuclear reacto^^nedica^?sear3^nnre^mS 
centers, and constr uction engineering activities are all potential sources of 
radioactive material. 

equipment to detect radiation is available to most units] 



?aciiatton, regardless oi iis intensity, nas the potenti al to proauc^ 
larmiui eifects on unprotected personnel. Effects may be the result of external 
exposure to a radioactive source or inhalation or ingestion of radioactive particles. 



20-9 

FOR OFFICIAL USE ONLY 



7. Recent events have forced a greater awareness of the vulnerability of US 
personnel and facilities to attack from terrorist elements, both in the US and 
abroad. The suddenness and severity of the attacks has reinforced the need to 
anticipate and plan for the threat and consequence of terrorist attacks against US 
personnel. The remainder of this chapter addresses the standards to assist in the 
analysis, planning, crisis management, and consequence management of the 
possible use of WMD by terrorist organizations. 

B. Potential Threat of Terrorist Use of Weapons of Mass Destruction 
(Supports DoD Standard 30) 

1. The potentially devastating effects of terrorist use of WMD mandates 
that orga nizations conduct a thorough analysis of the__thTeaLir^^ 

le unique aspects of the terrorist 
irea^^cquire and employ WMD should be considered as a distinct element of 
the overall threat assessment. 

2. Combatant commanders should ensure an integrated collection and 
analysis program is established that draws detailed threat data from all available 
sources. The use of integrated terrorist threat estimates is discussed in Chapter 
6, para 6E. Deployed forces should also establish close relationships with 
diplomatic missions and supporting country teams within their AOR; they are an 
excellent source of information on the political and psychological background of 
local terrorist organizations. 

3. Collection plans should address the Essential Elements of Information 
(EEI) of the terrorist capability to acquire and use of WMD. EEI should be 
integrated into subordinate elements' collection plans and reviewed as new or 
evolving threats emerge. The plan should consider terrorist threats from 
commercial, industrial and medical source material as well as the traditional 
military nuclear, biological and chemical weapons and agents. 

4. New or changing terrorist capability to a;cquire or employ WMD must be 
rapidly disseminated through command channels. Units should include 
procedures for immediate reporting of changing terrorist threats or actual use of 
WMD. Notification should be sent through chains of command, lines of authority, 
intelligence agencies and similar organizations. As appropriate, it must also be 
passed to diplomatic missions or local US authorities to assist them in their 
preparation and response for a potential incident. 
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F. Vulnerability Assessments for Terrorist Use of WMD (Supports DoD 
Standard #31) 



1. Organizations will assess the vulnerability of installations, facilities, and 
personnel in their AOR to terrorist use of WMD. Vulnerabihty assessments will 
be based on the threat assessments derived from DpD Standard #30 and on the 
principles of vulnerability assessments discussed in Chapter 6, para 6C. 

2. As a minimum, assessments should include information from 
intelligence, logistics, medical, physical security, facility engineering, 
meteorological, explosive ordnance disposal, and NBC staff elements. The entire 
range of potential terrorist WMD use should be considered when conducting 
assessments. As previously mentioned, threats from commercial chemical, 
biological, nuclear, and radiological sources should be incl uded as well as 
traditional military agents. 




a. Individual protective clothing and equipment, 

b. Collective protection equipment and facilities, 

c. Medical response and emergency services capability, 

d. Training of personnel, 

e. Physical security and protective barriers, 

f. Facihty design and construction, 

g. Early warning and detection, 

h. Alarms and attack warning, 



i. Threat Intelligence, 

j. Sustainment operations and follow on support, 
k. Preventive medicine and vaccination programs, 
1. Storage of bulk hazardous material, and 

m. Explosive ordnance disposal response capability/ availability. 
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G. 1 Mitigation of Terrorist Use of WMD (Supports DoD Standard #32) 



I 1. Units will take appropriate measures to protect personnel and facilities 
and reduce their vulnerability to terrorist use of WMD. Mitigating the 
corisequences of the actual terrorist use of a WMD is critical to reducing the loss 
of life and property. This includes actions taken prior to use as well as actions 
takbn subsequent to the attack. Actions may be physical improvements such as 
installing an integrated large area siren and warning system, or procedural 
improvements such as exercising and validating the WMD emergency response 
annex or plan. 

2. Commanders should develop a plan to address the threat a WMD and 
exercise the plan to determine effectiveness in mitigating the effects of an attack. 
In addition to providing crisis action and consequence management procedures, 
planning should include pre-attack measures and consideration for the collateral 
damage a WMD may have on adjacent facilities and surrounding communities. 
Plans should provide sufficient detail to permit organizations to rapidly recognize 

and respond to any terrorist event using WMD. 

i 

I 3. Chapter 15 contains detailed crisis planning and execution guidelines 
for! dealing with a terrorist incident. In addition to the items contained in Table 
20-il, the following contains additional planning considerations that should be 
included in addressing terrorist use of WMD: 

a. Commander's estimate of the potential for use of WMD: 

This forms the basis for all facts and assumptions that drive the planning and 
preparation for any use of WMD by potential threat organizations. As such, the 
commander's estimate is the cornerstone of any successful program and must be 
reviewed frequently to incorporate any new or emerging threats. 

i ■ • 

! b. Type /number of threats: Accurate identification of the WMD 

thijeats posed by terrorist organizations provide a mechanism to determine the 
resources needed to counter the threat and respond effectively if they are used. 
Planers should also factor in the magnitude and diversity of the threats 
thifoughout an AOR. 

i 

Most likely/ most vulnerable targets: 

TfTSrTnncation ot the moswucei^an^vuirierable targets enables more detailec 
planning, which then drives responsible organizations to improve security 
measures. Further,' responsible organizations can take measures to improve the 
security for these areas. 
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frnr^ K ! Analysis: Certain areas pose different challenges 
from those above due to their specific value to terrorists. These targets may not 
be mission related or of high militaiy value, but their value to terrorists may be 
very nign. 



^BHBHHHHBBiHB^Hi^^^^^^^^^H^BHHji^^ This analysis must be 
conducted by fusing all available sources of information on the terrorist 
organization. 

e. Coordination with local authorities: Coordination with local 
authorities is essential when planning for terrorist WMD use. It is hkelv that an 
attack on eith er the DoD facility or the l ocal civilian populace will affect botl 

H^HHHiiHSHII^^^H^H^^^^'^orougi. 

organizations and local olTicial^ro^iSff a means to 

3^hV f-^T^lu^ opportunity to share critical resources 

needed to mitigate the effects of an attack. 



f. 



Attack recognition and agent characterizat 




A sent 

™ will proDaDly be done by lirst responders or medical personnel 

Planning must address this potential vulnerability and incorporate procedures 
that mmimize the delay from attack initiation until detection. P^oceaures 

Hr««i ^' ■ W*^8/yste™s: Because WMD attacks can cover large areas 
timely warning can^reduce the number of personnel who would otherwise be 
exposed to agent effects. A combination of outdoor warning sirens teleohonic 
notification, and broadcast announcements provide redundant Sng ^stem^ 
^^L"in r""" ^ '''' population. Special consideration f houM be 

g ven to unique populations, such as the visually or hearing impaired, to ensure 
effective warning systems are in place to provide for their safety. 

h. Response levels: Different agents require different resoon<5P*! 
Plans should include details on the appropriate response for the Xts ideS 
in commander's assessment and the equipment needed to implement that level of 

response. 
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i. Hazardous Material Response Teams: Host nation, federal, 
state and local regulations have specific requirements for personnel responding to 
hazardous material and siibstances. Commanders must be aware of these 
requirements and emergency responders must have the equipment and training 
necessary to protect themselves, treat casualties and decontaminate the site. 
Planning should include adequate time and resources to ensure response teams 
have the appropriate equipment and level of training. ^ 

j. Reporting procedures: Because of the sensitivity of terrorist 
use of WMD, many agencies require formatted reports on the nature of the event. 
Plans should include pre-formatted templates for reporting requirements and 
message addresses and phon e numbers for the agencies and commands that 
be notified. 

■■|HHHHHHHB^^H|^^^^^^Brevity codes, established crisis action 

l^^fflH^^^^^B^^re^n^preaetermined local reporting requirements will 
all assist in the management of a crisis by providing timely and accurate 
information to the emergency operations center. 

k. Crisis action team responsibilities: Emergency operations 
centers normally have only a small staff on duty and will require immediate 
augmentation when an attack occurs. Staff elements should be fully trained and 
prepared to implement the appropriate plan to reduce the effects of the WMD 
attack. It may be necessary to operate in protective equipment during the initial 
stages of the crisis. Training on the use of protective equipment and their specific 
duties as part of the emergency operations center staff should be regularly 
exercised to maintain proficiency in crisis action responsibilities. 

1. First responder responsibilities: First responders will be called 
on to perform many critical functions during a WMD attack. 



Careful planning and 

training is needed to address the special needs ot these groups. The actions they 
take during the initial stages of an event will have a very important impact on the 
consequence management steps that follow. 

m. Medical support, treatment and transportation requirements: 

As discussed earlier, pre- and post-attack medical planning is crucial. Prior 
coordination with host nation, state and local medical facilities is necessary to 
ensure medical plans include procedures to treat and care for contaminated or 
infected personnel. Medical teams require special training in the treatment and 
handling of contaminated casualties and remains. Medical facilities should have 
areas designated to treat and segregate contaminated patients. Preventive 
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medicine specialists and pathologists need to have a da:ta base of naturally 
occurring diseases and procedures to quickly assess and identify suspicious 
illnesses and diseases. Antidotes and treatments for potential agents from 
commercial or industrial sources should be considered in the casualty 
management plan. Contaminated patient transport and contamination control 
measures should be incorporated into litter and ambulance operations. 

n. Evacuation routes and care centers: T|iere will always be a 
requirement to clear an area and provide orderly evacuation to safe areas when 
WMD is used. Evacuation routes, safe areas, and care centers should be 
identified during the planning process. Law enforcement and security personnel 
need to determine traffic control points to facilitate evacuation and prevent 
personnel from entering potentially contaminated areas. Copies of the routes and 
locations of care centers should be available to installation workers and residents. 

o. Public affairs: The demand for information from the public and 
the media will be intense at the onset of an event. Public affairs planning should 
include background information on the potential agents and materials that pose a 
threat. Basic information on the properties, effects, treatment, duration, and 
decontamination of likely threat agents should be included in the public affairs 
reference materials brought to the emergency operations center and joint 
information center. Rapid and accurate information on the hazard during the 
early stages of an event will assist in protecting civilians from hazard and foster 
confidence in DoD's ability to safely manage the crisis. 

p. Crime scene procedures for agent material: Terrorist use of 
any WMD material is a criminal act. Lx)cal plans should include procedures to 
control a crime scene in a contaminated environment and provide for the recovery 
of evidence that may be hazardous. For domestic events, the FBI will be 
responsible for investigating the criminal incident. Law enforcement and security 
plans should provide procedures to facilitate the transition of responsibility when 
the FBI arrives on site. Overseas facilities should include similar procedures that 
are required under host nation or status of forces agreements. 

q. Follow on assistance: Any WMD event will generate the 
requirement for some form of external support or assistance. Plans should 
determine the type, amount and time frame for follow-on assistance. The logistics 
of managing a large contingent of external support organizations has the potential 
of overwhelming the ability of the local commander to control its effective 
employment. 
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r. Hazard prediction: When an event occurs, there is an immediate 
need to predict the size of the potential hazard zone. Reports from first 
responders will contain the location of the incident site; but the initial estimate of 
the hazard area should be made by emergency operations center personnel. 
Procedures should be incorporated into emergency operations centers that allow 
for a quick initial hazard prediction and methods for its rapid dissemination. 
Detailed predictions can be made when more information is provided on the agent 
type and dissemination means. 

s. Meteorological support: As indicated above, hazard prediction 
must be done quickly. Current and reliable weather data is critical to providing 
accurate hazard predictions. Updated weather data should be routinely provided 
to emergency operations centers so that it is available at the onset of an event. 
Organizations providing data should be part of the planning process so they can 
develop weather products that support hazard prediction models or programs. 

t. Contamination control: Containing and limiting the spread of 
contamination is essential in reducing the effects of a WMD attack. Procedures 
for personnel responding to the attack site should include methods that minimize 
their direct contact with contaminated material. 




e 

routes. 

u. Decontamination and hot line operations: Decontamination 
procedures should be developed using the resources locally available. 
Decontaminating exposed personnel, first responders, and site work teams 
requires the rapid establishment of a decontamination site. Plans should 
consider the requirement to maintain decontamination operations for extended 
periods and the potentially large personnel and logistics need generated to 
support this type of operation. 

V. Sampling and analysis: Sampling will be required at the attack 
site and in the predicted hazard areas to establish the presence or absence of 
contamination. Plans should include procedures to determine sampling 
requirements and protocols for the collection of agent material. Analysis of 
samples may be done locally at the onset of an attack, but may be shipped off-site 
for confirmation or for detailed analysis if local facilities cannot identify the 
material. 

w. Monitoring operations: Monitoring plans should include 
procedures to employ detection equipment to known or suspected hazard 
locations. Detection equipment intended for military tactical level employment 
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does not detect agent eoncentratioris that are eonsi(ieF^d:Jia2a^ by the EPA 
and the Occupational Safety and Health Administ-mti^^^^ Jgnyironm^nta^^^ and 
safety planners must toe aware of the hazardous materiaJ ^exposuce . liEciits for 
civilian populations and understand the hrnitations of Uisingym 
to determine when areas are considered free of con taminatipn ; ^ , - 



X. - Reentry and remediation operations:, .Pre^liminary .planning 
should address the considerations for these operation§;v Reentry >inicl^ actions 
required to permit personnel to safely enter an area following an attack. 
Remiediationiincludes actions to rernovq all contaMwaat|@i^ the site and 
restore the environment to its original condition. Bofeh4o|jthes(B prpce;^^^^^ can 
potentiaMy take several days to weeks to complete. External sppport wilLprpbably 
be needed to ensure these tasks are properly acconipUshed.^ .^ . . . ^ 

. 4. Training programs should provide a <30|npfehensif\^.^ to 
meeting the needs identified in. mitigation efforts. Actions required to reduce the 
vulnerability to attack and to respond as the result of a-^ terrorist WMD incident 
involve many^ different tasks , and levels of training. = At a minimum, training 
programs shbtild. include individual, first responder, functional response, team, 
^^^5fc^W^^8^^^^y^^^^ ^^^^^^ training. . 

H. Mitigation and Consequexice Management 6i^ideiine^€o^^^^ 
Planning For Terrorist Use of WMD 



1 . Pre-deployment and garrison operations, ^ 



a. 



Comn^and, control, communiGationiSi computers, and 
V intelligence (G4I): 




Review and update operational planjs ba^ed o^riprote 



Active defense; . 



Gather intelligence on potential terrorist gapabUity.>i : - : ' 
: Identify essential elements of enemy iiMSorasnation ;on terrorist v 
capability...:. .■: - •; ■ . v., .; :h vO'^^^ .xia 



c. 



Detection and Identification: 



rQather meteorQlqgicali<lata for area^f pperaticjns. 
Gather intelligence r:egarddng terrorist WMD}<?a.pabilities^5 
.Coiwluct refresher training on all det^ction^uipment, / 
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Identify threats that require laboratory analysis for identification. 
Develop specific identification techniques and acquire materials 
to conduct analysis. 

d. Hazard prediction, warning, and reporting: 

Conduct training for all personnel in the warning and reporting 
chain. 

Exercise the warning and reporting system and communications 
nets. 

Identify hazard prediction models and exercise procedures. 

e. Reconnaissance, survey, and monitoring: 

Develop sample collection, packaging, transportation, 
documentation, and analysis procedures. 
Conduct training for reconnaissance and survey teams. 
Identify laboratory locations to support agent identification. 

f. Individual Protection: 

Conduct training for individual defensive procedures and 
equipment use. 

Issue individual equipment as appropriate. 
Stockpile replacement items. 

g. Collective protection: 

Identify and quantify requirements. 

Conduct operational checks of on-hand equipment. 

Stockpile replacement items. 

h. Medical: 

Conduct medical threat analysis. 

Provide medical input to medical force development planning. 
Train in medical aspects of WMD defense. 
Review medical logistics support. 
Implement vaccination policy. 

Review individual procedures for hygiene in a contaminated 
environment. 

Review individual and collective procedures for general defense by 
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nj|dic9J,4ini1;s WMD. 
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i. Contamination control: 

Identify assets and rehearse procedures, 
j. Logistics: 

Review planning factors for operations in contaminated 
environment. 

Identify resources to support sustained operations in contaminated 
environment. 

Pre-attack procedures. 

a. C4I: 

Pre-plan for WMD event. 

Issue mission orders and directives. 

Activate WMD reporting chain. 

Order appropriate WMD protective actions and posture. 

Enforce counter-surveillance measures. 

Coordinate with local civilian or host nation governments. 

b. Active defense: 

Allocate resources to active defense mission. 

Monitor terrorist offensive actions. 

Disrupt terrorist planning cycle and C4I means. 

c. Detection and identification: 

Conduct routine background analysis and periodic monitoring. 
Conduct refresher training for detector operators. 
Position detectors. 

d. Warning and reporting: 

Conduct refresher training in WMD warning and reporting. 
Initiate and maintain disease and non-battle injury reporting 
system. 
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e. Reconnaissance, survey, and monitoring: 

Position assets. 

Stockpile sample collection and transportation equipment. 
Stockpile agent identification equipment. 
Conduct routine sampling in accordance JAW the threat and 
detector capabilities. 

f. Individual protection: 

Implement unit standard operating procedures for WMD 
operations. 

Adopt protective level appropriate to the threat. 

Prepare to take additional protective measures when warned of 

possible or actual attack; 

g. Collective protection: 

Post sentries on entrance to collective protection shelters. 
Adopt increasingly defensive posture in line with threat level. 

h. Medical: 

Provide medical input to Commander's estimate of the threat. 
Review and promulgate medical treatment protocols. 
Identify specialist medical teams. 

i. Contamination control: 

Identify water sources and decontamination solutions. 
Position equipment and supplies. 

j. Logistics: 

Confirm availability of equipment and supplies for operations in a 
contaminated environment. 

Identify host nation, federal, state, or local resources that may be 
available to augment unit assets. 
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Actions during attack. 

a. C4I: 

Transmit appropriate reports. 
Synthesize attack information. 
Notify local/ host nation government. 

b. Active defense: 

Disrupt terrorist delivery systems. 

c. Detection and identification: 

Collect samples. 

Coordinate and analyze intelligence, meteorological, medical, and 
detector system input. 

Prepare and forward samples to lab for further analysis and 
identification. 

Conduct downwind hazard analysis and disseminate predictions. 

d. Warning and reporting: 

Implement warning and reporting procedures. 

Report and forward evidence of attack to command, medical and 

law enforcement authorities. 

Make and disseminate alarm/ protective action decisions. 

e. Reconnaissance, survey and monitoring: 

Implement collection and survey plans. 

Collect any aerosol, environmental, plant/ animal, and medical 
samples. 

Report results of field surveys and monitoring efforts. 

f. Individual protection: 

Implement appropriate protection for personnel. 
Implement evacuation plans for non-essential personnel and 
civilians. 

Provide resupply of expended items and contaminated equipment. 
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g. Collective protection: 

Activate collective protection shelters for key assets. 

Maintain strict control over access to collective protection shelters. 

h. Medical: 

Initiate treatment of contaminated casualties. 
Confirm detection system results- 
Characterize agents. 
Monitor outbreaks. 

Maintain integrity of medical collective protection. 

i. Contamination control: 

Determine extent of attack location. 

Control access to site and establish designated routes to and from 
the area. 

Have first responders attempt to provide hasty decon of the known 
hazard area. 

Implement decontamination plan, 
j. Logistics: 

Issue replacement items. 

Replace expended supplies and contaminated items. 
Post-attack actions. 

a. C4I: 

Assess result of terrorist attack. 

Asse;ss terrorist intention for any further attacks. 

Ensure continued operation of WMD warning and reporting 

system. 

Update threat based on latest attack information. 

Order implementation of specific post-attack control measures. 

Identify resource and capability shortfalls. 

b. Active defense: 

Target any residual capability. 
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Execute appropriate military response. 

c. Detection and identification: 

Relocate detectors to any predicted agent locations. 

Continue sampling and monitoring until agent levels are below 

permissible exposure levels. 

d. Warning and reporting: 

Disseminate decisions on protection, hazard avoidance, and 
countermeasures. 

Collect and forward casualty and disease reports. 

Continue to report unexplained illnesses or agent symptoms. 

e. Reconnaissance^ survey and monitoring: 

Identify contaminated areas for environmental remediation. 
Continue to collect samples to verify initial results. 
Provide agent samples to law enforcement authorities. 

f. Individual protection: 

• Initiate controlled down dressing for protected personnel. 
Redistribute supplies of individual equipment, 

g. Collective protection: 

Decontaminate as necessary. 
Replace filters. 

h. Medical: 

Implement strict field hygiene measures. 

Review treatment protocols and agent symptoms. 

Characterize outbreaks. 

Deploy specialist teams. 

Institute quarantine as necessary. 

Document and treat casualties. 

Analyze and distribute medical intelligence. 

Ensure medical protective measures for follow-on support is 

complete. 
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Ensure safety of food and water supplies. 
Contamination Control: 

Restrict movements of personnel and equipment into the hazard 
zone. 

Estabhsh multiple sites to speed the decontamination of personnel 
as appropriate. 

Logistics: 

Replenish contingency stocks. 
Reissue decontaminated equipment. 
Review accuracy of planning factors. 



I. SPECIFIC WMD REFERENCES 

1. Department of Defense: ''Handbook of DoD Assets and Capabihties for 
Response to a Nuclear, Biological, or Chemical Incident" 

2. Joint: Joint Publication 3-11, "Joint Doctrine for Nuclear, Biological 
and Chemical (NBC) Defense'' 

3. Multi-Service: 

a. FM 3-6 / AFM 105-7 / FMFM 7-1 IH "Field Behavior of Chemical 

Agents" 

b. FM 3-10-1 / NWP 18-1 AFM 355-4 / FMFM 7-11 "Chemical 
Weapons Employment'' 

c. FM 8-285 / NAVMED P-541 / AFM 160-11 / "Treatment of Chemical 
Agent Casualties and Conventional Military Chemical Injuries" 

4. Army: 

a. FM 3-3, "Chemical and Biological Contamination Avoidance" 

b. FM3-3-1, "Nuclear Defense" 

c. FM 3-4, "NBC Protection" 
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i. 



d. FM 3-5, "NBC Decontamination" 

e. FM 3-7, "NBC Handbook" 

f. FM 3-100, "NBC Defense, Chemical Warfare, and Smoke and Flame 
Operations" 

g. FM 8-10, "Health Service Support in a Theater of Operations" 

h. FM 8-10-7, "Health Service Support in a Nuclear, Biological, and 
Chemical Environment" 

5. Navy 

a. NSTM, Chapter 070, "Shipboard Radiological Defense" 

b. NSTM, Chapter 470, "Shipboard BW/CW Defense and 
Countermeasures" 

c. NBC, "Warfare Defense Ashore" 

6. Marine 

a. MCWP 3-37.2, "NBC Protection" 

b. MCWP 3-37.3, "NBC Decontamination" 

c. MCWP 3-37, "MAGTF NBC Defense" 

d. MCWP 3-37. 2A, "Chemical and Biological Contamination Avoidance' 

e. MCWP 3-37. 2B, "Nuclear Contamination Avoidance" 

f. MCWP 3-37.4, "NBC Reconnaissance" 

7. Air Force 

a. AFR 355-1, "Disaster Preparedness and Planning Operations" 

b. AFR 355-3, "Air Force Personnel Shelter Programs" 

c. AFR 355-8, "Mission Oriented Protective Posture" 
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J. WEAPONS OF MASS DESTRUCTION CHAPTER SUMMARY 



L _ 

of potential 

rpons includes previously known military sources and unconventional attacks 
using materials from industrial and medical sources. 

2. Existing doctrine provides useful information that assists i n planning 
for defense against possible us e of WMD by terrorists,^^^^ 

f units must expanc 

reir planning process and actively seek information on terrorist intent and 
capabilities in their AOR. 




upport 

IS essential in identilying procedures ana resources necessary for detection, 
warning, and response to terrorist use of WMD. It is especially important for 
medical support staffs to be integrated into the planning process to establish 
medical support considerations for planning and conducting operations to 
mitigate the effect of WMD use. 
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APPENDIX A 



SELECTED TERRORIST INCIDENTS AGAINST DoD-AFFILIATED 
PERSONNEL AND INSTALLATIONS IN PUERTO RICO 
AND ABROAD, 1972-1991 

INTRODUCTION 

The following summary of selected terrorist inddents against DoD-affiliated personnel and 
insiaQaiions was ]vepaied from previously published Department of Defense, Department ctf State, and FBI 
smnmaries of doosestic and international temvist incidf"^ This summary is provided to illustrate the wide 

Date Event 

(Yc«r-MoBtli-Day) 

72-QS Red Army Faction members carried out 6 sq)arate bombing attacks in which 1 was killed 

and 13 were injuredat a U^. officers* club in Frankfurt; 3 were killed and S wounded in a 
blast at the U.S. Anny European Conunand Headquarters in Heidelberg. 

74- 04 Members of the New People's Army of the Philippmes Communist Party murdered three 

U.S. Naval personnel near Subic Bay Naval Base. 

75- 06 Members of the Popular Struggle Front kidnapped a IJJS. Army colonel in Beirut and 

turned him over to the Popular Front for the Liberation of Palestine General Command 
after food was delivered to Palestinian refugee camps in BeiruL 

75- 11 Members of the Greek terrorist group. Revolutionary Popular Struggle (ELA), fire- 

bombed the U^. Air Force Commissary in Athens. 

76- 06 Revoludonary Cells members were credited with a bomb attack on U.S. Army V Corps 

Headquarten in Frankfurt, Germany, in which 16 personnel wexe injured. 

76-12 Members of the terrorist group* Revolutionary Cells, were blamed for a bomb attack on 

the U^. Air FdrceOfBoers* Club at Rhein Main Air Base^ Seven personnel were injured 
in the blast. 

78-01 A U^. Air Fdioe truck was bombed in Istanbul Turkey. 

78-01-09 Cars bekxiging to two U.S. Navy personnel were fuebombed in Nea Makri, Greece. 

78-01-2S During an ambush of a U.S. Air Force truck, an airman was wounded in the vicinity of 

Izmir, Turkey. 

78-02-14 An>roximately 200 armed urban guenillas attacked the U.S. Embassy and held U.S. 

AmbassadcH^ William B. Sullivan and 101 members of the Embassy staff for more than 2 
hours in Tehran, IratL 

78-02-18 Car belonging to a school teacher at the DoD Dq)endent School was firebombed in 

Athens, Greece. 

78*04-16 A DoD communications facility was fued upon in the vicinity of Pirinclik, Turkey. 

78-05-31 A bomb explosion damaged the U.S. Air Force transient family quarters in Ankara, 

Turkey. 

78-05-31 A bomb exploskm damaged a U.S. Army hotel in Wiesbaden, Germany. 

78-09-16 A man hurled two Molotov cocktails m front of the U.S. Marine Corps Headquarters at 

Camp Butler, Okinawa, Japan. The devices failed to detonate. 
78-09-16 A machine gun attack was made at dawn on the U.S. Embassy by the Popular liberation 

Fdrces in San Salvador, B Salvador. 
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Date Event 

78-10-15 A U^. Air Force depot was aoacked by machine-gun fire and robbed of weapons in Izmir, 

Tmkey. 

78-11-30 The qxaitment of a U.S. military member was bombed, resulting in the woonding of two 

personnel in Tehran, Iran. 

78- 12-30 U^.Aimy Team House was robbed and banied in Madiad,Iran« 

79- 01-28 A U.S. Air Force officer was shoe and wounded as he was returning to his home in 

Tehouulian. 

79-01-30 NATO's Allied Forces Southern Command compound was fiiebombed in Haptes^ Italy. 

T943C Unknown people poured keroseae on the rear portion of a U.S. Army officer's Jeep 

Wagooeer padoed in fixw <tf Usieside&oe and set it on fire 

79^.20 Unidentified individuals fired fiom a passing car at die Izmir 

num attached to the Soudieast NATO Headquarters in Izmir, Tiirkey. 

794)2-28 Two U^. Navy shore patrol vefakks were fiiebombed in Nqdes, Italy. 

79-03-12 U^. Air F<yce motor pool, the APO building, and the military exchange office were 

damaged by an exptosion and fiiebombing in Izmir, Turkey. 

79-04-12 Three masked men firing pistols frcun a stolen automobile IdUed a VS. serviceman and 
wounded anodier before speedmg off down a side street The leftist Turidsh People's Lib- 
eradon, after spending 8 years underground, claimed credit for the attack in Izmir, Turkey. 

79-05-01 A bomb exploded at the Marine Security Guard Residence in Bogota, Colombia. Damage 

was extreme. Four VS. Marines and two Colombians were injured. 

79-05-11 A U^. Army soUier was killed and two otbes were wounded by a machi^ 

bus stop in Istanbul, Turkey. 

79-06-25 RAF members attempted to assassinafft General Alexander Haig, Supreme Allied 

Commander, NATO, with a bomb concealed under a bridge in Obourg, Belgium. The 
bomb ex^oded between General Haig's car and an escort vehicle. Two guards were 
wQinided in the attack. 

794)7-25 Police lakled a Rrst of October Group of Anti-Fasdst Resistance (GRAPO)safebo^ 

found plans to kidnap or kOl a high-ranking U.S. Air Force officer in the Royal Oaks 
Military Housing Coouhunity in Madrid, Spain. 

79-09-16 A U^. Army soldier was wounded by an exfrtoskm at an Army barracks in West Berlin, 

Gennany. 

79*10>30 About 300 leftists empkyying small arms attempttd to take over the U^. Embassy 
located m San Salvador, B Salvador. Two U^. Marine Guanls were slightly wounded 

79-11-24 A Puerto Rican terrorist group claimed credit for a night bombing at two Chicago, 

Illinois, inilitary recruiting <^oes and the Naval Armory. No injuries were reported. 

79-12<03 Two saikHS were killed and 10 odiers injured when a U.S. Navy school bus carrying 13 

enlisted men and 5 enlisted women was ainbusbed by Paerto Rican ternviststf ajn. 
in the vicinity of Sabana Seca, Puerto Rica 

79-12-14 A U^. Army soklier and three D6D contractors were shot to death in an ambush near 

their suburban Istanbul, Turkey homes as they were arriving home from work at the 
Cakmakli Military Base at 5:40 p jn. 

80^-11 A U^. Army officer's car ws» damaged by arson near Vicenz, Italy. 

80^ Members of the tenorist group, Macheteros, fired on a U^. Navy bus in Puerto Rico, 

killing two. 

8&03-12 A Pueru) Rican Pcqnilar Army terrorist shot at a government car carrying three Army 

ROTC instructors in San Juan, Pueno Rico. Minor injuries were sustained. 
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Date 
(Y«ar-M«atb 

8(M)5-31 
8(M)7-31 

SM9-26 
80-l(H)4 
80-11-07 
80-11-15 

80- 11-22 

81- 01 

81-02-02 
81-03-15 
81-03-25 
81-04-12 
81-04-25 
81-06-17 

81-08 
81-08-08 

81-08-31 

81-09-01 
81-09-15 



Event 



Three Turkish tenorists shot and killed a U^. Navy chief petty officer and a Turkish 
friend as they left the petty officer's ^Mroncnt to get into his vehicle in Istanbul, Turkey. 
The NATO Rod and Gun Club was damaged by an explosion in Izmir, Turkey. No in- 
juries woe reponed. The Revolutionary Way claimed reqx»sibility. 
Unidentified terrorists fire-bombed the firsifloor j^amnentof an AirFbree staff sergeant 
Two bombs were thrown. The seamd one sttuck the sergeant, causing second and third- 
degreeboms. The aoad: took place in Izmir, Turk^. 

Five VS. Air Fdrce members were amoig 213 persons injured by a bomb detonated at 
the Okioberfest fesuval in Munidi, Ckrmany. 

Two U^. Naval pcrsomid were among ten persons injured by bombs that exploded at 
ImmbIs and a theater in Manila, Philippines. 

A pipe bomb, dnown over the perinwer fence, exploded on the n»f ofadv^ 
building at a U^.miliiary base in Ankara, Turic^. No injuries were rq«rted. 
A U.S. Air Force member was killed while another escaped injury in a terrorist attack at a 
U.S. Air Force CacilUty in the vicinity of Adana, Turkey. 

Two firebombs were thrown into a U.S. Army compound causing minor damage in 
Esslingen. Germany. 

Terrorists belonging to Macheteros desttoyed d^i aircraft and damaged two others in a 
careftilly executed multiple bombing attack on the Puerto Rican Air National Guard 
airfield. Damage was estimated to be $40 million. 

Two incendiary devices were discovered inside two IjOH-58 helicopters at the U.S. Army 
Airfield near Beudingen, West Germany. 

Three U.S. Marines were wounded in a rocket attack on an embassy vehicle in San Jose, 
Costa Rica. 

Puerto Rican National Guard soldia was wounded in an assassination attempt in Ponce. 
Puerto Rico. 

A U.S. military oain on the Bremen-Hannover, West Germany, Une was halted by a cable 
that bad been pixed ow the rail electrificatkjn wiring. 

A U.S. Air R«e member was wounded by a tone gunman near the Inciriik, Turkey, Air 



A bomb at the NATO Arms Depot in Wahrendahl, West Germany (17 miles southwest of 
Hanover), exploded and cansed approximately $130,000 damage to a facility under 

No injuries were reported. 
Red Army Faction members bombed the U^. Air Force headquarters in Ramstein, 
Gennany, injuring 18 Americans and 2 Germans. 

Two and possibility four, men armed with automatic we^xms opened fire on a U^. Air 
Force pickup ouck, but none of the Buck's occupants was injured. The attack took place 
in the vicinity of Malatya City, Turkey. 

A large car bomb exploded in the parking lot at U.S. Air Force Europe Headquartcis. 
Ramstein Air Base, West Germany, injuring twenty people, mcluding two semor U.S. 
Air Foree officers. 

Arsonists desnoyed seven automobiles belonging u> US. military personnel in an 
American housing complex in Wiesbaden, West Germany. No mjunes occurred. 

Red Army Faction members credited with an auack on U.S. Army Eiu^opeM 
ComniandingGeneralKrocssen'scarwithtwoRPG-7 grenades. The General and his wife 

were slightly injured. 
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(Ytar-MoBlh-Day) 

814)9-23 Members of the temxist ffoap, Lcveczo Zelaya Popular Revolimonary Forces (FFR-LZ), 

a mbtt sh^ five members of a U.S. Mobile Training Team; tbey also exploded a time 
bomb on the second fkxir of the Honduran National Assembly buU^^ 

81-10-06 Egyptian soldiers assassinated Egyptian Ptesident Anwar Sadat as he was observing a 
parade outside Cairo, Egypt Three US. military oflicers observing the parade were 
wounded. 

81-10-21 Two umdentified persons, challenged by military police in the vicinity of military 

boosing, opened fire on the MPs with a hand gnn. Tlie MPs returned fire and the indi- 
vidualsfled. No one was wounded. 

81-iA-27 A military policeman was shot and wounded at Fort Buchanan near San Joan, Puerto 

Rico. 

81*12-07 Unidentified attackers threw a bomb through the window of the U^. Army unit com- 

mander's (tffice near Kassel, West Gennany. Only the detonator of the bomb (a fire 
f^^^ptiih^ parff^rf with gxfioavesi) cxplndfid and injursd two soldiers. 

81- 12-17 Red Brigades members kidns^yped VS. Army Brigadier General James Dozier fiom his 

home in Verona, Italy. He was held for 42 days undl freed in a rescue operation by 
Italian coantertenorist forces. 

82- 01-18 Terrorists belonging to the Lebanese Armed Revolutionary Faction (LARF) murdered 

Assistam U.S. Army Attache, LTC Charles Ray, white he stood on a Paris sidewalk 

82-04-17 An assistant U.S. Army attache was wounded by small arms fire as she drove in the 

vicinity of the Beirut, Lebanon, port area. 

82-05 Macheteros terrorists killed one sailor and wounded three others in an ambush outside a 

San Juan nightclub. 

824)5-16 One VS. sailor was killed and three were wounded in an ambush by die Macheteros in 

the vicinity of San Juan, Puerto Rico. 

82-05-21 A bomb exploded at Hellenikon Airbase, Greece, damaging the dairy {dsmt inside die base. 

No injuries were rqxxied. 

82-06-01 Revolutionary Cells members were blamed for a bicycle bomb delivered to a . Army 

communications center in Frankfurt The bomb was detonated, but no casualties were 
lepo n edi 

82-07-02 A bomb eqdoded between two vans used by a computer data processing unit of die U.S . 

Army, but no injuries were repocted. Revolutiooary Cdls claimed reqxKisibility for die 
bomUng, which ttxik pbce in Frankfun, West Gei^^ 

82-08-12 A smaU bomb expkKled in a U.S. military bousing area in Frankf^ 

damaging a car. No in^nies were reported. 
82-l(M)9 A device exidoded under a van bekmging to a U^. Army soldier, destroying it a^ 

causing minor damage to foor other vehicles and windows in an adjacent building in 

Frankfurt, West Gennany. 

82-10-19 An incendiary device damaged two cars in the U^. military leased housing area in 

Frankfist, West Gennany. 

82-10-31 A bomb exploded in die Dulles Housing Area in Giessen, West Gennany. The bomb, 

which had been placed under a vehicle in die parking lot, damaged approximately IS 
vehicles and shattered windows in adjoining apai u uem b ui M i ng s. There wtie no injuries. 

82-12-13 A five extinguisbernypebcmib attached to die car (tf a U.S.AnnysoklierexploM 

of Butzbach, West Germany, the soldier received second and third degree bums and 
imemal injuries. . 
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Event 

(Ycar-Moalk-Day) 

82-12-14 



A VS. Amy soldier ottered his car and discovered a &e eainguislier-type bomb behind 
«he dnver-s seat m the vicinity of Fechenheim. West Germany Thede^ wS 
contained approximately 4 lb of explosives conneoed 

^^:LirZ^^ injured on entering his car near Cambiat Fiitsch Kaseine. near 
£ianiistadt,WestGennany.whenhedeiaaatedabamb. ucar 

l^lxdlah membcK comnuiied a suidde car bomb atta* on die U^. Embassy 
S^^"^*^*^^^^^"^ FbnyHune persons ^iSlS^ 

Suid<Wienwi«diow 

SSiL^^:i,S;l^ 

SS^^AS^^SySL" assassinated Navy Captain George Tsantes and his 

^JS^S^J^^^!^^ ^ assassination of Leamon Hunt. Director 
Se^S^SS^ sponsible for monitoring the peace accord 

Rev^utionary Cells was identified as die organization responsible for die bombing of a 
NATO fuel pipelme near Lorch in Baden-Wuntembeig. 

SSSSl! ^ ^^"^ simultaneous bombings along 

NATO fuel pipehne, fofcmg temporary shutdown in operations. 

SI^'^mI^. ^ ^-25) claim credit for a four-round monar 

buildmgs were damaged in die attadc »c»«ai 

fi^' was bombed in Duesseldorf. Members of die Tenorist 

Group, Rcvolutionaiy Cells, were thought to be responsible. 

OantoMt Communist CeUs members claim responsibility for bombing at NATO sup- 
pon&cility m suburban Brussels in which two American military policemen w^ 

S?S^>'°"?!!i!P.'^.^'^ 25 April (FP.25) fired diree mortar rounds at 
NATO ships anchored m Lisbon hartxir. None were hit " w««tt ai 

85-01 I^Aimy Faction Members firebombed the airfield at Heidelbeig. 

85^ Hizbalbhuaro^ US.Navy 

«iri!55L2f°^?*^,^***^''^""'^ 39 U.S. citizen 

were held hosagem Beirut for 17 days. 

Red Araay F^oo claimed responsibUity for a car bomb detonated at Rhein Main Air 
BMC. The bomb killed two and injured 17. In addition, die terrorists killed an off-duty 
U.S. serviceman the night before die attack and used his miUtary identification to eain 
access to die base. k-ui 

Jtodwerw claimed responsibiUty for an attack on a US. Army recruiting officer in an 
ambush while he was on his way to woik. 

Paction was credited widi a bomb attack on die NATO fuel pipeline near 

8^05 ^.Anny Faction was blamed for an attack on a U.S. military fuel pumping station In 

addition to die damage to die pumping station, die bomb destroyed two fuel trucks and 
uutiated a fire diat consumed more dian 1000 gallons of fuel. 



82- 12-15 
82.12-28 

83- 04 

83-10 

83- 11 

84- 02 

84-12 
84-12 

84- 12 

85- 01 



85-06 



85-11 
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86-10 Explosives wot discovered at sevecal militaiy and military-ielaied facilities thiougiiout 

Puerto Rico. 

86-11 Macbeteros members were believed responsible for a bomb discovered in the National 

Gnard Building in Old San Juan, Pueno Rica 

86-12 Macbeicros tenorists were believed to be respcmsible for a bomb that destroyed a vehide 

in tbe National Guard Center at Yauoo, Puerto Rica 

Members of the Greek temvist group, Revohitionary Popular Struggle (ELA), fire- 
booibed the UJS. Air Force Commissary in Athens. 

Tenorists belonging to the New People's Army (NPA) murdered two American 
servicemeii, an American retiree, and a Filqnno bystander oots^ 
Philippines* 

Hizballah members kidnq>ped United Nations Military Observer Ix Cd. Richard 
Higgins. USMC. In July, 1989, Higgins videotaped remains were aired; his remains 
were returned to the Umied States in 1991* 

88- 04 Jaqpanese Red Army members were held responsible for a bomb that was placed in front of 

the U^. servicemen's club in Naples, Italy. The bomb blast killed five people, in- 
cluding a U^. servicewoman. Two JRA members were the main suspects in the 
bombing that coincided with the anniversaiy of dieU.S. raid on Libya in 1986. 

89- 02-19 A bus carrying U.S. military personnel near Comayagna, Honduras, was hit by a bomb 

blast, injuring three U.S. military and two Honduran dvifians. The Morazanist Patriotic 
From (FPM) claimed responsibility. 

89-06-19 An improvised explosive device drtonatrd early in the moniing at the Puerto Rico Army 

National Guard Recniionent Center, in Bayamon. Tbe explosive device had been placed 
in the frcmt dooijamb. Tbe blast caused damaged to the exterior of tbe building, shat- 
tering a plate glass window and door. No injuries or loss of life occurred. EPB- 
Macheteros claimed reqxmsibility. 

89-09-26 The New People's Army killed two US. civilian Department of Defense contractors in 

their vehicle north of Cbrk Air Base, apparently dmed to coincide with tbe arrival of the 
U.S. Wiot President in Manila, Philqjpines. 

89- 10-22 Revolutionary Popular Struggle firebombed three cars belonging to U.S. Air Force 

personnel in Athens, Greece. The next day, an incendiary device was found under anodier 
auman'scar. • 

90- 02 The anticapitalist Antiestablishmem Struggle Organizatioo claimed responsibility for the 

firebombing of a U.S. Air Force vehicle in Patras, Greece. 

90-03-02 An nnidentif«l assailant threw a grenade nito tbe My Place nightclub in Panama City, 

Panama. One U.S. sddier was killed; several others were mjured. An eyewitness re- 
poned that tbe suspea shouted *Viva Noriega' before throwing tbe device and then es- 
caping in a neartyy vehicle. Responsibility for tbe attack was clainM^ 
unknown groqs. The Organization for the Liberation of Panama and the M-20. Both 
groiq» were believed to be comprised of Noriega toyalists. 

904)3-31 A bus carrying 28 ofr^lutyU.S.Aff Force personnd was anacked by unidentiM 

in the vicinity of Amarteca, Honduras. Seven airmen were woimded in the ambush, two 
of whom required hospitalization in Tegucigalpa. The troops, who were assigned to Soto 
Cano Air Base, were attacked as they retoriied Cram a recreational outing at the port 
Tela. Responsibility for the attack was later claimed by tbe Morazanist Front for tbe 
Liberation of Honduras (FMLH). 

904)5-13 The New People's Army, the military wing of the Community party of the Philippines 

was responsible for the slaying of two VS. airmen near Clark Air Base and may have 
been respcmsible for tbe assassination of a Marine sergeant earlier in the month. 
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Date 

(Y«ar-MoBth*0«7). 



Event 



9(W>5-27 

90-10-18 

90-11^ 
90-11-10 



91^1^ 

91-01^ 

9W1.13 
91^1-20 
91-01-21 

91-01-21 
91^1-29 

91-01-29 

91-02-07 



On May 27, 1990, an onknown number of individuals cm through a chain-link fence 
surrounding the Puerto Rican Anny National Guard (PRANG) compound a Mayagucz. 
Puerto Rico. They set fiie to two PRANG trucks, which resulted in the destruction of 
one vehicle and considerable damage to die other. No claims of reqxmsibilityweie made. 

Radk:als threw more Aan SO firebombs at the rear door of a U^. Army office in Seoul, 
ra ^ ti g minor damage. 

Six U.S. crewmen from the U.S.S. Saratoga were attacked by 12-14 smdents from the 

Technical University who were armed widi sticks and ckibs. One crewman was leponed 

injured. The only identifiable wad ^)Qken by the aoackers was "Saratoga." Acconlingto 

ixess rqxxts, the attackers burned a cardboard AflMrican flag and shouted "danm An^ 
inqmialism/ 

At 11:50 pjn., a bomb went ctf outside a restaurant in Vina Del Mar, Chile, injuring 
eight people including 3 personnel from the U.S.S. Abraham LincohL ResponsibOity 
for the incident was dainied by die Manuel Rodriguez Patriotic 
At approximately 6 p jn., five to six youths threw two bottles at a Turidsh bus trans- 
porting VS. naval personnel from the Guzelbache dock to Izmir, Turkey. At the dme of 
the attack, the aircraft carrier U.S.S. Kennedy and die cruiser U.S.S. Gates were in jkxl 
The following day, leaflets were found in the parking lot of an ^artmeni building 
occupied prinaarily by U.S. military personnel, as weU as^on the windshield of some 10 
cars (widi foreign civilian license plates) parked in die tot The leaflets read: "Yankee go 
home, condemn American Imperialism," and were signed by a heretofore unknown ddud 
called Socialist Youth. 

Two U.S. crewmen, Ll Col. David Pickett and crew chief PFC Eamesi Dawson, were 
executed after dien- helicopter was downed by Farabundo Marti National Liberation Front 
(FMLN) militants in Canton San Francisco, El Salvador. A thiid American, Chief 
Warrant Officer Daniel Scott, died of injuries he received when the helicopter was shot 
down. 

FMLN guerrillas fired upon a team of American military personnel in Canton San 
Francisco, EI Salvador, who were investigating the deadis of die three U.S. airmen lost in 
the January 2 downing of a U.S. airaaft. 

An unknown indivklual poured flammable liquid oo die rear of a car owned by a VS. 
citizen at Incirlik Air Base, Adana, Turkey, and set it on fire. 

A mototov cocktafl was dsown onto die street of an American housing area in Ostertiolz- 
Scharmbeck, Gennany. No damage or injuries occurred. 

An incendiary device was placed inside die car of an American soMier in Luebberstedt, 
Gennany. The car was parked in an American housing complex at die time. Onlyminor 
damage and no injuries occurred. 

The U.S. Military Traffic Management Command Outpost (MTMQ in Istanbul, Turicey, 
was severely daflBaged foUowing detooadon of a bomb. 

A bomb exploded outside the U.S. military's engineering warehouse in Izmir, Turkey, 
causing extensive damage to a number of cars, one of which belonged to a U.S. 



Unknown mdividuals poured flammable Uquid on duee vehicles owned by U.S. military 
personnel, in Ankara, Turkey, casing extensive damage to two of the three cars and minor 
damage to die third. 

Dev Sol shot and killed a U.S. civilian contractor Bobbie Mozelle, as he was getting into 
his car to oavel to wori^ at Incirlik Air Base in Adana, Turicey. 
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Date 

(YMr.MMtk 

91-02-16 



91-02-21 

91-02-23 
91-^^-27 

91-02-28 
91-03-12 

91-03-22 
91-03-28 
91-04-13 

91-04-25 
91-05-04 



Event 



91-05-17 
91-OfrOS 
91-06-18 

9M0-28 



Teiroriist members of the Mannd Rodrignez Patriotic Front/Dissidems (FPMR/D) 
anadced an amuxed U^. Embassy van with a light antitank weapw (LAW) and auto- 
matic weapons fire in Santiago. Chile. A. U.S. Embassy Marine sectniQr guard was in- 
jured by flying Plexiglass from the van. 

A b(mbe3q>loded on die U.S.-Spanish pipeline near Cofdoba, Spain. The pipeline sq>- 
portsUJS. Air Face operaiioos at MoranZairagaza and Tonejon Air Base. Tbeexpio- 
f3t|«»/f minor tfeww^y and no injuries. 

ChokakD-ha attacked a VS. Navy boosing compound in Yokohama, Japan, with pro- 

Usee cars MAngmg to American posonnel assigned to San Vito Dd Nonnani Air Base 
near Brindisi, Italy, were set afire. The cars were padced in a residential area wiiere many 
of the base persomiei live. All the cars had U^. Forces' registration license plates. 

Two Dev Sol gumien shot and womded a U.S. Air Force ciBca as he entered his 
readenoe in Izii^« Tokey. 

VS. Air Fdrce Sergeant Ronald Odell Stewart was killed by a remote control bomb 
detonatedattheentranoetf his apartmem building in Athens, Greece. TlieRevohitionaiy 

nrpnirarinn 17 Mnvwnhgr glaimgfi thft attack w« in fgqmngft to "thft genoeidft of H^OGQ 

hacps.** 

Three members of Dev Sol assassjnafrri John Gandy, a U.S. civilian contractor, in his 
Istanbul, Tmkey, office. 

Three U.S. Marines were shoe at and injured by an Arab individual while driving near 
Camp Three, Jubial, Saudi Arabia. 

An estimated 100 soxlenis from nearby Dankuk University anempiediobk)ck the road in 
frimt of Hannam Viallage, a VS. military residential compound, in Seoul, Korea. The 
students scattered anti«U.S . leaflets and threw firdKxnbs before being di^srsed by police. 

Abom SO radical students attacked the two-story U.S. Anny Engineering Corps buil^^ 
in downtown Seoul, Korea. 

A small gnmp of smdents staged several random anti-U.S . attacks outside the Lotte Hotel 
in Seoul, Soudi Korea, where a U.S.inilifiry group was holding a social gadi^ Sm- 
dents used rocks tt> break windows of a VS. milhary vehicle that was approaching the 
hoteL injuring the driver. Other U.S. niilitary penaoond were physicaUy acoosi^ Two 
VS. military buses waiting in the parking lots incurred broken windows during the 
^liivtw^ ^w Ky 

An <^m^tf4 400 students threw firebombs toward Hannam Village, a U.S. military 
boosing compound in downtown Seoul, Korea. 

Six VS. military instructors training QriomlHan marines on three Bost Whaler craft on 
die Magfateaa and Sogomoso Rivers, C ok ) mbi a,canie under hostile fire. 

An exptosive device was d iscov ered abott IS feet from the side of an apartment building 
in Lama, Peru, housing both the chief of the VS. Embassy's Military Assistance 
AdvbQiyGtoiq>(MAAG)andtheMAAG'ssenkvU^^ Thedevice 
consistfirt of five kibgrams of anfo and SOO grams of dynamite. 

VS. Air Force Staff Sergeam Victor Marvick was killed and his wife was injured when a 
bomb placed undemeadi their pickup truck expk)ded near Ankara, Turicey. 
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Date Event 

(Y€ar*M(DBlk-Da7) ^ [ -.a'..... 

91-12-05 ' < Unknown indiyiduais threw molocov cockxaih ata building houses U^. military 
personnel and their families'in AJisbach/Gdinany; TMinor^damage and no injuries 
occuned in the attack. : f/:^- -i.v 

A privately owned vehicle of a U.S. I^kval ofilcer was set kblikieianid destroyed during the 
eariy nuiniing hours while parked it the o^^ 
Japan.: ; • 

Two car bombings killed a U.S. Air Fcvoe serigemt a^^^ an Egyptian 

diplomat in Tuik^^ . Turkish Islamic Jihad claimed lesponsihili^D 

A rocket struck the edge of the UJF Embassy in^Beiiitt^^ i^ There were no 
injuries." ■:-'-:^.x ■ .v.;: - " 

The remains of Ainerica£ hbstage^^^(^ William^R; Higjpns weie^ and flown 

back to the United Statb^lbr iurial^ ^(^^ Certetery. 




9M2-06 

91-10-28 
91-10-29 
9142-22 
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APPENDIX B 



DoD COMBATTING TERRORISM-RELATED ISSUANCES 
A. GENERAL 




, _crvioe, 

* Agency, or QNC docomeots comaining speciGc impkmemation measures zppTQpnsat for each DoD 
component or activity* The foltowing table idemifies key DoD issuances wh^ 
siq>plementary guidance bearing on tlie organization, development, fomulation, implementation, and 
ovenigiu of activities comprising the DoD Cbmbatdng Tem^^ 

B. TABLE NOTES 

1 . Hie following comments are intended to aid inteipretatira of the table. 

2. Column 1, Prefix, identifies any administration control or security maridng appbcd to the DoD 
document identified by mdo^is^d tide. The following scheme is used: 

O Official Use Only 
C Confidendal 
S Secret 

3. Column 2, Number, identifies the DoD document Numbers followed by (D) are DoD Directives; 
all other i ssua n ces are either DoD Instructions or DoD Publications. 

4. Cohmui 3, Subject, is self-cvidem. - — - 

5. Column 4, Date, is the publication date listed in the annual index to DoD issuances, DoD 
S02S.M (reference (uu)). 

6. Colunrn S lists the Office Symbol and commercial telephone number for DoD Action Officers 
assigned to each DoD issuance. The following Offices and their related Office Symbols are found in the 
Table B-l. 

7. Column 6, AT Relevance, is a brief description of material included in the DoD issuance of 
potential interest to AT program participants. 
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8. The DoD issuances generaUy fan into six Imad caiegories: 

a. DoD Personiiel including directives bearing on the assignment, training, and support of 
individuals assigned to high-risk billets or potential high physical threat couniries; 

b. Internatioaal Policy, including adherence to and training with xespea to the international 
conventions governing the conduct of military instiuitions in war, 

c. Secnrity, including infcvmation securi^, physical security of DoD facilities, arms and 
ammunition of all categories, and DoD-ielaied industrial inftasnucQne; 

d Intelligence, including limitations and procedures governing the collection, storage, and 
disseminatian of infonnatkBi,especiaUy on Aiaericanperscms in CGMUS a* abroad; 

e. Law Enforcemoit, indoding nse of military resources to assist in the enforcement of 
local, state, and federal statutes; use ci selected investigative tools, initiation of criminal investigations, 
establishment of jurisdiction by the Department of Justice in certain criminal matters arising on DoD 

inctallflticwc >fiil th» nc^ e£ frwt^ nr fteaifly frwaft hy TloP Mgnrity persomigl! and 



t Pnblk Affairs, including general responsibilities Of CINCs for public a^urs activities, 
specific pid)lic afiEairs guidance on selected lopics, and suiq)on by 
rqaesentatives. 
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|77 
1 


*M Numb« 


n Subi«et 


1 Date 


1 Action 
Office A 
Phone 


AT Retevaneo 




1030.1 (D 
" 1300.7 (D) 


1 Vidim and WitnMt Assisttno* wim 
Change l 


1 20 Aug 
S4 


GC 
1(703) 
1614.7676 


Obiigabons of DoO to aid wimesaes to 

lend MetHVM aI ^fiii^l - - L^^^^ 

or mil III ui aCB tfKSUOinQ 

jaea of terrorism. 






Training and Education lytoasuas 
Necessary t> Suppon the Code of 
Conduct wim Change 1 


23 Dec 
1 88 


fM8P 
If7031 
|697.3387 


ITcaintfig fequtremento and objectiv tor 
luou personnel on befiavtor White 
joonfined by lenorists. 




" 1342.6 (D) 


Depanment of Defense Dependents 
Schools (DOOOS) wim Changes 1^ 


17 oa 

1 


DA&M 

1(703) 
697*1142 


lEiigibiiity requirements to use DOOOS. 1 
iwismiBionai sianoaros, required teacfief | 
■training. 1 




1400^ (0) 


DoO PoUcy tor Civilian Pofsonnel 


21 Mar 
83 


|fE5p 

(703) 
697-5421 


DOO espeoafions of civilian emptoyees: 1 
www qwiganons to oviean employees 1 




1400.6 (D) 


Areas 


15 Feb 
80 


»=MAP 
695-2330 


Assignment of DoO civilian personnel; 1 
potential impact on assignment to high | 
risk bilets or high risk «eas. 1 


O- 


2000.12 (D) 


DoO Combanmg Terrohsm Progrvn 


27 Aug 
90 


souc 

(703) 
693-2898 


Basic directi¥i outlining DoO anti* 

fA#v^w%veve eMhtkAMAA ■ 1 

lerronsm pouaes and responsibiUties. 1 


p- 


2000.1 2.H 


Tenvrist Acts ' ' 1 


RevisMn 1 


SOUC 
[708) 1 
693-2899 


Provides background matohal on steps to 1 
vowpw Jim leoiniy or uou persortnel 1 
and dependems against torrorist threats. 




302S.1 (0) 


Peaoeiime Civi emergencies WiMn tfie 
LMed Stales, lis Tenitohes, and 
Possessions 1 


23May 
80 

1 


USDP 
703) 
697-5454 


Sto&fto: describes and fimiti use of 1 
militvy resources to aid toeal law 
inferoement activities. 1 




M25.12 (0)' 
1 


smptoyment of MaitaiyReoums in the | 
Event of ChnI Dis&ffbanees (reprint) 


19 Aug 1 

i 


JSOP u 
703) 1 
597-5454 1 

|< 


Duiines uses and limits of military 1 
«K«9 ID protoct you property and | 
svrsonnel in the evem of dvil 
listurbar>ces 1 




4)25.13 (0) 


^Aiploymem of Depanment of Defense j 
Resources in Support of United 

ICateft ^ an lira 1 

«iuw ei oervioe i 


13 Sep 1 
85 \{ 

u 


ES 1 
703) 1 
i97-3133 < 
t 


mplementatton of DoD-Secret Service 

for protection of the President and 
)ther U^. and^ foreign dignitories in 
heU^. 
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fit 


Number 


Sttbjoet 


Data 

i 


Action 
Dffieo A 
Phono 


AT Rotovanco 1 




3150^ (0) 


DeO RMpento 10 kflpmiafid Nudnr 
Dmoo (MO) Indrtonti 


24 Mar i 
•7 ( 
1 


\E ( 
703) t 
195-7936 


duttnas DoO rawnaat ID nudaar 1 
irrofwt iricidant 1 




3224^ (0) 


Pfiysicai S«eumy Equtpmoftt (PSE): 
AssigmiMnt oi noipuniibttiy lor 
RMMfCh. Dt^itopmtm, Tostino. 
Evaiuition, ProcurtfiMnc DoployiMfit 
and Support 


17 Fab i 
59 ( 


JSOA 1 
703) 1 
S9S-9535 1 
1 


^0T5E. aoquistion aftarti mlaiid 10 1 
9fiysiGBi tacurity aquipmant uaad in AT | 
NFogranis. 1 


s- 


3315.1 


EtfOOrdiniMn ond RopocwiQ of Fortion 
tntofioofieo and htrfipowco Maatd 
Contuse and Arfanoacnoftti (lA 


23Mar ( 
84 1 


Z3l \ 

[703) 

S97-3959 


mattioanea Potey 1 




4500^ 


OvMMs AfMi Enmpi Ffom PfoNfaiDon 
on Stipmom of rowign Made 
Privaialy-Owfwd Vttidos at Co¥WTwnant 
•xpansa with ChanQt 1 


25 Aug 
55 


FM5P 

(703) 
593*1055 


Poiey «ala«M » uaa of intfganout 1 
vahidaa by OoO parsonnal in high risk 1 
billatt or potential Ngh piiysieal ihraat | 
eountrias 1 


c. 


450031 


DoO Nofvttctieal Armorad Vahida 

PtHCf (U) 


4 May 57 


SQ/UC 

(703) 

593-2595 


AT Poficy. 1 


c- 


5030.43 


Sionifieant Military Exorciaas (U) witfi 
ChafiQas 2 and 3 


25 Mar 
70 


USOP 
(703) 
514^660 


Saa documant for datuU. | 




5030.7 


Coordinaiion of Signiieant Litigation and 
Omar Manars bnalvino tha Dapaitwam 
of JUsiea 


22 Aug 
55 


GC 

(703) 

595-3657 


Coofdinaiian wiOi OOJ on afimtfh of 1 
tarroritt incidanli. proaacutions of 1 
parparaara, and OoO auppart to OeJ. 1 




510032 (D] 


OoD Rasponaa to an Aceidant or 
Qignnwani noocru aivuiwia iwohmksw 


21 Dac 
59 


USOA 
(703) 
605-7936 


wHiGh radioadiva maewials art aBagad | 
or aio oeiuady invotvad; Pubic Affairs | 
guidance indudad. 1 




510032-M 


Nudaar Waapon Aeeidant fTaiponaa 
Praeaduroa (NARP) 


Sap 90 


AE 

(703) 

695-7936 


fallowed in Oia anient of a nudear waaponl 
accident proeaduros may be used in the | 
avant that a avoapon is target of terrorfstl 




5100.75 (0 


] Pnyseat Saajrity flawaar Board «i8i 
Ctttngal 


10 Fab 
51 


C3t 

(703) 

597-S565 


Board: rosponsibaities far tadwology 1 
luppuiuira .01 viHins uuuiiivu. i 
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fll 


Number 


Subject 


Dato 


Action 
Otfico 4 
Phone 


AT Relevaneo 




5100.77 (0) 


OoO {Mm of War Pmonm 


10 Jul 
7g 


GC 

(703) 

697-0248 


Inismational legai protections ior 
non-combatants outiined including 
non-combatants who may have 
cemmitM dvil crimes against 
American personnel. 1 




5100.76-M 


PhyaiGii Socuriiy of Sonsitive 
Convontional Amit, Ammunitions* and 
ExploMS Cte)0M 3 8nd4 


Fe0 63 


C31 

(703) 

697*5568 


Provides specific techniques to harden 
weapons and ammunition storige 
facilities against attack; tachniques 
have appiieations to other fadbties and 
defense against terrorists. 




5100.78 (0) 


Uniiod SfiUos Pon Soouhty Program 


25 Aug 
86 


C3I 

(703) 

697-7641 


Functional requirements for AT 
capabiittes in U.S. Ports used by the 
Departmem of Defense 




5105.35 (D) 


R«iaponsi&ilitios of Unifiod and Spocifiod 
Commands in Public Affan Manofs witfi 
Change 1 


7 May 65 


PA 

(703) 
697-1254 


to CIMCs. 




5148.11 (D) 


Assisant to mo Socmary of Dofonso 
(iraoUigonco Ovoffsight) with Changes 1 
and2 


20 Jul 
89 


DAAM 

(703) 
695-4281 


Outiines inteUigenoe oversight 
resportsibilfties including ooiiection and 
reporting touctting upon AT and related 
manors. 




5160.54 (0) 


DoD Key Assott Pmtecaon Program 
(KAPP) 


26 Jun 
89 


USDP 
(703) 
697-5491 


Dtreca use of DoD assets to pun 
protKtion for assets not owned by the 
Department of Defense but chtlcaJ to the 
Departnent of Defense's operational 
and logistic requirements. 




5160.54*R 


Industnal Facilities ProiMion Regulation 
Changes l and 2 


Mar 77 


USDP 
(703) 
697-5454 


OulKnes requirements to protect 
induseial fadttias of significance lo 
DoD: provides measures to be used 
against variety of attacks . 




5200.1 <0) 


DeO Information Security Program wi8i 
Changei 


7 Jun 82 


C31 

(703) 

695-2686 


Basic dassificatBn gUdanoe; establishes 
policy governing protection of nationaJ 
security information. 




5200.24 (D) 


Intereepoon of Wire and Oral 
Communications lor Enlocement 
Purposes «im Changes 1*3 


3 Apr 78 


C3I 

(703) 

697-9586 


Oudmes drcumstanoes under which 
electronic surveillance and telephone 
surveilanee may be used in AT 
investigations. 




5200^7 (0) 


Acquisition of Information Concerning 
Persons and OrganizBtiORS Not AflUiaied 
with the Department of Defense 


7 Jan 80 


IG 

(703) 
f 14-8163 


Outiines procedures under wtiich 
collection of inlonnation on American 
cttzens is autfionzed. 
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tIs 


Number 


8ubi#el 


Data 


Action 
Offlea 4 
Phono 






5200^ (0) 


jicuriiy of OoO Iratmadoiw md 


25 Aar 
01 


C3I 

(703) 

607-5568 


Bftftie mrajuiamaniM lar omftcaafi af 
DoD aaaats from afl Owaati daailad . 




5200 J.R 


Pfiysioi Socufi^ Pfooufii 


MBj vl 


(703) 
697-5568 


dfOTOan rfffWKm 90cunqf dTasm 

appmeh to ba uaad to protoct DoO 
asMtt aoainat ahda lanpa of fshytiGal 
ffvaati; tpacifiaa protoctva lysiams 
fdr catogoiioa of OoO aaaata. 






Woipons 


2a sap 

•a 


(703) 
697-5568 


dpaoiiaa prowcaon or nuoaar waapans 
aoainst aB Owaata Miidino ttrroriato 




5210 46 fD) 




82 


(703) 
695-5052 


protoct DoD aasoii in tt«o Nttional 
CapitU Araa. 




5210 55 (D) 


of Rrtms by DoO Pnonnol Enoagtd 
in Lm Ewfowmoni and Soeuhty Outioft 


02 


(703) 
697-5568 


mums GuounoBnBBS unoar wiuui 
forea and daadly fom may ba uMd to 
dafand DoO aaaati: outfnas 

may ba carhad aboard oonvTMroal aircraft. 




5210.63 (D) 




P »W 


C3I 

(703) 

697-5568 


Spaciftaa protacbon for nuola^v 
raacM and apacari nudaar matarials 
aoainat ttvaats comparabta id mota 
praaanitd by toriehati. 




5210.84 


Mnm Abroad 


02 


(703) 
697-5568 


of Undarsttndno 6n aacunty sarvioaa 
to ba providad to OoO panonnal 
asap'tod to ar aaachad to U.S. miaaiona 




5220^ 


DaO indtistittl SMurif^ PfiMifBifli 

■■Hmciai ^^^BHmy rmWt^WWln 


ft fWe ftA 
O IMC QU 


(703) 
695-5179 


miBBm fvsponvsnaas oi you 

8 tochnolooy boni a anda ranpa 
of ttvaati. 




5230.16 (0) 


AfWaGuidanoa 


7 Fab 83 


PA 

(703) 
693-6163 


inlonnalion in Oia awant of an ineidant 
imwtvinq nudaar avaapens. 




5230.17 


Prooadwat for Diadosura of Qassifiad 
Govanvtiania and Iniafnaiional 


17 FaO 
85 


USOP 
(703) 
695-0122 


EsttDishas prooaduras undar wtiich 
dasaifiad aiidrmaaon may ba prwioad 
to fnands and 80ioa» unportant wiih 
raspact to sharino of torrorist ihraat . 
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Pro- 
fit 


Number 


Subject 


Data 

( 


Action 
Dfflco ft 
Phona 


AT Ralavanea 


o- - 




SMuniy Centrolt on M DttS«niviation 
»( miAllioonco mtonnation 


12 Jul C 
•8 ( 
C 


:3i 1 

703) i 
»95-2666 i 
< 


ssaoiiahas limitttions on Via 
lissaminaPon of inlattganoa 
ntormation: can impad teaminaPon 
}f tarrorism thraax infonnation. 


1 


S230^ (D) 


ClMranoB of OoO Information for Pubbc 2 
Rotoaso with Chmge 1 


» Apr 62 1 

( 
i 


»A J 
703) i 
»97-4768 i 

< 


nformation can ba daarad lor public 
Sissamination: ralavant to writing and 
jtsoission of AT programs in madia. 




5240.1 (D) 


OoO mtoUigoneo Aeovitios 


2S^ < 
68 1 

{ 


703) 
595-0822 


tn intatfiganca eommunttn allocatas 
rasponsibiitias for intormaiion 
eoUacPon and analysis, much of which 
IS ralalad lo tarroham. 




5240.1-A 


Prociduris Govommg M Aetivinos 
of DoD ln»l6Qono0 Componoms that 
Affoct Unitod Siatas Parsons 


Dac82 


C3I 

[703) 

695-0622 


raspaa to balancing righn of Amaricans 
with raquiramams of national aacurity. 




5240.10 


DoO Counttnntattiotnce Support to 
Urafiad and SpadTiad Commands 


16 Mar 
90 


C3I 

(703) 

697-9566 


eountarintaUtganea ihraat briafings. 




5240^ (0) 


OoO CountarmtaUioanea 


6 Jun 83 


C3t 

(703) 

697-9639 


Oafinas countenniBilioance acsviiias 
and assigns duties and rasponsibilities. 
many of which raiatad to OoD AT •fforts. 




5240.4 


Raportmo of CountamttiUioonca and 
Chminal Vtolations 


22 Jun 
87 


C3I 
(703) 
697-9639 
IG 

(703) 
614-8163 


to raport unauthorizad and/or iUagal 
countarintaifiganca aebvitias. 




5240.6 (D) 


Coumanntatto^ne* Awaranass and 

Briafing Program, Raprint 


26 Fab 
66 


C31 

(703) 

697-9639 


intalliganca briafing and dalansiva 
maaauras baining for DoO parsonnal 
at risk from hostila intaOiganoo sanficas 
and thair agants. 




5400.11 (D 


] Oaparonant of Oalanaa Privacy 
PfOQram 


9 Jun 82 


OA&M 

(703) 
614-3027 


salaguard pnvata. personal 
information of OoD parsomal. 




5400.11-R 


Daparvnam of Oalanaa Privaqr 
Program 


Aug 63 


DA&M 

614-3027 


" Spaoftas prooaduras to ba lo«)owing 
regarding oontroi and release of private 
information relating to OoO personnel 
and thair dependents. 
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P9m» 
fit 


Nunb«r 


Subject 


Data 


Aellen 
Offiea 8i 
Phona 


AT Ralavanea 




5400.7 (0) 


OoO FfMdom ef totarmation Act 
PfOQffwn 


13 May 
•8 


PA 

(703) 
697-1180 


Dascf'ibas otcufnicancaa ufidaf which 
ntaftnabon may ba withhald trom tha 
putolie foiloiMng a FOIA laquaat; 
outlinas FOtA prooaduras. 




540a7^ 


DoO FfMdom of IntomMtion Act 
PfO0nvn ChBfiQtt 1 


Oct 00 


PA 

(703) 
697-1180 


PfDvidas dataiiad Quidanoa on 
proeassing of FOIA laquasts. 




S410.1 (D) 


Afiodofltif CmusIMs Involiwiy 
Mifitvy PwfVMl Of EQiflpntofit 


27 Sap 

73 


PA 

(703) 

693-1076 


Uaaful oafMral guidanea on daaiing 
with catuatty infocmaaon maHara 
foaultifio ffOfn tBffonst nodantt 
as if thay waia aobdantal injufias. 




S410.1S 


OoO Public Attain Asaistvw* » 
Nofi-Govtnvnofit MofwEntsfttirtmont- 
Oviofilid Print wad ElOG^omc Modio 


28 Mar 
89 


PA 
(703) 
695-01 68 


Providas gmdanoa on support id ba 
givan flaws matfa durifig covaraoa of 
lafforist mcidaftti, antitaifoiisni afid 
oouniaftarforisfn traifung. 




5505.1 (0) 


OoO Criminal bwMioation Standards, 
Poiioas and Pfocadtf^as 


13 Fab 
85 


16 

(703) 
614^163 


l^oHoas govarning DoO uiiiiifial aivasii* 
flittit^ vidudffig onfiwial ac& 
uanmioad against DoO parsonnal. 
fadfitias. or malarial by poiitiGaBy 
moavatad porpatrators. 




5505.3 


btitiation of invastigation by Militanr 
Crimifial Invartpativa Oroanizafton 


11 Jul 
86 


IG 

(703) 
614^1163 


Outtrias Qfoutnstancas undonivhich OoD 
miiitvy invasagailva oroaniaiions 
ifiitiata erimiftal ifivasiigations. 




5525.1 (0) 


Stall It of Foveas Polioat and 
InfocvnatMn wHb CtianQO 1 


7AUQ 
79 


GC 

(703) 

697-7215 


Oaacfibas purpoaa and ftjncborts of 
Slam of Fdroas Agfaofnonts and 

allofalion of rosponsibilites undar 
thafn. 




5525.5 (0) 


OoO Cooparation wim Civilian Law 
Enfofoafnant OWciaii awOi Ctianpa 1 


15 Jan 
86 


05>ftS 

(703) 

69»*1920 

FM8P 

(703) 

697-3387 


OaaiM discuasian of OoO support 
to law antofoafnant laidar Poaaa 

Cofflitanis staaita. 




5525.7 (D) 


ifflplanwnta&on of ifia ManwMandufn of 
Undofstindifio Oatwaan lha Oaparvnant 
of Justioa and ata Oapartmant of 
Oafanaa Ralaiing to thm knmttgation 
and PfotaouOan of Caftan Cnfiias 


22 Jan 
85 


CG 
(703) 

693-0270 IG 

(703) 

614-8163 


Outtnas basis & prooaduras for dividing 
jurisdiction bsiwaan tha Oapartmant of 
Justet and M Oapartmant of Oalansa 
tor invastigation and prosaeution of 
cnmas, sofna of whi^ may ba 
comtiutiad by tafrorists. 
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APPENDIX C ... 
PHYSICAL SECURITY EVALUATION GUIDE 
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APPENDIX D 



PHYSICAL SECURITY MEASURES FOR DoD FAdLITIES AND 
INSTALLATIONS ADJACENT TO BODIES OF WATER 



A . INTRODUCTION 

1. DoD lidlities nd instalUtions located 
adjacent to bodies of waier. such as pons, lirfields, 
R&D facilities, and training areas face all of 
the terrorist threats as landlocked facilities or 
installations. In addition, they must be d efen d fd 
against waterside assaulL 



2. Measures discussed in this appendix ire 
intended to address the following types of tenorist 
threats and potential < 




Flgura Appendix I>-1: Watorbomo 

3. The Appendix presents material in a 
ftymtmmr similar to Chapters Vn through DC, building 
on the concept of a physical security system 
intended io protea a bioad range of DoD assets, 
including those shown in Figure Af^iendix D-2: 
DpD Waterside Assets. 

4. Tenorist attacks from the waterside of DoD 
facilities are not fundamentally different than 
terrorist attacks from the landside of such as an 



Terrorist Threats to DoD Assets 

instaUation or facility. 




^^^^^^^^^^^^^ Pmg section the 

physical security sysiS^ functions are reviewed, and 
some of the differences between waterbome and 
landside terrorist attacks are identified and 
discussed. 
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1 . Barriers 

a. Boners on the wuerside of t DoD 
mstaUation, facility, or asset afloat perfonn many 
basic functions perfoimed on land: esublish 
boundary; isolate activity and discourage visiton; 
and impede passage by boat Off swimmer. 





FIgurt 



B 



DoD Witorsld^ 
Assets 



SECURITY SYSTEM FUNCTIONS 

1 . Security system functions perfonned in the 
protection of a landlocked DoD installation or 
facility mi»t also be perfonned when the 
imraHation has an interface with a body of water or 
is itself suirounded by water. Threat detection, 
classification and identification response, delay, 
and mcidcnl icsolunon must be perfonned 

2. The medium of water presents unique 
challenges and some o i ipi Tininitif ^ for the physical 
security ^ 




systems that do 
rly wen at landlorkH instal- 
ladons can be applied widi good success on the 
waterside of DoD instaHaflons, fadUties, or i 
afloaL 

4. Hgope Appendix D-3 below idendfies ) 
of the special oonccns related to security system 
functians and each of the threats identified above. 



In die sections that follow, the discussion 
win identify watcntde physical security system 
components, the integradon of the co mp o n ents 
inio a ^Qfsical security system, and the c^Mntion 
of the physical security system in response to 
various threats identified above. 

C. WATERSIDE PHYSICAL SECU- 
RITY SYSTEM COMPONENTS 





t on fixed jnsfaHatians that extend into the 
water such as wharfs or piers or navigation aid 
platforms. 




2 • Bonndaries 

a. Several devices can be used to 
boundaries separating the DoD installation, 
facility, or asset from the surrounding or bor d erin g 
waters. Among the devices diat can be used to 
rwahlish a bouxidary are the following: 

(1) Buoys or floats. 

(2) Nets. 

(3) Anchored or pile mounted 
navigation aids and signalling 
devices. 

(4) Log booms. 

(5) Barges. 

(6) Gig-boats, whale boats, and other 
smaD work boats at andior. 

(7) Roving patrols by security boats. 

b. Once established, boimdaries can be 
used to provide areas of operation for floating 
seonity patrols as well as Contact and Escort 
senrioes and Tactical Reaction activities. 

c. It must be emphasized that rules of 
navigation allow for inadvertent and innocent 
penetration of ccnain types of barriers, as may 
occur with small craft engine failnre, sailboats, and 
in some waters, "weekend* sailors whose 
enthusiasm for water sports exceeds their 

javigational 
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3. Isolate Activity and Restrict 
Access 

a. Some of ibe barriers noted in Cl^ 
above can be used to restrict waterside; 
poD^installatioQS. 




ges can oe us^lo create a pbySal 
' of coosidenble peneiratioo resistance to 
snail craft The barges sbonld be secured bow a> 
sen widi die lead and aft barges being secured ID 
the pier or shoreside mooring pomt The 
primary purpose to deploying a banier of diis 
type is to absori) a large portion of the blast from 
an eaqdosive laden vessel that man ag ed to elude 
I defenses. 



b. Use of pamd boats is probably die 
most effective means of isolating a DoD acovity 
and discouraging uninvited visits from benign or 
curioas 




Impede Passage 

a. Several of the barriers described 
above can be used to slow or impede ac c ess to 
DoD facilities by boats or \ 




faich devices should be emplaced 
i consultations with q)proK 



b. Agam, patrol activity by Cootaa and 
Escort boats or Tactical Reaction Boats can be a 
veryeCbctive 

S. Surveillance and/or lotrnsion 
Detection Systems 

a. There art a number of surveillance 
systems that are appropriate fcR^ use in connection 
with waterside securi^ A partial list is found in 
Figure Appendix D-4 below. 

b. As suggested by this figure, there is 
a substantial diCterence in surveillance of water- 
side activities during the day and during the 



night During hours of darlmess, a snhsmntial 
reduction in surface activity occurs. As a result, 
nighttime surveillance of waterside activity can 
rely on active measures such as radar with 
comparatively good success in locating and 
partially idendfying potential problems. 

6. Classification and/or Ideoti* 
HcatioB 

a. As in the case of landside security 
systems, once a potential intruder has been 
it must be classified and identififsd in 



order to ensine that proper security measures are 
undertaken. Waterside security measures respond 
to the detection of dveat by trying to gain more 
informatioiL 




b. There may be many beni^ reasons 
to account for the presence of a swimmer or 
vessel in an area which is not usually open for 
such intrusions. Lost sailors and swimmers, me- 
chanical failure, curiosity seekers, currents, tides, 
winds, etc., can be as much responsible for a 
barrier penetiadon as hostile imem. Being able 
to clas^ detected targets quickly in terms of 
hostililicy and/or benignancy is critically 
importanL 

7. Response 

a. Establishment of Security 
Zones 

(I) Waterside security is enforced 
by the estaMishment of at least two zones of 




fs, taking all actions necessary to stop a 
potential threat 
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eatry of bosdle craft or vessels into this zone; 
local defenses may be engaged if hostile cxaft or 
vessels enter this zone. Techniques described 
below may be used to disrupt swimmer attarks 
within this zone. 

b. Response Forces Generally 

(1) Three types of waterbome 
security fences are employed to maintain 
perimeter security and enforce security zone 





It is also recommended thai a 
shore patrol force equipped with vehicles, 
communications equipment, and personal 
protection equipment be deployed to patrol the 
land-waicrinifir£aoe. 

(7) It is essentia] that command, 
control, and communications systems used by 
waterside security forces beiuUy integrated with 
landside security forces. 

(8) Appendix Figure D-S provides 
a list of equipment which should be provided to 
all boats performing supporting security forces: 
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D>S: Patrol Boat 
Sacurily Equlpmant 




(10) The primary souite of small 
boat commonication is, of course, the VHF-FM 
radio. If available, secure communications 
should be used. If not available, authentication 
tables most be used to avdd compromise. Also, 
when woridng with DoD foroes, additional or 
alternate commimication equipment must be 
shared to provide a compatible means of 
communication between forces. A single 
primary tactical firequency should be dfsignaied 
for small boat security operations. This 
not be one routinely used by 

be con- 
other 
If a 
>uld be 

Is^if 

J!^Pf llgP > ^Pfe ^S^y to 
Je soiie^^l^^ In all cases, the 

^.i«.^....-^...^:r...... - - |AQjta^\|iie security 





^^rlilSRATION 



Divide the waier approaches to 
the asset into sectors utilizing sector boundary 
lines that converge at the asset Each sector 
should be leoemL 

Nombcr Of Sectors 
Required 




RZ. bmay vary aocordin^y with the number of 
small boats available for parol. 

(3) Patrol Areas 




(4) Patrol Boat Designa- 
tions 




; follows: 

One«Boat Security 2Lone 





This posi t i on allows maximum 
observing the established security 
and for warning local vessel iraEBc. 

(a) Intercept Procedures 




(b) Maneovering 




c. Two*Boat Security Zone 




not necessarily coincide exactly with those in the 
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d. Moving Security Zone 




e. 



Enforcenent 



Security Zone 
At Anchorage 

The tactics previously disnisswl in 
these paragraphs may be adapted for 360-deg 
coverage of assets at anchorage. In heightened 
j|ijf^ environment tactias dis c ussed may also 





-vf* Defensives Boat^ Tactics 

^ (i) Dtfe^eboattaiaicspi^^ 

response mechanism fowtively mteicepting and 
neanalizing an identified, incoming hostile 
thxeaL Tliis section win provide guidance on 
how small boats can be used to protea a 
designated asset The a;^ can be a ship, pier« 
' |iiai#iiba or object vital ^ 
— — proiecuon from a 
waierbone thieiaf-Tliasfe l i ^ were developed 
for use primarily in a Low-Intensity Conflict 
environment Howevq; jbe tactics may be 
1^ atp;^^^ |>fTHREATCX>^ in soppon of 
WMr^^'^i^^ci^^ by modifying the use 
Rnles of Engagement (ROE) to meet 

l^^^/^^'|^^S<!^^ in a hostile 

eovirpnmiiim mt^^ war require 

acirair^i^ ineasi^ separate friend (or 
Irom^fdi ^In il^^ UC environ- 
" ; as well as other U^- 
Government agencies and departments 
participating in security operations must 
continually maintain a law enforcement posture 




that recognizes the coitstitutional rights and 
privileges of the citizenry to use the waterways 
of dienaticm. 

(3) Peacetime andAv wartime secu- 
rity operations against an adversary* once 
identified, are the easiest part of the equation. 
The following tactics are designed to assist 
friendly forces in detenniniqg friend from foe: 

(4) Hie first level of le^xmse with 
this tactical doctrine is to notify transiting 
vessels of the security zone and to determine their 
intentions. Nonaggressors will simply be 
esconedoutof thearea. The utilization of these 
tactics in security zone enforoement will ensure 
that a system will be in place to effectively 
respond to a wide range of threats. Without 
them, the DoD and other U.S. Government 
security forces and the protected asset may suffer 
unnecessary casualties with devastating 

2. Boat Intrusion Response 

Boats will respond to an intrusion into 
the securi^ zone, as follows: 




(2) Screen Vessel Tactics 
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(3) Screeo Vessel Move- 
Beats 




' line of progressiGD to the asset; 
this is aaother naetiiod of screeoiiig oot tbe 
Tfm^<>iit boater aad a fartber step in the 
idcntificition of tbe ininider vessel as having 

(b) Hie obvious actioos of a 
fuUy maiked and identified U.S. Coast Goaid 
boat or similar host-nation vessel if overseas 
with bhie light, weapons at tbe ready, and siren 
and/tf loudhailer and/or radio calls in the 
blocking of an incoming vessd's traddine is a 
positive indication of Coast Guard/host nation 
enfcHxement or interdiction action. ' 



Response To Intmsion 
(1) Initial Reaction 

While the screen vessel is 




If any decree of dodbt exists as to tbe status of 
the intnxkr, he can be kept onder observati(m of 
the TRB and fired upon if hostile intent is 
cu nQn ned. Keep in mind that at this point the 
potential a gg re ssor has been well screened and 
been given ample warning. If the screen vessel 
most break off, hostile intent by the inbound 
vessel is likely • 



(2) TRB Response 
Techniques 




(a) TRB Aspect 

The aspect that the TRB 
f^ ^^ fffMfc*^ in relation to the i nfiT***iT* g vessel will 
yny depending upon the type of small boat used 
(ix^ head on for small otiUty boat, broadside for 





(b) TRB Movements 

Once in position, tbe TRB 
should come dead in the water CDIW) and 
maneuver only to maintain a position between 
the incoming vessel and the asset. This is 
simplified by the fiict that larger course changes 
by the incoming vessel can be compensated for 
by relatively small inoveinents along the zone 
boundary. 




c. Command TRB Response 




Amotions as may become 



daylight 



d. Night Operations 

(1) Night 



from 
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comroUed by a central command radar system; 
e.g^ ship*s radar. 




at strategic 

locations to prevent aggressc^^i^m making 
contact along the shoreline. All screen vessels 
should be equipped with parachute Dlumination 
flares for use during hostile activity to Illuminate 
aggresscxs. Night vision devices should also be 
used to assist in visually acquiring incoming 



3. Swimoier IkterreDce and 

The threat to vessels, waterfront 
facilities, port complexes, bridges, and other 
^ ^^^ in the maritime environm^^OT^iSSil^ 
swimmers is a viable ooc. 




(HC; ope rations without the use ol 
hardware. 





. TBr nnmifS^OT ^ swimmer, 
^^l^i^g ^l^^^QuiHnent carried, is 
one knoL Even a minor current will cause the 
swim-mer to limit his auack direction. 
Swimmers will take advantage of currents to 
mm^^m^ This AotiWbetakoiimo 
con^eraSuon when orienung a defense. 
However, if intelligence indicates that hostUes 
are sophisticated enough to have swimmer 
delivery vehicles or swimmer proptilsion units, a 
360-degree defense (including under pier areas) 
shouUbemaxniaiaed. 

b. Swimmer Coontermeasures 

Security patrols in support of 
swimmer defense shouU be conducted as foUows: 

(1) Shoreside Patrols 

The alert port security patrol 
is an important element in defending against a 
swimmer auack. Properly equipped, the pon 
security patrol offers the most sophisticated 
detection, classification, and neutralization 
capability yet developed. They can operate in 
* "dayl^t dr darlm^ are capable of kill or capuire 
(dqwklifti Engage ment) and can 

alert ptihers"^^^ 




security persoimel should patrol in darkened 
areas, shieUed firom artificial lighting and as far 
forward in the area of threat as possible to 
eliminate background noise and other detecticm 
obstructions. ,^;^^ble and available, 
binocuiiaxs, night '^^a&^(^^^S^^^OT thermal 
imagers should be utilized Ua aSa^n detection. 
Anyidiing thatv^ppc^ to be moving toward the 
prciic^^ tTMUed as a possible 

atiiwk.'^ ' lmiiB^^ used to 

- 4'- >M^^^ should be 




(2) Walliiid 





turning 

screws and an alert oew is.a respectable deterrent 
to nnsnphistira!*^ divers. If the threat is higb^ 
1 believttl to be from accomplished divers, l 




; delivering 
J»^jauKl^ presence of a 
;;tsel mth' nsiim an alert crew is a 

^'^i^ibl^'d^iraii^^ If 
the threat is high anil believed to be from 




defense may only be authorized by the area or 
disorict commander. 

vs;>:jt3).4Fiti*«#IulI, aod lo-water 
^tpuclfire Inspections 

m 




, ly arc hot avaflable,~manF 

and swte police agencies have similar 
capabilities. Throughout the vessel's poit stay 
and established security zone, the pier area and 
the ship's hull should be inspected periodically 
by both landside personnel and Coast Guard 
waterside patrols. 
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(b) Other stnicQires that onay 
be at lisk of tenorist attack such as navigatkxi 
aids, bridges, utility cable towers, tunnels, etc., 
abooU also be inspected for underwater expioa 
oevices on a periodic basis. Frequency of 
inspections should be increased on the basis of 
iqw r ted threats. 

(4) Use Of CoocnssioB 
Grenades 




qualified personnel in high 




^^range is not large, tne ranoom use of 

concussion grenades in several locations around 
the protected asset will force most swimmers out 
of the area. Care must be taken to ensure th^ 




(5) Additional Measures 



If the protected asset is a ship, 
or if a ship is moored near the protected asset, 
turning the ship's screw, maintaining sea 
, and shiftmg the rudder on a random basis 



can be an effective detenence. However, these 
methods are generally effective only against 
unscqdiisticated swimmers. Establishing light- 
ing around the protected asset that does not 
interfere with the security personnel's vision or 
give away their positions or movements is 
effective in locating surface swimmers and 
'l>ttbble trails' from "open circuit* SCUBA 
divers. Portable lighting, search and/or spot 
Uglits, and illuinination fbves ^hodd be availabte 
for emergency itsponses. Periodic activation of 
the ship's sonar can be an efCective deterrent 
through delivery of its high pitched *ping.* 

E. SUMMARY 

This appendix outlines some measures that 
can be taken to protect DoD installations and 
farili!*ff against waterside assault by tenrorisu* 
The measures outlined above are a subset of 
measures developed primarily by the VS. Coast 
Guard, which has kad agency respcmsibility for 
protection of DoD assets in U^. ports. 
Additional information and technical assistance 
can be obtained from that agency. 

Enclosure 1 is an evaluation guide that can 
be used to assess the waterside security of DoD 
installaticMis aiKl facilities including but not 
limited to potts, facilities with an active laixl 
andA>r water interface, and facilities that have 
navigation aids or support activities afloat in 



Enclosure: Waterside Security Evaluatioo Guide 
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LOCK SECURITY 



A. GENERAL 

The first line of defense in any secnricy 
system is locks or locking devices. Locks aie 
delaying devices of perimeter security and sbottkl 
be dOtectively integrated into other security and 
protection systems; e.g., alarms* electronic 
oontEOls. There aie five major categories of kxks 
available for use in residences or offices: 
cylindrkal» mortise, cylinder dead boh, rim, and 
cylindrical lock sets with dead bolt functions. 
Residence, office, and vehicle security rely 
heavily upon locking devices that vary in 
dpp e aiante , function, and application. 

ENTRYWAY SAFETY FACTORS 

1. Windows 




Briy 

placed, it can make vulnerable areas 
unobservaMe. Intruder use windows to enter a 
building usually only as a last rescvL They 
avoid breaking glass due to the noise made by its 
shattering and potential injury to themselves. 
The following techniques can be used to q)grade 
window securi^. 




Key-operated locks are also 

available, but they pose a safety hazard in the 
event the window is needed for escape in an 
emergeacy. 

c Other methods of window security 
include the installation of steel bars, mesh, or 
grillwork. 

2. Doors 

a. As important as the locking device 
is, the security afforded is only as good as the 
construction of the door and frame. There are 
four major types of doors: flush wood doors, 
turnsole, and rail (panel) wood docvs, and metal 
doors. 



b. There are two types of flush doors: 
hoUow<Qffe and solid-core. A hollow-coie door 
is made of two sheets of diin veneer overlaying 
hollow cardboard snips. A solid-core door is 
made of two sheets of wood veneer overlapping a 
solid wooden core. Solid-core doors not only 
provide a snbstaniial security advantage over 
hoUow-oore doors, they also add sound insulation 
and fiie resistance. 




lowever, toeaking through a 6oor is 
not the most common method in defeating a door 
system. 

d. A Ear more significant hazard is a 
door that fits loosely to the frame, thereby 
allowing it to be pried or forced open. Most 
wooden doot frames have solid wood, 3/4 inch to 
1 inch in depth. Beyond this, there is usually a 
4-inch to 6-inch gap of air between the frame and 
the first soid. This construction provides very 
little resistance to forced entry. 




surface-moutued locks. A close fit between the 
lock and the striker plate reduces door movement 
when the door is closed. If the striker plate is 
not securely affixed to a snirdy door frame, it is 
easily forced apart. 




prevots toccmg a door out of its frame. From a 
security standpoint, the most important feature of 
a hinge is whether it is located on the inside or 
outside of the door. If the hinge pins are on the 
outside, they can be removed and the door 
removed from the frame. There are several 
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solutions to this problem. One of the most 
efifective is to weld the pins to the hinge. This 
method is effective, lequiies drilling a small hole 
through the hinge and into the pin, and then 
inserting a second pin or small niail flush with 
thf hinfff irface. 




ravauaolema 

"^-zn^ 01 siyiesaixl sizes and are designed with 
.4.^^ or no aiuu^ to security. Many factors 
affect the ability to secure this type^of entrance. 
It is not enough to prevent the door from being 
moved horizontally, it must also be secured 
venicaUy. The channel in which the door rides 
provides wide tolerances and facilitates vertically 
lifdng the door out of its channel. Most locks 
designed for sliding glass doors take into 
consideration both types of movement and 
prevent the door from being lifted out of the 
channel 




3. Locking Mechanisms 

a. Cylindrical locks (key-in-knob 
locks) are the most widely used lock in 
residential construction. These locks are both 
inexpensive and simple to rekey. Cheap 
cylindrical locks have serious shortcomings. 
Cheaper cylindrical locks may not have a dead 
latch and may be slipped open with a credit card 
or celluloid strip. Fnxn a security point <tf view, 
these locks are the kast desirable. 

b. Mortise Uxks fit into a cavity cut 
into the outer edge of the door. Since the 
introduction of cylindrical locks, the use of 
mortise locks has declined. Mortise locks are 
more expensive to install than cylindrical locks 
because large sections of the door and jamb ha ve 
to be tnonised to fit the lock. A quality motise 
lock shouki have a dead bolt with enough throw 
to fit securely into the door frame. 




locks are 



BB^un locks are one of the 

It surtace-mounied locks. UsuaUy , rim 
not used as the primary k)ck. Install 



rim locks on the inside of the door above the 
vuhierable primary jamb. If a vertical dead bolt 
is used, the rim lock makes an excellent auxiliary 
kxk and is very difTicult to defeat. 

d Cylindrical lock sets with dead bolt 
functions are comparative newcomen to the 
security hardware market They combine the best 
features of a good security lock-a dead bolt 
function with a dead bolt lock. The better 
designs include a 1-inch throw dead bolt, a 
recesed cylmder 10 discourage fbrdbie removaL a 
concealed armor plate to resist drilling, and a 
cylinder guard that spins freely when the dead 
bolt is in the tocked position. The last feature 
makes it virtoaDy impossiUe for an intruder to 
wrench the cylinder or cylinder guard off the door . 
These lock sets include a panic feature that 
assures the knob oons freely from the inside to 
pennit r^id exit in case of emergenc]^. 

e. Cylinder dead bolt k)cks are rapidly 
becoming the most pc^Milar auxiliary lock. They 
are installed above Ae primary lock. The best 
designs have steel bars and cylinder guards so 
they cannot be twisted, pried, at broken off. 
Double -cylinder locks are under attack as a safety 
hazard where rapid escape is essential; e.g., in 
the case of fire, and are prohibited by many 
municipal codes because fire officials are 
concerned that the need to find a key delays 
escape in an emergency. 

4. Lock Selection Guidelines 

a. Consider locking hardware as a 
kmg-term in vestmeiu that requires, planning and 
Gicqxional quality. 

b. Match k)cks to the door and door 
frame to create a strong int^ral unit 

c. Ensure entrance door locks have a 
Innch dead boh, a recessed cylinder tt> discourage 
forcible removal, and a cylinder guard that spins 
freely. 

d. Consider magnetic alarms if 
window or door glass is widiin arm's reach of a 
tocking device. 

e. Consider alarm foil, resident alarm 
systems, and magnetic contacts if residence has 
large picture windows or sliding glass doors. 

f . Consider using padlodcs to provide 
security protection to critical areas of the home. 
Padlocks should meet the following minimum 




(2) A double-locking mechanism 
that tocks the heel and toe. 
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(4) A key retaining feature that 
prevents renx>ving the key unless the padlock is 
kxtoL 

g. Use rim locks lo provide additional 
protection* 

h. Lock all vulnerable windows and 
doors at night 

i. Ensure entrance door hinges are 
heavy duty, pinned in the hinge, and equipped 
with door pins (meial pins or screws). 

j. Consider the possiUe safety hazards 
of using dottble<ylinder dead bolt locks which 
require key action on both sides. 

k. Check local fue safety codes before 
using double-cylinder dead bolt locks. 

1. Fill hollow metal door frames 
behind the striker plate with cement to prevent 
forcing the frame. 

m. ResoiahcHne and office keys. 



n . Restrict distribution and duplication 

of keys. 

0. Keep spare keys in a locked drawer 
or filing cabinet 

p. Incorporate heavy-duty, double- 
cylinder door kxks on office entrance doors if fire 
and safety r^ulations permit 

5* Legal Protection for DoD Locks 

a. In response to requests by the 
Depanment of Defense, Congress adopted section 
1090 of the "National Defense Authorization Act 
far Fiscal Years 1992 and 1993" (reference (uu)), 
making it to unlawful for any perscm to know- 
ingly duplicate a key or keyway used in a DoD 
security lock. This provision applies to key and 
keyway holders, as well as locksmiths or other 
vendors of dq)licaie keys and keyways. 

b. Punishment upon conviction for 
violation of this statute may include fine and 
imprisonment 
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GENERAL GUIDANCE FOR INDIVIDUAL PROTECTIVE MEASURES 

A. OVERCOME ROUTINES 

1 . Vary your route to and from woik, and the time you arrive and leave. 

2. Exercise on a varying schedule, utilizing different routes and distances. It is best not to exercise 
alone. 

3. Av(nd roodiies (time and location) for shopping* lunch, etc 

4. Do not divulge fsmuly or personal information to strangers. 

5. Enter and exit buildings through different doors, if possible. 

B. MAINTAIN A LOW PROFILE 

1. DoD personnel, DoD contractors, and their dependents should dress and behave in public in a 
manner consistent with local customs. Items that are distinctively American should not be won or 
displayed outside American compounds unless necessary to accomf^ official business. 

2. Examples of such items include: 

a. Cowboy hats, cowboy boots. Western belL 

b. Clodiing adorned with American flags or other national symbols (Stanie of Liberty), city, or 
commercial logos. 

c. Suitcases, backpacks, brief cases, attache cases, or shopping bags with stickers, decals, or 
odier distinctively American symbols. 

d Tattoos, patches, military duffel bags, or military style clothing, with or with unit or 
American identification markings. 

e. Show respect for local costcmis. 

f. Shim publicity. 

g. Do not flash large sums of money, expensive jewelry, or hixury items. 

C. BE SENSITIVE TO, AND CHANGES IN, THE SECURITY ATMOSPHERE 

1. Be alert for surveillance attempts, or suspicious persons or activities, and report them to the 
proper authorities. 

2. Watch for unexplained absences of kxal dozens as an early warning of possible terrorist actions. 

3. Avoid public disputes or confrontations. Report any trouble to the proper authorities. 

4. Do nm \ m~^^^«ari ly divulge your home address, phone number, or family infonnation. 

D. BE PREPARED FOR UNEXPECTED EVENTS 

1. Get into the habit of ^checking in" to let friends and family know where you are or when u> 
expect yoo. 

2. Know how ID use the local phone system. Always carry "telephone change." 

3. Know the locations of civilian police, military police, government agencies, the U.S. Embassy, 
and other safe locations where you can find lefiige or assistance. 

4. Know certain key phrases in the local language. 

Such phrases include "I need a policeman," "Take me to a doctor," "Where is the hospital?," and 
•Where is the police station?" If such phrases are difficult to learn or time is too shoru have someone 
them down on small file cards. A 3 x 5 card can contain several phrases wiiuen out phoneucally that can 
be read to sunmion assistance; alternatively, then can be wriucn down so that 
can merely show a card to someone competent in a local language, thereby summonmg help. 
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5. Set up simple signal systems that can alert family members or associairs that there is a danger. 
Do not share this infonnation with anyone not involved in your signal system. 

6. Carry identification showing your blood type and any special medical conditions. Keep a 
minimmn of a one week supply of essential medication on hand at all times. 

7. Keep your personal af£airs in good order. Keq> wills cunent, have powers of attoi^y drawn up, 
take measures to ensme family financial security, and develop a piaii for family actiras in the event you are 
taken hostage. 

8. Do not carry sensitive or potentially embarrassing items. 
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OFFICE SECURITY TIPS 

A. GENERAL PRACTICES 

1. F^^H^h a^tiH qippfiTT an ^.Ifertivft iirity pmgram for the officg. 

2. Discoorage use of office facilities to store objects of significant imrinsic value unless essential for 
tbe mission or function of the activity (such items include petty cash boxes, fireanns, personal stereos, 
binoculars, n^otiable securities, original artwork of potential commercial interest, etc.)« 

3. Ensure that ail persons woridng inoan office are trained to be alert for suspicious activities, 
persons or objects. 

4. Arrange office interiors so diat strange or foreign objects left in the room will be immediately 
recognized; e.g^ remove obvious obstnictioos behind which or within which improvised explosive devices 
could be coiicealed, such as draperies, dosed waste baskets, unsecured desks and filing c^ 

5. Provide fcB* security systems on exterior doors and windows. 

6. Ensure that access control procedures are rigorously observed at all times for access to: 

a. Tbe installation. 

b. Buildings within an installation. 

c. Restricted and/or exdusicxi areas with a building. 

7 . Use an identification badge system containing a photograph. 

8. desks in a way that persons entering the office or suite can be observed. 

9. Identify offices by room number, color, or object name, and not by rank, title, or name of 
incumbent (room S4S, the gold room, the Berlin room, the maple room, not the General's office, the 
Assistam Attache's office, or the S-2's office). 

10. Do not use name plates on offices and paridng places. 

B. SPECIFIC OFFICE PROCEDURES 
1 • Telephone and Mail Procedures 

a. Rank (V tide shoukl not be used when answering telephones. 

b. When taking telephone messages, do not reveal the whereabouts or activities of die person 
being sought unless die caller is personally known to the individual taking the message. 

c. Collect telephone messages in unmarked folders; do not leave exposed for observers to 
idenufy caller names and phone numbers, peisoos called, and messages left 

d Observe caution when q)ening mail. In particular, be on die k3okout for letters or packages 
that might contain improvised explosive devices. A checklist to aid in leuer bomb or packaged lEDs 
appears in Appendix Q. 

2. General Working Procedures 

a. Avmd carrying attache cases, brief cases, or odier courier bags unless absolutdy necessary. 

b. Do not carry items dtat bear markings that klentify die owner by rank or title, even widiin 
tbe office environment 

c. Avoid working alone late at night and on days when the remainder of die staff is absent 

d If late night work is necessary, work in conference rooms or internal offices where 
observation from the outside of the building is not possible. 

e. Offke doors should be locked when vacant for any lengthy period, at night and on weekends. 

f. Papers, correspondence, communications materials, and other documents should not be left 
unattended overnight 
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g. Maintenance activity and janitorial services in key officfts. production, maintenance or other 
areas installation areas should be perfonned under the supervision of security penooneL 

h. Removal of property, materiel, or infonnation stored on any media from the facility should 
be prohibited without proper written authorization. 

i. Consider prohibiting the importation of property, maierieU or information stored on any 
media into the facility unless such items have been property insprctffri 

j Offices not in use should be locked to prohibit unauthcvized access or the stCHage of material 
that could be used to hide improvised explosive devices or intelligence coUectioo devices. 

k. Use of vehicles or vehicle markings that make it possible to readily identify the vehicle and 
its ooctipants as . Government or DoD contiacrnr personnel should be minimized 

1. All personnel shooid have access to some sort of duress alarm to annnnciatr and warn of 
lenorist attack. 

m. Secretaries and guard posts sbouU be equipped with covert duress alarms wh^ 
alen backup forces, summon assistance, or otherwise alert critical personnel for the need to take sped^ 
actions to avoid a tecmist inddeat 

n. Placement of office furnishings directly in front of exterior wnido^ 

possible. 
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TIPS FOR EXECUTIVE ASSISTANTS 

A. INTRODUCTION 

The following recommendations art suggested for the consideration of executive assistants, 
administrative assistants, and secretaries assigned to senior military officers or senior DoD officials who 
may be the target of terrorist attack. These measures inay be valuabk aids to preserving the security of the 
principal; in addition, adq>tion of these measures may assure assistants they are not likely to become 
ccdlatexal r?"'^'*^* in an attack on the principal for whom they woiIl 

B. SECURITY TIPS 

1. Request installation of physical barriers such as electromagnetically operated doors to separate 
ofifioes of senior executives fiom other offices. 

2. Request installation of a silent trouble alarm button, widi a signal terminating in the Security 
Department or at another the secretary's desk some distance away to ensure that in the event of an 
emergency it will be possible for someone other than the executive to summon assistance. 

3 - Do not admit visitors into the executive area unless they have been positively screened in advance 
or are known bom previous visits. 

4 . Unknown callers should not be informed of the the whereabouts of the executive, his or her home 
address, or telephone number. 

5. A fire extinguisher, first-aid kit, and oxygen bottle should be stored in the office area. 

6. When receiving a threatening call, including a bomb threat, extortion threat, or from a mentally 
disturbed individual, remain calm and listen carefully. 

7. Do not accept packages from strangers until satisfied with the individual's identity and the tiature 
of thepaxceL 

8. Travel itineraries for all personnel should be kept absolutely private. Distribution should be 
limited strictly to persons with a need to know. 

9. Daily schedules for senior officers and civilian officials should be distributed on a limited basis 
and should contain only that infiomiation needed by each redptent 
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GENERAL TRAVEL SECURITY TIPS 



A. INTRODUCTION 

Statistics indicate that terrorist actions are most often perpetrated against victims during periods of 
movement Traveling from home to work and return provides the move vulnerable time f or a p otential 
victim. This vulnerability comes from a number of factors that decrease the risks to the terrorist Tbc 
victim can more easily be identified, can be taken by surprise^ can be attacked under conditions most 
favcKable tt> the tenorist when the victim tends to be isolated bom known surroundings. The following 
tips are 

provided to decrease your vulnenbiliiy during travel 
VEHICLE TRAVEL TIPS 

1. Vary the routes and the times that you frequently traveL 

2. Use an incon^icuous vehicle that has ix> special identifying license plates or stickers. 

3. Do a complete walk-around inspection of the vehicle before beginning traveL 

4. Lock doors, gas tanks, and storage areas at all times. 

5. Ensure that all keys are accounted for regularly. 
6 . Park in secured areas iK^ever possible. 

7. Remain alen and "aware" at all times whOe driving. 

8. Never pick op hitchhikers. 

9 . Know the locations of safehavens. 
C. TRAVEL ARRANGEMENTS 

1 . If available, consider using military air or MAC military contract earners. 

2. Avoid travel through high threat areas, if possible. 

3. Do not discuss military affiliations with soangers. 

4. Consider using a tourist passport 



2. Travel in conservative civilian dodiing. 

3. Do not wear distinctive military clothing, such as military shoes, organizational shirt<: and/or 
jackets, or sunglasses. 

4. Arrive at the airport early and watch for suspicious activity. 

5. Do not linger near the ticket counters, security areas, or higgage check-in. Go direcUy to the 
secured boarding atea. 

6. Beware of uhaoended luggage. 
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PERSONAL VEHICLE SECURITY TIPS 



A. INTRODUCTION 

An extremely imponant aspect of personal security is the need for regular vehicle inspectioDS. Many 
texxorist actions are accomplished by placing bombs in individual vehicles. This provides the tenorist iess 
risk and increases the chance of "hitting" the appropriate target The following are some relatively simply 
steps that every driver of every DoD Privately Operated Vehicle can take to reduce the likelihood of being 
hun by a terrorist act centered around a personal automobile. 

B. VEfflCLE INSPECTION TIPS 

1. EVERY TIME YOU USE YOUR AUTOMOBILE. YOU SHOULD MAKE A PRECAUTIONARY 
INSPECTION. Bomb emplacement by ternvists is often rudimentary or hastOy done, thereby providing the 
oppcRunity for easy detection. MAKE A HABTTOTOIECO^G THE VEHICLE AND THE SURROUNI»iGA^ 
BEFORE ENTERING AND STARTING THE VEHKLE 

a. Check intericB' of the vehicle for intruders or su^icious items. 

b. Check electronic tamper device, if installed* A cheaper option is to use transparent tq)e on Ae 
hood, trunk, and doors to alert you to any tampering. 

c. Chedc nndemeath the car and in the fenda wells for any foreign objects, loose wires, etc. 

d. Examine tires for stress marks and any evidence of tampering. 

e. Check wheel lug nuts. 

f . Check exterior for any fingerprints, smudges, or other signs of tampering. 

2. YOU MAY CONSIDER THE FOLLOWING SUGGESTIONS IN AN EFFORT TO "H ARDEN" YOUR 
VEHICLE: 

a. Lock the hood with an additkxial lock and ensure that the factory latch is located inside. 

b. Have oversized minors installed. 

c. Utilize a locking gas cap. 

d. Put two bolts through the exhaust pipe, perpendicular to one another. This prevents the 
insertion of explosive devices in the tail pipe. 

e. Use stoel-belted radial ores. 

f . Install an intrusion alarm system and an extra battery. 

g. In high-threat areas, it may be appropriate to: 



(1) 
(2) 
(3) 
(4) 



Install car armor. 

Have an mterior escape latch on the trunk. 

Use fog lights. 

Install bullet-resistant glass. 
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TIPS FOR DEFENSIVE FLYING 

A, INTRODUCTION 

Air travel paiticularly through high risk aspons or countries, poses security problems dififereot fiom 
those of ground tran^XKtation. Here are some simple precautiozis that can reduce the hazards of a tenonst 
assault 



B. MAKING TRAVEL 
ARRANGEMENTS 

1. Use office symbols <Hi orders (s- leave 

authorizations if the word description 
denotes a high or sensitive position. 

2. Get a threat briefing from the appro- 
priate counter intelligence or security 
organization prior to travel to a high 
risk area. 

3. Use military air, USTTIANSCOM, 

MAC military contract, or U.S. flag 
earners. 

4. Avoid scheduling through high-risk 

areas; use foreign flag airlines and/or 
indirect routes to avoid high risk 
airports. 

5. Do not use rank or military address on 

tickets, travel documents, or hotel 
reservadons. 



6. 



7. 




8. Seats at an emergency exit may 

provide an opportunity to escape. 

9. Avoid off-base hotels, use govcni- 

ment quarters or "safe" hotels. 

C. PERSONAL IDENTIFICATION 

1. Do not discuss your military afBli- 

ation with anyone. 

2. You must have proper identification 

to show airline and immigration 
officials. 

3. Consider use of a tourist passport, if 

you have one, with necessary visas, 
providing it is allowed by the country 
you are visiting. 



4. 




5. . If you must cany these documents on 

your person, selea a hiding place on 
board the aircraft to "ditch" them in 
caseof ahijaddng. 

6. Do not carry classified documents 

unless they are ABSOLUTELY 
missicm-^ssentiaL 

D. LUGGAGE 

1. Use plain, civilian luggage; avoid 

military-looking bags, B-4 bags, 
dufEel bags, etc. 

2. Remove all military patches, logos, 

or decals from your luggage and 
briefcase. 

3. Ensure higgage tags do not show your 

rank or military address. 

4. Do not carry official papers in your 

briefcase. 

E. CLOTHING 

1. Travel in conservative civilian 

clothing when using commercial 
transportation or when traveling mili- 
tary airlift if you are to connea with a 
flight at a commercial terminal in a 
high-risk area. 

2. Do not wear distinct military items 

such as organizational shins, caps, or 
military issue shoes or glasses. 

3. Do not wear U.S, identified items 

such as cowboy hats or boots, 
baseball caps, American logo T- 
shirts, jackets, or sweatshirts. 

4. Wear a long-sleeved shirt or bandage 

if you have a visible U.S. affiliated 
tattoo. 
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F. PRECAUTIONS AT THE 
AIRPORT 

Arrive early; watch for suspicions 
activity. 

Look for nervous passengers who 
maintain eye contact with others from 
a distance. Observe what peo|de are 
carrying. Note behavior not consis- 
tent with that of others in the area. 

3. No matter where you are in the 

terminal, identify objects suitable for 
cover in the event of attack. Pillars, 
trash cans, luggage, large planters, 
counters, and furniture can provide 
protectioiL 

4. Do not linger near open public areas. 

Quickly transit insecure ticket 
counters, waiting nxans, commercial 
shops, and restaurants. 

5. Avoid processing with known target 

groups. 

6. Avoid secluded areas that provide 

conceabnent f or aoackers. 

7. Be aware of unattended baggage 

anywhere in the terminal 

8. Observe the baggage claim area from 

a distance. Do not retrieve your bags 
until the crowd clears. Proceed to 
customs lines at the edge of the 
oowd. 

9. Rqx>n suspicious activity to airport 

security personneL 



, 1. 

2. 
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GROUND TRANSPORTATION SECURITY TIPS 



A- INTRODUCTION 

Criminal and tenorist acts against individuals usually occur outside the home and after the individual's 
habits have been established. TypicaUy » the most pxtdictable habit is the route of travel from home to duty 
station or to commonly frequented local fiariliries. 



1. 



VEHICLES 



_ Seka a plain car, minimize die "rich 
American" look. 

2. Consider not using a government car 

that announces ownendiq). 

3. Safisguaid keys. 

4. Auto maintenance: 

a. Keq) vehicle in good rqair. You 

do not want it to fiail when you 
needitmosL 

b. Keep gas tank at least 1/2 frill at 

all times. 

c. ^ Ensure tbres have sufBcioit tread. 

C . PARKING 

1.. Park in weU lighted aieas^ 

2. Always lock your car^ven when it is 

outside your house. 

3. Do not leave it on the street over- 
night, if possible. 

4. Never get out without checking for 

su^idous persons. If in doubt, drive 
away. 

5. Leave only the ignition key with 

paiking aitendantSi 

6. Do not allow entry to the trunk 

unless you are there to watch. 

7. Never leave garage doors open or 

unlocked. 

8. Use a remote garage doOT opener if 

available. Enter and exit your car in 
the security of die ctosed garage. 

D. ON THE ROAD 

1. Before leaving buildings to get into 

your vehicle, check the surrounding 
area to determine if anything of a 
suspicious nature exists. Before 
leaving your vehicle, look around 
carefully to be confident you are not 
headed directly into a threatening 
situation. 



5. 
6. 



9. 
10. 



Before entering vehicles, check for 
suspicious objects on the seats. You 
may also look underneath the seats. 

Guard against the establishment of 
routines by varying times, routes, and 
modes of travel Avoid late night 
travel 

Travel with companions or in convoy 
when possible. 

Avoid isolated roads and dark alleys. 

Know locations of safehavens along 
routes of routine travel 

Habitually ride with seatbelts buckled, 
doors k)ckBd, and windows dosed. 

Do not allow your vehicle to be 
boxed in; maintain a minimum 8-foot 
interval between your vehicle and the 
vehicle in front; avoid the inner lanes. 

Be alen while driving or riding. 

Know how to reaa if surveillance is 
suspected (s* confirmed. 

Circle the block for confirmation 

of surveillance. 

Do not stop or take other actims 

that could lead to confrontation. 

Do not drive home. 

Get description of car and its 

occupants. 

Go to nearest safehaven. Report 

incident to the nearest DoD 
counterintelligence, security, or 
law enforcement organizaiion. 
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E. COMMERCIAL BUSES, 
TRAINS, AND TAXIS 

1. Vary mode of cominercial trans- 

ponatioiL 

2. ^ Select busy stops. 

3. Do not always use the same taxi 

company* 

4. Do not let someone yoQ do not know 
diita you to a specific cab. 

5. Ensme taxi is licensed, has safety 

equipment (seat belts at minimum). 

6. _ Ensure face of driver and jrictnre on 

license are the same. 

7. • Try to travel with a companicxL 

8. If possible, specify the route you 

want taxi to follow. 
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SUPPLEMENTAL SECURITY CHECiCLIST FOR DRIVING 



A. INTRODUCTION 

The foDowing items are suggested iHocedures to be used in operating personal aiKl government motor 
vehicles in areas where terrorist activity is a concent While adhering to these practices will not necessarily 
prevent a lenorist incident, continual pRKtice and attention 10 detail 
enable many potential victims to esc^ to safety. 

CHECKLIST 



1. 



3. 



4. 



6. 



Keq) the gasoline tank of your vehicle 
fuIlornearfnlL 



Keq> the vehicle locked at all times. 
Do not park on the street at night 
Vehicles in locked garages should also 
be kqH locked* Use parking lots with 
attendants and where the vehicle can be 
keptkxked. Lock unattended vehicles, 
no matter how short the time. 

Check up and down the street before 
moving out of a house and/or building 
into your vehicle. 

While approaching vehicle, check its 
outside for evidence of tampering. Look 
for wires, strings, or objects attached to 
or hanging firom vehicle. 

Do not touch any unusual items 
protruding from the vehicle. 
Iflunediately call for assistance; ia^ the 
Regional Security Officer (RSO). 

Before entering the vehicle, check the 
floor (front and rear) to make certain the 
vehick is not occupied. 

As you drive away from the curb, be 
immediately alert for surveillance oi 
your vehicle. Look Ccr multiple vehicle 
surveil-lance, as most attacks on 
vehicles have included two or more 
vehicles. 

Stay alert and be prepared to take 
evasive actions. Keep noise level 
within vehicle low. Eliminate loud 
playing of the radio or unnecessary 
conversation. 

Keep the vehicle locked while driving 
and the windows closed. If open, keep 
them rolled to within two inches of the 
top. This practice prevents objects from 
being thrown into your vehicle. 




11. If you encounter a road bk)d: manned by 
uniformed police or military personnel, 
you shouki stop and retnain seated inside 
your vehicle. If asked for identification, 
roU the window down enough to pass 
your identification to the officer. Do 
not unlock the doors. 

12. Avoid suspicious road blocks. Do not 
stop. Turn and go back, or mm a comer 
to leave the area as quickly as possible. 

13. A good driver is constantly aware of 
possible routes of escape or evasion 
while behind the steering wheel 

14. In the event of a firefight between kxal 
authorities and terrorists, get down and 
stay low. Unless you are in the. direct 
line of fire, it is suggested that you do 
not move. Experience has shown that 
oftentimes anything that moves gets 

ShOL 




b. 

16. If potable put another vehicle between 
yoisself and your pursuers. 
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17. Speed as an evasive tactic is fuDcdooai 
only to the point of gaining time to 
allow yoQ to take other evasive action 
and to put distance between you and 
yoor pursuers. Excessive ^)eed reduces 
your ability to take evasive action and 
increases your chances a fatal crash. 




(8) Seat bell fastened. 

(?) Hands at the "10" to 
o'clock position. 

(10) Anns lelativdy straight 

(11) Do not use brakes until 
steering control is 



(12) Use care in applying power- 
maflitam coptrol. 

(13) I>e><tlBtch if you are driving a 
manual shift car. 



(14) Counter-steer if you are 




Appendix M-2 



4, . 



■ P 



APPE-N©iK>Pi.^ V- 



SECURITY TIPS FORxHiOtmLS Ajaj^Mpj^LSj^ . 



1. 

a-. 
3. 
4. 
5. 



Slay, ^p^, £>^t>es while 00 TDY/TAD wbewrver pins^ 
A\void stayifle in hoiels with distinctively Ammqm|nmiK .o^,ingg^^ guests. 



Nlake itsexyaiions in,two or moie hotels and 
Avoid i3airg%tieet-levd xooms, terrace*l^ 
Retain control all luggage upon amvall 




name. 

IS 

|g|el grounds, or staiiwells. 



^ of your quaners. 

^1 ■ir.^j^ to enter your room MXfU ^P^^^^l^-lived-in" look in your 



1^ .,''^f^7 



|§.#S^^^^^^be checked before exiting torn an elevi)^i^llC to out of place objects or 
for persons who seem to be loitering. 

15. Packages should not be delivered to your room. 

1 6. Unexpected mail left for you at the desk or slipped under the door of your room should be viewed 
with suspicion. 
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FAMILY SECURITY QUESTIONS 

A- INTRODUCTION 

The following are questions that can be adced to help identify practices that may increase the 
likelihood thai a DoD person (V dependent wiU become a victim of a 

B. HEAD OF HOUSEHOLD 

L Is yooriekpbooennmber and address in bcal directories? 

2. Do yon, yoor family members» or your domestic employees answer your telephone with your 
name aixl rank? 

3. Have you had a a security check run m aO domestic employees? If overseas, did you ask the 
Emba^ to screen p rospect i ve employees' reomh? Did you contact the local military police 
and/or counierintelligenoe ofBce or local police to obtain preemploymen t screening assistance? 

4. Have you maintained a file on each household employee including the full name, address, 
description, date and place of birth, current photogr^ and a fiiU set of fingerprint 

5. Have outside fuse boxes and/v circuit teeaken been modified so that they can be locked at all 
times unless access is ^wcificaily required? 

C. FAMILY 

1. Have you adopted a family security program including duress codes and alarms, crime watch 
practices, and conscious efforts to avoid patterns in daily activities? 

2. Have all family members learned emergency telephone numbers? Have they been able to 
memorize them? Do all family members know how to summon police in the k)cal language? Do 
they cany 3x5 notecards with instructions on how to work local telephones and ask fca: 
assistance? 

3. Have emergency numbers been posted near each telephone? Do these listings give away the nanne 
of the family's assigmnem (Ambassador's home phcmeshouU not be listed, etc.)^ Haveallfamily 
members been given a sanitized list of phcme numbers they can carry with them at all times? 

4 . Do you have a system for keeping family members informed about each other's whereabouts at all 
times? Have you iit rl ^Kt t^ a family dtiress or trouble signal as pan of yotir family check-in 
system? 

5. Have yon removed all symbols or signs from the outside of your residence indicating n a tion a lity , 
rank or grade, title, and name? 

6. Haveyou m iri^T5"" ^y HiccMnmftteri pgricniial, jamHy, and travel plans to casual acqoaintances or 
doroesdc emidoyees who do not need to know your personal schedule on an hourly or daily basis? 

7. Have you learned and practiced emergency phrases in the local language such as *I need a 
policeman, a doctor, help, etc.*? Have you written these down in transliteradon as well as in the 
native language so you could diow a 3 x S card to obtain assistance? 

8. Do you and your family members know how to work local pay telephones? Does each family 
member carry a small quantity of money necessary and sufficient to operate tocal pay telephones at 
alldmes? 

9. Are residence doors and windows locked? Have additional security devices been added to door and 
window locks to increase resistance to intrusion and penetration? 
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10. Do you and your £amOy members cUxi dja|)dies during periods of darioness? Art tbe drapeii e s 
made of opaque, heavy material that provide maximum privacy (and can reduce the disoibutioii of 
glass shards in the event windows are bn^). 

11. Have you considered obtaining a dog for protection of your house and grounds? Have you 
considered geese as an altenative guard animal, if common 

12. Have you or your &muly members left a spare key in the mailbox or in a si^ 

13. Areioolsiisedby the Cainily, particularly ladders, imder lock? 

14. Do you have a private place to leave notes for family members or do you tack notes oa tbe door 
for family, fiiends, criminals, and lenotists lo read? 

15. Have you developed a response plan for yourself and family members in the event that an 
unauthorized person is suspected to be inside your home upon your return? Does your plan 
emphasize the need to contact thg polieft or thg Mrmty nffteff ittiwwrif af<>ly anrf ijiqyimngr pf r»"1 

investigation of the possible inirusiOQ? 

16. Do you or family members automatically open the residence door to strangers? Do you or your 
fainily members use a peq>bole or Cbsed Circuit TV monitor tt> identify Do you request 
to see and verify aertrmtials from utiHty, service, or other per^ 

17. Do you or your family members admit pdl^takers and sal es pe rson s to your home? Arc you aware 
of the presence of p^ldlers and all strangers in your neighborhood? Are your family members 
equaUy aware? (Terrorists are known to have gathered substantial information relative to their 
victims using these ruses.) 

18. Have you and your family members reported finequent wrong numbers or nuisance telephone «>iig 
to the telephone company and the police? Have you considered that someone may be attempting 
to determine the presence of family membeis? 

19. Haveyourepottedthepresenceofstrangersin the ndghborhood? Does it appear Uiat someone 
some group may be trying to gain an intimate Imowledge of the your family's habits? 

20. Do you and your family members watch for strange cars cruising or parked frequently in the area, 
pariktilariyijf one or more occupants remain in the car for extended pieri(^ Have you made a note 
of occupants, license ntunbers, arid province desigiiatcrs of sti^icious vehicles? 

21. Do you discuss family activities with strangers? 

22. Doyou discuss family plans over tbe tdephone? 

23. Do you discuss detailed family or office plans over the telephone with peofde you do pot 
personaDy know or know well? 

24. Do you maO letters concerning family travel plans from yotn* house or office? Are you sure that 
no one is intercepting your outbound mail, opening it, and then resealing it for delivery after 
collecting desired infionnation eoctosed in it? 

25. Have you or family members accepted delivery of urv>nkred or suspicious packages or 1^^ 

26. Have you personaDy destroyed an envdopes and other items which reflect your name and rank? 

27. Have you limited publicity concerning yourself and your family that may zppcax in local news 
meiSa? 

28. Do you and your family member shop on a set schedule? Do you and your family members 
always shop and the same stores? Do you and your family members always use the same routes to 
the of&ce, to shopping, to school, and to after school activides? 

29. Do you have a coordinated family emergency plan? Have you ensured that all family members 
know who to contaa if they suspect another family member is in danger? Have you reviewed 
protective measures with all family members? 
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30. Have you made sure that each famUy member is prqared to 

of an emergency? Do you know where all critical documents such as passports^ visas, 
immunization and other medical records are kept? Are these current, and can you or ocher family 
members extract them from their secure storage place on very short nodce? 

31. Do you find yourself in disputes with citizens of the host country over traffic, cotnmercial 
transactions, or other subjects? Have yoii or your £amily members precipitated any incidents 
involving host-coimtry nationals? 

CHILDREN 

1. Have school officials been advised that children are not to be released to strangers under any 

2. Have the chfldren been instructed not only to refuse rides from strangers, but also to stay out of 
reach if a stranger in a car approaches them? 

3 . Have you located the childien*s rooms in a pan of die residence that is not easQy accessible from 
theoutside? 

4. Do you keep the door to your children's nxxns open so that your can hear any unusual 

5. Do you ever leave your children at home alone or unattended? 

6. Arc you sure that the person with whom you leave your children is responsible and trustworthy? 

7. Are you sure that outside doors and windows leading into the children's rooms are kept locked, 
especially in the evening? 

8 . Have you taught your children the following? 

a. Never let strangers into your house. 

b. Avoid strangers and never accept rides from anyone that he or she does not know. 

c. Refuse gifts from strangen. 

d. Never leave home without telling an adult where and with whom you are going. 

e. How to call the police. 

f. Tocallthepoliceif ever you are away and they sec a stranger around the house. 

g. Where possible, walk on main dioroughfares. 

h. Tell you if he or she notices a stranger hanging around your neighborhood. 

i. Play in established oxiununity playgrounds rather than in isolated areas, 
j. Give a false name if ever asked theirs by a stranger. 

SCHOOLS 

Have you asked schools anended by your children to: 

1. Not give out any information on your students to anyone unless you specifically authorize them to 
do so in advance? Avoid any kind of publicity in which snidents are named or their pictures are 
shown. 

2. Not release a student to someone other than his or her parents without first receiving authorizaticm 
from aparenL 

3 . Allow children to call parents on the telephone in the presence of school officials befor e allow ing 
an authorized release to actually occur. (This practice provides protection against a kidnapper who 
calls and claims to be the child's parent) 

4. Report to die police if any strangers are seen loitering around the school or talking to smdents. If 
such strangers are in a car, the teacher should note its make, color, model, and lag number and pass 
this information on to the police. 

5. Have teachers closely supervise outside play periods. 
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F. NEIGHBORS 

1. Have yoQ met your netghbocs? Have ym gotten tbem interestBd in maintaining ^ 
neighbortiood secmity? 

2. Have yon exchanged telq)hCMiienambecs? 

3. HaveyooesabHsliedsooiesQnof^ysrafcralextinganeanofiltt 

G. STRANGERS 

1. HaveaD £uni!y members been warned to keq) suaugeR from entering the leadence? 

2. Have all family members and domestic employees been instrncted on the l e qnirem ent that 
ffiattifPiMitwH^ woric is tt> be perfonned only on a scheduled basis unless a clear emergency exists? 
Do yon havr p i W f llm f ^ ^^trf^K^tiM m tmw tn ha mniartPil in ihc event that a mility emergency 
occurs and maintenance personnel must enter your residence? Do your family members and 
domestic employees Imow how to verify the identic of mainieiianoe person^ 

3. Ha^ ym ^ymhttmly diacnssed the kind of assistance you can offer to aperson who comes to 
your door ^fatming to be the victim of an antcnnobile accident, a mechanical breakdown, or some 
other of accident? Have yon explained to your family that they can ofiTer to call the police, 

thf fiir dfpanFMB^^ an ^^hn\m^ Kitf nmier im emaniiganeeg fihoiiM they alkiw the viclim inio 

the residence? 
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HOUSEHOLD SECURITY CHECKLIST 

A. EXTERIOR Yes 

1. If yoa have a fence or tight hedge, have you evaloaied it as a 

defense against intrusion? 

2. Is your fence or waD in good repair? _ 

3. Axe the gates solid and in good repair? 

4. Aie the gates properly todBd during the day and at night? 

5. Do you check regularly to sec that your gates arc locked? 

6. Have you eliminated trees, pdes, ladders, boxes, etc^ that 

might help an intruder to scale the fence, waD, or hedge? 

7. Have you removed shrubbery near your gate«gBage,(v 

front door which could conceal an inmider? 

8. Do you have lights to illuminate all sides of your residence, 

garage area, patio, etc? 

9. Do you leave your lights on during hours of darkness? 

10. Do you check regularly to see that the lights are working? 

11. If you have a guard, does his post properly position him to 

have the best possible view of your grounds and residence? 

12. Does your guard patrol your grounds during the hours of 
datkness? 

13. Has your guard been given verbal or written instructions and 
does he understand them? 

14. Doyouhavedogsorotherpetsthat will sound an alarm if 

they qx)t an intruder? 

B- INTERIOR 

1. Arc your perimeter doors df metal or s(did wood? 

2. Are the door frames of good solid construction? 

3. Do you have an interview grin or optical viewer in your 

main entrance door? 

4. Do you use the interview grill or optical viewer? 

5. 




6. Arc the locks in good working order? 

7 . Can any of your door locks be bypassed by breaking the 
glass or a panel of li^t wood? 

8. Have you permanently secured all unused doors? 
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B. INTERIOR (continoed) 
9. 



Yes 



No 




10. IX> you close aUshunos at mgfataixl when leaving ycHir 
reskkoce for extemkd perkxis of tinie? 

. unused winctows pennaneody cksed ai^ 

12. Axe your windows locked when they are shut? 

13. Aie you as careful of second floor, or basement windows as 
you are of those on the ground flooi? 




t your residence has a dcylight, roof latch, or loof doors, are 
they properiy secured? 

16. Does your residence have an alann system? 

17. Have you biiefed your £amily and servants on good security 
procedures? 

18. Doyouknowthephonenumberof the police security feme 
that services your neighborhood? 

C. GENERAL 

1 . Are you and your family alert in your observanons of persons 
who may have you under surveillance, or who may be 
casing your house in preparation for a burglary or other crime? 

2. Have you verified the references of your servants, and have 
you submioed their names for secinQr checks? 

3 . Have you icdd your family and servants what to do if they 
discover an intruder breaidng in or akeady in the bouse? 

4. Have you restricted the number house keys? 

5. Do you know where all your house k^ are? 



Yes 



No 
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LETTER AND PACKAGE feOftdl^RECaGT^mON GHEGKy 



A. INTRODUCTION 

The fonowing mfonnadoD is useful in drifrring die presence of leaer or package bombs sent through 
U.S. and international mails. While by no means complete or fooiprbof. letters and packages exhibiting 
the characteristics below should be viewed with extreme cauQod. V 



B. RECOGNITION CHART 
WEIGHT 

Weight unevenly disoibuted. 

Heavier than usual for its size. 

Heavier than usual for its postal class. 

THICKNESS 

For medium size envelcqjes, the 

thickness of a small book. 

Not uniform or has bulges. 

For large envetopes^ hilkiness, an inch 

or more in thickness. 

ADDRESS 

No return address. 
__ Poorly typed or handwritten address. 

Hand-printed. 

Title for die executive (recipient) 

mcorrccL 

Addressed to a high-ranking recipient by 

name, title, or departmem. 

RIGIDITY 

Greater than normal, particulariy along 

its center length. 



STAMPS 

More than enough postage. 

POSTMARK 

FbreigTL 

' ■ Fiom an unusual city or town. 

WRITING 

Foreign writing style. 

^ Misspelled words. 

Marked -Air Mail," "Registered,- 
"Genified," or "Special Delivery." 

' Marked "Personal", "Confidential," 
"Privsiie," or "Eyes Only." 

ENVELOPE 

Peculiar odor. 

Inner sealed enclosure. 

Excessive sealing material 

Oil stains. 

Springiness. 

Wires, string, or foil sticking out or 

aoached. 

Ink stains. 



Appendix 0-1 



THIS PAGE INTENTIONALLY LEFT BLANK 



Appendix Q-2 



APPENDIX R 



FAMILY •'OPERATIONS SECURITY" TIPS 



1. Do not place your name on exterior walls of rrsidcnrctfs 

2. Do not answer your ielq)bone with yoor name and rank; cU^ 

instructed not to identify the name, title, or affiliation of the occupants when answering the 
telephone 

3. Do not list yoor telephone number and address in local directories. 

4. Create the appearance that the house is occupied by using timers to control lights and radios wiuic 
yonareaway* 

5. Personally destroy all envelopes and other items that reflect personal information. 

6. Safeguard financial records and other m atm als that could be used to identic bank accounts, credit card 
accounts, or brokerage acounts. 

7. Close draperies during periods <rf darkness. Draperies should be opaque and made of heavy materiaL 

8. Do not let your trash become a source of information. 
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BODY ARMOR STANDARDS, SPECIFICATIONS, 
AND SELECTION 

A. INTRODUCTION 

The Nadcmal Institiite of Justice has published ND Standard 0101.03, 'Ballistic Resistance of Police 
Body Anmv," which provides standards to judge personal body armor capabilities to provide protection 
againgf vsrioiis typcs of thveats. The following is a teief sununaiy of the standard and the various threats 
l ywtijBt whieh typft <rf pmtflctive body armor has been tested 



B. BODY ARMOR STANDARD 




C. BODY ARMOR SELECTION 



1 . Although designed primarily to provide protection against handgun assualt soft body armor has 
prevented serious and potentially fatal injuries in trafiic accidents, &om physical assault from improvised 
clubs, and to some extent from knives. 

2. The fundamental considerations guiding selection of body armor are the threat to which protected 
persons will be exposed. 
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*noB*wi'.w-wwJTOlNOASABULLEr-PROOFVESr. Tl»ioatinciKOfaq)propriaiBsoftbodyaniior 
sigaricantly reduces the likelihood of fiual bijoiy. hot 100-peiceat protectiao in aU drcomstances is 
imnssible. Body annor selection is to some extern a saifeKtff between baUisdcpn)^^ 
•n>e weight and comfort of soft body annor is inversely proportional ID the level of ballistic protection that 
itprovides. 

Ptoper fikng can make more capable body armor more toleiable to the user. 
D. ADDITIONAL INFORMATION 

For additional infonnadon on body armor and other law enforcement equipment appropriate for 
consideratioiJ in combatting terrorism applications, contact the National Institute of Justice. National 
Criminal JiKtice Reference Service. Washington, DC 20531. Specific information published by the Law 
Enfoccemdt Standards Laboratory and the Technok^y Assessment Progr am Iirf on i^w Center may be of 
^pf fi al asaasaax^ in personnel involved in D6D Combatting Teirorism Piogiams. 



Appendbc 
FOR OFFICIAL 



S-2 

USE ONLY 



\' ' r ."--^ „ APPENDIX T 



VEHICLE BOMB SEARCH . - ' \ 



«VEHICLE BOMB SEARCH» 

CHECKLIST DELETED 



Appendix T-1 



«VEHICLE BOMB SEARCH» 

CHECKLIST DELETED 
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KIDNAPPING AND HOSTAGE-TAKING: 
MOTIVATION AND PARTICIPATION 



A. INTRODUCTION 

1. Hostage-taking has been nsed to gain 
cootrol and influence over the behavior of 
societies for centuries. The entiie foundation of 
modem diplomatic pRictioe rests on the concept 
of legitimate hostagMaldng. Ambassadors and 
other emissaries were exchanged among feudal 
kingdoms to ensure their mutual health and 
safety. Modem legal concepts sum>unding the 
practice of diplomatic inununity reflect the 
traditional practice of legitimate hostage-taking 
by nxxiem nation states-exchange <tfdq)k>mats. 

2. Contemporary international legal norms 
cleariy hold kidnapping and holding diplomats, 
civil servants* military personnel, corporate 
officials, independent business persons, scholars, 
teachers, and students hostage in pursuit of 
political goals and objectives by individual 
groups u> be a form of terrorism. Such behavior 
is criminal under U^. law. 

3. The United States has enacted a 
domestic statute which makes assaults, 
kidnappings, murders, or conspiracies to commit 
such against American citizens ateoad a crime 
subject to the jurisdiction of U.S. courts. Under 
this stamte, the United States asserts a right to 
seek coopoative or coercive extradition from 
foreign jurisdictions for the purpose of 
prosecuting those individuals accused of such 



B. MOTIVES iUDNAPPING AND 
HOSTAGE*TAKING 

1. Publicity for a Cause 

a. Kidnappings and taking of hostages 
can generate massive news media coverage. 
While the scope, intensity, and amount of 
coverage is difficult to predict, terrorists know 
that successful, dramatic kidnappings of 
newsworthy people, as well as hijackings of 
airplanes, ferries, trains, and cruise liners can 
generate huge volumes of publicity. Terrorists 
have been known to capitalize on the initial 
newsworthiness of a kidnapping or hijacking by 
implementing a media campaign. Interviews 



with selected hostages, guards, terrorist group 
supporters, and even terrorist group members are 
aUowed for privileged members of the press. 

b. As a general rule, to which there are 
many exceptions, the more newsworthy a 
potential victim is» the greater the likelihood that 
an attempt may be made against that person. 

c. There is noteworthy corollary to 
this general rule. Some terrorists dea to kidn^ 
and hold hostage individuals who are not 
especially newsworthy in and of themselves, but 
represent newsworthy interests, causes, or 
organizations. Terrorists, for example, have 
choired and held hostage Peace Corps workers, 
junior American diplomats, and because they 
were U.S. Government representatives. These 
kidnappings were far less newsworthy than the 
kidnapping of American Ambassadors in 
Uruguay, Sudan, or Afghanistan. Nevertheless, 
these actions illustrated lo host-country nationals 
that the U.S. and host goveramems coul d not 
safeguard U^. Government employees. 




2. Publicity for a Group 

a. Some terrorists seek to use 
kidnappmgs and hostage-taking to generate press 
coverage for their own group. This tactic is 
coimterihtuitive because it is inconsistent with 
the need for terrorists to operate covertly and io 
obtain their support through clandestine means. 
On the other hand, it is entirely consistent with 
the tactical goal of terrorism: induce dysfunc- 
tional levels of fear in the target group, society, 
or country. 

b. Tetrcffist aoacks intended solely to 
promote dysfunctional fear in the target 
population tend to be especially violent and 
deadly. There are few, if any, compunctions 
among terrorists which might mitigate the scope, 
magnimde, or intensity of such attacks if the 
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principal goal is to scare as many members of 
tbe target aodience as possible. Violent deadly 
attacks on persons with little or no obvious 
importance, carried out in especially visible and 
piouresque ways, send powerful messages to an 
unsuspecting populace. These actions say in 
effect-we tbe temsrists are aD powerful; we can 
decide who will live and who will die; the 
government is no longer able to protect you. 

3. Scarce of Funds or Supplies 

Sometimes victims are selected for 
Iddn^ing because they are valuable to indi« 
viduals or organizations; e.g., £unilies, home- 
town friends, or employers, ftmilies have paid 
ransoms. Contribution drives were started in the 
hostage's hometown to collect the ransom. 
Civilian firms are forced lo pay ransoms because 
if they do not pay, employees will not want t 
wdri: overseas. Sometimes, victims can be nu 
somed with supplies including food, medicine, 
weapons* and anununition. 

4. Symbols of Hated Authorities 

a. Some terrorists develop world 
views that e£kctively dehumanize individuals and 
give hmnan-like (anthropomorphic) qualities to 
societal institutions. For example, the 
'Govemment** or the ^Church" becomes the 
enemy. These instioitions, according to the 
tenorists, engage in repression, state-sanctioned 
violence against the people, robbing and en- 
slaving the people, denying the people human 
rights, and so forth, as a consequence, human 
representatives of the enemy, be they police 
officers, mail carriers, civil servants or priests, 
monks, nans, novitiates in the case of a church, 
are £ur quarry . 

b. American government representa- 
tives are often selected as targets by terrorists 
operating from diis anti-anth(Hitarian perspective, 
because the U.S. Government is frequently allied 
or assnriaif d widi governm ents that are trying to 
deal with widespread social violence in a manner 
that appears to terrorists and their suppofters to 
be repressive, violent, ctvrupt, and inconsistent 
with their perspectives on himian rights. In 
OG^Oicts bastd on such f undamenod discrq»ncies 
in perceptions of right and wrong, proper and 
improper roles for social institutions, DoD 
posonnel and their dependents are by their simple 
association with the VS. Govenunentatrisk for 
kidnapping and being taken hoscige. 

c. On many occasions, hostages have 
been seized as symbols of hated authorities with 
the expressed intern of trading the hostages, dead 



or alive, for tenorist comrades incarcerated by the 
authorities. 

5. Specific Threats to Terrorist 
Support or Activities 

a. Terrorists will kidnap individuals 
identified as specific threats to their political 
and/or economic activities. As noted in 
Chapter 2, many tenorist groups operate within a 
tightly disciplined, cellular structure to protect 
the identity of its membership. Terrorist 
intelligence networks coUea information about 
potential targets and defend the terrorist organi- 
zations against bw enfioroement efforts to arrest, 
prosecute, aiKl incaroeraie or ptmish meoibers of 
the tenorist organization. 



b. Tenorist organizations will kidnap 
and hold hostage individuals believed to be a 




perceived to be a threat to the kmg-term survival 
of a terrorist organization are in substantially 
greater peril than individuals taken hostage 
merely because they were present at the scene of 
a terrorist mcident and might be able to identify 
members of the group. 

C. TYPES OF HOSTAGE-TAKERS 

Dr. Frederick Hacker, author of Crusaders, 
Criminals and Crazies: Terror and Terrorism in 
Our Time, divides hostage-takers into the three 
main groups. This is an easy way to remember 
broad, somewhat stylized categcHies of hostage- 
takers. As with all stereotypes, they are useful 
as an aid to understanding problems and possible 
remedies, but usuaDy are of little help in dealing 
with specific situations, 

1. Crusaders 

a. Many hostage incidents involve 
political or religious extremists. Such ex- 
nemists are labeled "crusaders." 

b. "Crusaders" are highly motivated. 
They are capable (tf planning extensive, intricate, 
and very complete actions based on extensive 
intelligence collection against potential targets. 
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They ofganize their activities in a manner that 
makes detecsion difiicolt if not imposstUe, They 
fircqoently toing to bear knowledget professional 
abilities, and social skills reflecting their middle 
to upper middle class npteinging. 

c. *Crusaders" vary widely in person- 
ality, but seem to share certain common chaxac- 
teristics. They tend to be highly if not 
abnormally idealistic and inflexible. Sometimes 
they are prqared to die for their caase because of 
their dedication. They are not likely to give 19 
hostages unless their own escape is gu ar an teed to 
their satisfaction. 

d. Protecting DoD personnel and their 
^|i^jp ^n Kjf^ffl^ ^gijiiHj^ It irinsippiUjg and hosiage*takiiig 
efforts by tenonsts who are "crusaders" is most 
challenging. When such terrorists are allied with 
states which provide logistic support, informa- 
tion, weapons, training, and even direction, DoD 
personnel may bee a threat as formidable as one 
posed by spocM operating forces of potential 
adversary states. 

2* Criminals 

a. Common street criminals can 
become kidnappers or hostage-takers. Kidnap- 
ping and hosi^ag^'iaking are usually the result of 
a bungled crime, not a politicaUy inspired ter- 
rorist plan. Kidnapping or hostage-taking can 
occur in the midst of another crime. Kidnap- 
pings and hostage-taking are common, for 
example, in robberies or larcenies where the 
perpetrators commingle with innocent civilians 
and are caught on the premises by law en- 
bxcement officers. 

b. Kidnapping and hostage-taking by 
criminals in the midst of a crime puts the 
victims in immediate danger. The criminal, the 
victim(s), and law enforcement peisonnel are vir- 
tually without script; tensicms are high; fears and 
the ability to predict behavior on the part of 
adversaries is exceedingly ksw. 

c. Victims in such circumstances have 
at least one factor that works in their favor. 
They have utility to their captors as bargaining 
chips for freedom. Victims who are injured or 
killed have no value to criminals; there is shared 
interest on the part of both the victim and the 
kidnapper in avoiding bodily harm. While this 
situation does not mean the victims are not at 
risk, it does suggest that the longer a hostage 
situation continues without violence, the greater 
the likelihood that hostages will eventually be 
released without fimher injury. 

d. There is, however, an equally 
sobering corollary: In the event that a hostage 



situation becomes violent, it is possible, if not 
likely, the criminals will inflia injury or death 
upon the hostages as retribution against law 
enforcement authorities before the fact of their 

3. /Crazies** or Mentally Disturbed 
Individuals 

a. Although individuals with diag- 
nosed psychiaffic or psychological conditions are 
not usually associated with organized terrorist 
groups, mentally disturbed individuals figure 
prominently in kidnappings and hostage-taking 
in the United States. Hostage-taking by men- 
tally unstable individuals may be spontaneous or 
planned. 

b. Victims of kidnappings and 
hostage^^akings by mentally ill mdividiuds may 
find themselves in extraordinarily difficult cir- 
cumstances because of extreme difficulty in 
communicating with the tadnappcx. In addUion 
to language and cultural barriers, the victim must 
also find a vehicle or path around or through the 
kidnappers psychiatric and psychological impair- 
ments. Delusions and hallucinations character- 
istic of many mental illnesses probably will not 
impair the kidnapper's ability to use hostages for 
personal gain or other purposes. These 
conditions will, however, make it much more 
difficult for victims to reason or negotiate with 
"crazy" kiihiap|ici^ 

c. Kktaiappers^ting out facets of their 
mental illnesses usually act alone. While 
capable of stalking potential victims, the "soie- 
pcoprietor' character of a mentally ill kidnapper's 
modus qnandi ^ii^tati^c detection and counter- 
action againgj fhis typc of kidnapping threaL As 
is often the case, however, caution must be 
exercised in dealing with memaDy ill kidnappers. 
They usually are as capable of committing 
violent acts against hostages as frightened 
criminals or calculating crusaders seeking press 
or ransom for their causes. In addition, the 
mentally ill hostage-taker may also have a death 
wish that can be satisfied by the murder of the 
hostages, suicide, or both. 

D. MULTIPLE HOSTAGE-TAKING 

1. Taking multiple hosuges offers 
terrorists tactical advantages that may be offset 
by logistical disadvantages. Capture of multiple 
hostages; e.g., hijacking an airplane, or seizing 
and h(dding a building, places tremendous pres- 
sure on governments to respond to terrorist 
demands. There seems to be a threshold of pub- 
lic concern and sympathy for hostages and a will- 
ingness to respond to terrorist demands. 
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Individual hostages and groups of hbstages 
grtaier than sevexal hundrtd to sevaal thousands 
evcd:e relatively little concern. Groups of 
hostages numbering in the 10*s to lOffs seem to 
evoke tremendous public concern that can be 
mobilized as pressure on governments to assent 
to icnorist demands. 

2. Groups of hostages are attractive to 
isrrorisis fot several reasons including the 
following: 

a. Potential for finding a person of 
news intevBSt (media). 

b. Potential fac finding a person of 
p i oiiiin e nc e (ransom). 

c. Potential for finding a person who 
represents "the enemy" (retribution). 

d. Potential to commit especially 
terrifying acts (airplane bombings, wholesale 
executions, etc.) 

e. On the other hand, even if one 
hostage is good* more may not always be better 
firom a terrorist's perspective. More hostages 
may mean the f olk^ving: 

(1) More peqple to feed, to water, 
and ID provide fcx- hygiene. 

(Z) More opportunities for 
hosQge-led counteraction. 

(3) More opportunities to make 
mi^ir^g and generate sympathy for the hostages 
on the one hand and opposition to the cause on 
the other. 

f. For some potential kidnappers, 
especially those terrorist groups operating 
without state siqipon or state direcdon, safety te 
potential victims can be found in numbers. 
Being part of a large group while traveling or 
woiking makes it difficult to be singled out for 
kidnappmg or being heki hostage. The k)gisdc 
requirements for such operations e x ceed the 
iQgis&c sui^Kvt available to criminals, "crazies* 
and even many teirorist giuups. 



g. For other potential kidnappers, 
however, there is little or no safety to be found 
in numbers. Terrorist (vganizations qperating 
with state support or state direction have the 
means, the opportunity, and the logistic support 
necessary to seize a large number of people. 
They can, f ex* example, hijack an aircraft, land at 
a field controlled by a sympathetic if not co- 
openoive govenunent, provide minimal logistic 
support to sustain the terrorists and their 
hosttiges, and go ttrough a careful review of the 
passengers until persons of vafaie to the terttvists 
are found. 

E. SUMMARY 

Understanding the possible motivation 
underlying a kidnapping or hostage siniatinn can 
be very important in helping victims develop 
strategies »d tactics to minimize, further risk of 
harm and to aid law enforcement authorities in 
bringing about a swift end to their situation. 
This appendix presents a taoad overview; under- 
standing the history, capability, and intentions of 
terrorist threat group operating in an area of 
omcem combined with better understanding of 
possible kidnapping or hostage-taking motives 
may help combatting terrorism program mana- 
gers design more effective measures to protect 
DdD-aSDiated personnel 
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epDE»GF CONDUCT EDUCATIONAL MATERIA 

ovERYiE^;/'^: ;\ 

A TI>efel|Qwii|g<iriaterial K 

B. Sgetinn T « a twimriiirrinn of Sgerion B to Enclosure 2. Guidance for Instruction m Stippott of 
the Code of Conduct to IX>D Directive 1300.7. This material restates each Anid;K^5»f .th^ 
aiid higfaUgh^^up^itioiia^^b^ ^ 1 

C: WHnn n h: 51 wymHiierinn of Enclnme 3 nuidance fdr Inistroction to A U S. Military 

PBsonngl in CappvitY orHostite Pctgnoon Punng PMCgO»t^vto relfmk^ (H), ' - - ' 

D. Use of these materials in support of Code of Conduct training for DoD personnel and their 
dependents as, w of jbroader antitenbrism awareness, education; aAd liaiimliiPG^gFains % encouraged. 
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SECTION I 



ARTICLES OF THE CODE OF CONDUCT (E.O. 10631) 
AND IMPLEMENTING INSTRUCTIONS. 



1. Article I . I AM AN AMERICAN, nCHTING 
IN THE FORCES WHICH GUARD MY COUNTRY 
AND OUR WAY OF UFE. I AM PREPARED TO 
err MYUFEINTHERKFENSE 

a Explanation 

(1) Article I of the Code of Conduct 
^refcmee (h)) applies to all Service memben at all 
tnnes. A msmber of the Anned Force has a doty «> 
fiqiiport U^. interests and oppose U.S. enemies 
regardless of the circainstances. whether in active 
participation in combat or in capdviQr. 

(2) Medical personnel and chaplains are 
granted, by virroe of their special retained status 
under the Geneva Conventions (reference (h)), 
cenain latitude under ihe Code of Conduct (reference 
(b)). That flexibility is directly related to the 
policies of the captors as to whether they adhere lo 
the requirement of the Geneva Conventions 
(reference (h)) to let medical personnel and 
chaplains perform their professional duties. All 
personnel should understand the latitude and limits 
of this flexibility (see section C^ below, of this 
enclosure). 

b. Training Guidance for Levels A> B. and C. 
Familiarity wiih the wording and basic meaning of 
Article I is necessary to understand that: 

(1) Past experience of capture Americans 
reveals that honorable survival in captivity requires 
that a Service member posses a high degree of 
dedication and motivation. Maintaining these 
qualities requiies knowledge of and a snng belief in 
tiie following: 

(a) The advanuge of American 
democratic institutions and concqits. 

(b) Love of and faith in the United 
Stales and a conviction that the U^. cause b just 

(c) Faith in and loyalty to fellow 

PpWs. 

(2) Possessing the dedication and 
motivation fostered by such beliefs and trust shall 
enable POWs to survive long and sucssfiil periods 
of captivity, and resmi to their country and families 
honorably with self-esteem intacL 

2. Article n. I WILL NEVER SURRENDER OF MY 
OWN FREE WILL. IF IN COMMAND, I WILL 
NEVER SURRENDER THE MEMBERS OF MY 
COMMAND WHILE THEY STILL HAVE THE 
MEANS TO RESIST. 

a. Explanation, Members of the Armed Forces 
may never surrender voluntari* Even when 
isolated and no longer able to ir casualties on 
the enemy or otherwise defend .selves, it is 
their duty to evade capture and ^om the nearest 
friendly force. 



(1) It is only when evasion by Service 
members is impossiUe and further fighting would 
lead to their death with no significant loss to the 
enemy thai the means to resist or evade might be 
considered exhausted. 

(2) The responsibility and authority of a 
commander never exteiuis to the surrender of 
command, oven if iiolatrd, cut oCCi or surrounded, 
while the unit has the power to resist, break out, or 
evade to rejoin friendly forces. 

b. Tmbue Qvi<?ijw^ 

(1) Unfits Ai B. md C> Training should 
ensure that each individual is familiar with the 
wording meaning of Article H, as suted in 
paragraph B.2«a., above. 

(2) Lgygk ^ and C. Training should be 
oriented toward additional depth of knowledge on 
the following topics. Specifically. Service 
members must: 

(a) Understand that when they are cut 
off, shot down« or otherwise isolated in enemy- 
controlled territory, they must make every effon to 
avoid capture. The courses of action available 
include concealment until recovered by friendly 
rescue forces, evasive travel to a friendly or neutral 
territory, and evasive travel to other prebriefed 
areas. 

(b) Understand that capture does not 
coostiute a dishonorable act if all reasonable means 
of avoiding it have been exhausted and the only 
alternative is death. 

3. Article TH . IF I AM CAPTURED I WILL 
CONTINUE TO RESIST BY ALL MEANS 
AVAILABLE. I WILL MAKE EVERY EFFORT TO 
ESCAPE AND AID OTHERS TO ESCAPE. IWILL 
ACCEPT NEITHER PAROLE NOR SPECIAL 
FAVC»S FROM THE ENEMY. 

a. Explanation . The duty of a memb er of the 
Armed Forces to continue resistance to enemy 
exploitation by all means available is not lessened 
by the misfortune of capture. Contrary to the 1949 
Geneva Conventions (reference (h)), enemies whom 
U^. forces have engaged since 1949 have regarded 
the POW compound as an extension of the 
baalefiekL The POW must be prepared for diis fact 
(1) In disregard of the Geneva Conventions 
(reference (h)), the enemy has used a variety of 
tactics to exf^it POWs for propaganda purposes or 
to obtain military information. Resistance to 
capcor exptoitation efforts is required by the Code of 
Conduct (reference (b)). Physical and mental 
harassment, general itustreatmem« torture, medical 
neglect, and political indoctrination have aU been 
used against PQWs in the pasL 
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(2) The enemy has tried to tempt POWs to 
accept special favors or privileges not given lo 
other POWs in recum for statements or information 
desired by the enemy or for a pledge by ^ POW not 
to attempt escape. 

(3) A POW must not seek special privileges 
or accept special favors at the expense of fellow 
POWs. 

(4) The Geneva Conventions (reference (h)) 
recognize that the regulations of a POW*s country 
may impose the duty to esci^ and that POWs m^ 
attempt to escape. Under the guidance and 
supervision of the senior military person and POW 
organization, POWs must be prepared to take 
advanuge of escape opportmuties whenever they 
arise. In communal detention* the welfare of the 
POWs who remain behind must be considered. A 
POW must **dunk escape.** must try to escape if able 
to do ao. and must assist others to esc^e. 

(5) The Geneva Conventions (reference (h)) 
amhorize the release of POWs on parole only to the 
extent authorized by the POW*s country, and 
prohibit ^w npgn^g a POW lo accept parole. Parole 
agreements are promises given the captor by a POW 
to fulfill stated conditions, such as not to bear arms 
or not to escape, in consideration of special 
privileges, such as release from captivity or 
lessened restrainL The United States does not 
authorize any Military Service member tt> sign or 
enter iiuo any such parole agreemenL 

b. laiimgJSiiida)fi& 

(1) Levels A. B. and C. Training should 
ensure that Service members are familiar with the 
wording and basic meaning of Article ID, as stated 
in p aragrap h B3a^ above. 

(2) Levels B and C . Training should be 
oriented toward an additional depdi of knowledge on 
the following topics. Specially, Service members 
must: 

(a) Understand that captivity is a 
situation involving ooruinuotis control by a captor 
who may attempt to use the POW as a source of 
militsry information, for political purposes, and as 
a potential subfect for political indoctrinatiaQ. 

(b) Be familiar with the rights and 
obligations of both the POW and captor under the 
(jeneva Conventiotts of 1949 (reference (h)) and be 
aware of the increased significance of resistance 
should the captor refuse to abide by the provisions 
of the Geneva Conventions (reference (h)). Be 
aware that the resistance reqi^red by the Code of 
Conduct (reference (b)) is directed at captor 
exploitation efforts, because such efforts violate the 
Geneva Conventiofis (reference (h)). Understand 
that resistance beyond the identified above subjects 
the POW to possible punishment by the captor for 
order and discipline violations or criminal offenses 
against the detaining power. 

(c) Be familiar with, and prepared for, 
the implications of the Communist Block 
Reservation to Anicle 85 of the Geneva 
Conventions (reference (h)). Article 85 offers 



protection to a POW legally convicted of a crime 
committed before capture. Understand that 
Commtmist captors often threaten to use their 
reservation to Article 85 as the basis for adjudging 
all memben of opposing armed forces as '*war 
criminals.'' As a roult, POWs may find themselves 
accused of being "war criminals'' simply because the 
waged war agaiiut their Communist cqMor before 
capture. The U^. Government does not recognize 
the validity of this agreement. 

(d) Undcntand that a successful escape 
by a POW causes the enemy to diven forces that 
might otherwise be fighting, provides the United 
States valuable information about the enemy and 
other POWs in cqmvity, and serves as a positive 
exami^ id all methbers of die Amied Forces. 

(e) Understand the advantages of early 
escape in that members of the groimd forces are 
usuidly relatively near friendly forces. For all 
captured individuals, and early escape attempt takes 
ad^axuage of the fact that the initial ciq>tors are 
usually not trained guards, that the security system 
is relatively lax, and that the POW is not yet m a 
debilitated physical conditioit 

(f) Be familiar with the complication 
of esc^ after arrival at an esublished POW camp, 
including secure facilities and an experienced guard 
system, increased distance from friendly forces, 
debiliuted physical condition of prisoners, 
psydiological factors that reduce escape motivation 
(*barbed-wire syndrome"X tnd the often differing 
ethnic characteristics of the tscapcc and the enemy 
population. 

(g) Understand the importance of being 
alert for escape opportunities, especially for POWs 
immediately after capture, or when confbied alone. 

(h) Understand the command 
supervisory role of the senior military person and 
the POW organization in escapes from established 
POW camps. Understand the responsibilities of 
escqsees to their fellow POWs. 

(i) Understand that acceptance of 
parole means a POW has agreed not to engage in a 
specified act, such as to escape or to bear arms, in 
exchange for a stated privilege, and that U^. policy 
forbids a POW to accqit such parole. 

0) Understand the effects on POW 
organization and morale, as well as the possible 
legal consequences, of accepting a favor from the 
enemy that results in gaining benefits or privileges 
iiKlude acceptance of release before the release of 
side or wounded POWs or those who have been 
captivity longer. Special favors include improved 
food, recreation, and living conditions not 
available to other POWs. 

(3) Level Training should be oriented 
toward additional details and the topics set forth in 
subparagraph B3.b^ above, as well as under- 
standing the necessity for and the mechanics of 
coven organizations in captivity. Those organiza* 
tions serve the captive ends, such as effecting 
escape* 
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4. ArtieieTV . IF I BECOME A PRBCMER OF WAR. 
I WILL KEEP FAITH WITH MY FELLOW 
PRISONERS. IWILLGIVENOINPC»MATIONOR 
TAKE PART IN ANY ACTI W WHICH MIGHT BE 
HARMFULTO MY COMRADES. IF I AM SENIOR, 
I WILLTAKE COMMAND. IF NOT, I WILL OBEY 
THE LAWFUL (»DERS OF THOSE APPOINTED 
OVER ME AND WILL BACK THEM UP IN EVERY 
WAY. 

A. F- Qlanation . Officers ud Hon- 
oonnr.l cd officers shidl oontmne to cny out 
their ftsi- rnsibflities tnd exercise their aiidiority in 
captivity. 

(1) Manning* or any other action detri- 
mental to a fellow POW, is despicable and is 
expressly forbidden. POWs espedaDy must avoid 
ii#>^P^£ tlie enemy to idoitify fellow POWs who 
may have knowk^ of value ID the enemy and who 
may be made to suffer coercive luieiiugatiooL 

(2) Strong leadership is essential to 
discq>lhK. Without discipline camp orgamzation, 
resistance, and even survival may be impossible. 

(3) Personal hygiene, camp sanii a tioB , and 
caie of the sick and wounded ve imperative. 

(4) Wherever located, POWs, for their own 
K^^fitt fl io^'W organize in a military manner under 
the senior military POW eligible for command. Hie 
senior POW (whether officer or enlisicd) in die POW 
camp or among a grot^ 4>f POWs shall assume 
command according to rank withoiu regard to 
Military Service, That responsibility and 
aocountabtlity may not be evaded. (See section C, 
below, of this enclosure.) 

(5) When taking command, the senior POW 
shall inform the other POWs and shall dcsignair the 
chain of command. If the senior POW is 

or is otherwise tmaUe to act for any 
shall be assumed by the next 
POW. Every effort shall be made to inform 
aU POWs in the camp (or groi^) of the members of 
die chain of command who shall represent them in 
dealing with enemy authorities. The responsilnlity 
of subordinates to obey the lawful orders of ranking 
American military personnel remains unchanged in 
captivity. 

(6) U.S. policy on POW camp organization 
requires that the senior military POW shall assume . 
command. The Geneva Conventions (reference (h)) 
on POWs provide additional guidance to the effect 
that in POW camps containing ^lif^*^ personnel 
only, a ^isoners' representative win be elected. 
POWs should understand that such a rqiresentative 
is regarded by U.S. policy only as a spokesperson 
for the senior POW. The prisoners' r^resentative 
does not have consnand, unless the POWs elea the 
senior POW to be die prisoners* representative. The 

POW shall assume and retain actual 
covertly if necessary. 

(7) Maintaining communications is one of 
the most important ways that POWs may aid one 
another. Communication breaks down the barriers 
of isolation that an enemy may attempt to construct 



n£i help strengthen a POWs will to resisL Each 
POW, immediately upon cspnire, shaD Ofy to make 
contact with fellow POWs by any means available 
«*H thereafter, continue to conununicaie and 
participate vigorously as part of the POW 
organization. 

(8) As with other provisions of the Code of 
Conduct, E.O. 10631, (reference (b)). common 
sense and the conditions in the POW camp will 
A^mmmiw^ fhc Way iu which the senior POW and the 
other POWs stmcoire dieir organization and carry 
out their reqxmsibilities. It is important that: 

(a) The senior POW establish an 
organiTafton 

(b) The POWs in that organization 
uiMlcrstand dieir dutaea and know to whom they are 
responsible. 

b. TtMtwig Qtridanee 

(1) Levels A, B, and C. Training should 
ensure that Service members are familiar with the 
wording and basic meaning of Article IV, as stated 
in paiagiip h B.4.a., above, and undersumd that: 

(a) Leadership and obedience to those 
are to the disc^line required 



to effect successful organization against captor 
exploitatiotL In captivity situations involving two 
or more POWs, the senior ranking POW shall 
assmne command; all others shaU obey the orders 
and abide by die decisions of the senior POW 
regardless of differences in Military Service 
affiliations. Failure to do so shall result in the 
weakening of organization* a lowering of 
resistance, and, after rqMtriation, may result in 
legal pmeediogs under die UCMJ (reference CO). 

(b) Faith, trust, and individual group 
loyalties have great value in establishing and 
'"•^^■^^t m effective POW organization. 

(c) A POW who vofamtarily informs or 
collaborates widi die capm is a traitor to die United 
States and fellow POWs and, after repatriation, is 
subjea to pnnishmmt under die UCMJ (referdnce 
(i)) for such actions. 

(2) Levels B and C Training should be 
oriented toward additional d^th of knowledge on 
the following topics. Specifically, Service 



(a) Be familiar widi die principles of 
hygiene, sanitation, healdi maintenance, first aid, 
physical conditioning, and food utilization, 

recognitka and emergency self-treatment 
of typical POW camp illnesses by emergency use of 
primitive i—tiww^ie available substances (e.g., 
ttm i hpi m , salt, and charcoal). Such knowledge 
exerts an important inftnciKT on POW ability to 
resist and assists an effective POW organization. 

(b) Understand die importance of, and 
the basic procedures for, esublishing secure 
communications between separated individuals and 
groups of POWs attempting to esublish and 
maintain an effective organization. 
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(c) Be familiar with the major ethnic, 
racial and national characteristics of ifae enemy that 
may affect POW^ptor relationships to the 
detriment of individual POWs and the POW 
organization. 

(d) Fuither understand that: 

1. An mformcr or collaborator 
should be insulated from sensitive information on 
POW organization, but that continuing efforts 
should be made by membos of the POW orgamza- 
lion to cacoorage and persuade the eoUaboraior u> 
oease such activities. 

2. Welcoming a repentant collab- 
orator *badc to die fold** is generally a more 
effective POW organization resistance technique 
than continued isolation, which only may 
encourage the collaborator to continue such 
treasoiiotts conducL 

3. Ilieie is a significant differ- 
ence between the collaborator who must be 
persuaded to return and the resistcr who, having 
been physically or mentally tortured into 
complying with a captor*s im pro p er drmand (sudi as 
to provide infoimation or a propaganda statementX 
should be helped to gather sffength and resume 
resistance. 

(e) Understand that, in siaations 
where military and civilian personnel are 
imprisoned together, the senior military POW 
should make every effort to persuade civilian 
prisoners that the Military Service member's 
assuming overall command leadership of the entire 
prisoner group, based upon experience and specific 
training* is advanugeous lo the entire prisoner 
community. 

(3) Level CUndersttnd the need for, and the 
mechanics of, establishing an effective coven 
organization in siiuatiais where the c^Mor attempts 
to prevent or frustrate a properly constituted 
organization. 

5. Article V. WHEN QUESTIONED, SHOULD I 
B ECOME A PRISONER OF WAR, I AM REQUIRED 
TO GIVE NAME, RANK, SERVICE NUMBER, AND 
DATE OF BIRTH. I WILL EVADE ANSWERING 
FURTHER QUESTIONS TO THE UTMOST OF MY 
ABILITY. IWILLMAKENOORALORWRnTEN 
STATEMENTS DISLOYAL TO MY CX>UNTR Y AND 
ITS ALLIES OR HARMFULTOTHEIR CAUSE 

a. F Ttpiir**^^ When questioned, a POW is 
required by the Geneva Conventions (reference (h)) 
and the Code of Conduct, E.0. 10631 (reference (b)), 
and is pennined by the UCMJ (reference (i)), tt> give 
name, rank. Service nimiber, and dau of b^. 
Under the Geneva Conventions (reference (h)X the 
caony has no right id try tt> force a POW to provide 
any additional information. However, it is 
unrealislic lo expect a POW id remain confined for 
years reciting oiily name, rank. Service number, and 
date of birth. There are many POW camp situations 
in which certain types of conversation with the 
enemy are permitted. For example, a POW is 
allowed, but not required by the Code of Conduct. 



the UCMJ, or the Geneva Conveniioiis (references 
(b), (i). and (h)), to fill out a Geneva Conventions 
"capture card** to write letters home, and to 
communicate with CMpuns an matters of health and 
welfare. 

(1) The senior POW is required to represent 
fellow POWs in matters of canq> administratioii, 
health, welfare, and grievances. However, it must 
be borne constantly in mind that iht enemy has 
often viewed POWs as valuable sources of military 
mfoxmation and propaganda that may be used lo 
further the enemy's war effort 

(2) Accordingly, each POW must exercise 
gieat caution when filling out a "capnire card" when 
engaging in authorized communication with the 
captor, and when writing leoos. A POW must 
resist, avoid, or evade, even when physically and 
mentally coerced, all enemy efforu to secure 
^mtmm^f^ or actions that may further the enemy's 

(3) Examples of statements or actions 
POWs should resist include giving oral or written 
confessions, answering questioimaires, providing 
personal history statements, making propaganda 
recordings and broadcast appeals to other POWs to 
cotnply with improper captor demands, appealing 
for U«S. surrender or parole, engaging in self- 
criticisms, or providing oral or written statements 
or fommuniciTiAnf on behalf of the enemy or 
harmful to the United States, its allies, the Armed 
Forces, or other POWs. 

(4) A POW should recognize thai any 
confessioQ or statement may be used by the enemy 
as part of a false accusation that the captive is a war 
criminal rather than a POW. Moreover, certain 
countries have made reservations to the Geneva 
Conventions (reference (h)) in which they assert 
diat a war criminal conviction has the effect of 
depriving the convicted individual of POW stanis, 
thus removing the POW from protection under the 
Geneva Conventions (reference (h)). The right to 
lepatriatiott is thus revoked until a prison sentence 
is served. 

(5) If a POW finds that, under intense 
coercion, unauthorized information was unwillingly 
or accidentally disclosed, the Service member 
should anempc to recover aiKi resist with a fresh line 
of mental defense. 

(a) Experience has shown that, 
although enemy interrogation sessions may be 
harsh and cruel, it is usually possible to resist, if 
there is a will ID resisL 

(b) The best way for a POW tt> keep 
faidi with the United States, fellow POWs, and 
oneself is to provide the enemy with as little 
inf onnation as possible. 

b. Trming Guidance 

(1) Levels A, B, and C. Training should 
ensure that Service members are familiar with the 
wording and basic meaning of Article V, as stated in 
paragraph B.5.A., above. 
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(2) Levek B tnd C. Addidoiul under- 
standing of the feDowing topics should be acquired 
at levels B and C. Spttifically. Service members 
mnsc 

(a) Be familiar with the various aspects 
of the interrogation process, its phases, the 
procedures, methods and techniques of interroga- 
tion, and the interrogator's goals, strengths, and 
weaknesses. 

(b) Undentand dial a POW is required 
by the Geaeva conventions aid the Code of Conduct 
(references (h) and (b)) to disclose name, rank. 
Service number, and dale ofbirth. when questkmed. 
U' 'taod that answering further questions must be 
a\w -.ed. A POW is encouraged lo limit further 
disctosure by use of such resistance techniques as ' 
<>i«;mki£ inaMUty to furnish additional inf onnation 
because of previous orders, poor memory, 
ig -ranee, or lack of comprdiennon. The POW 
may never wHlmgly give the captor additional 
infoimaiion. but must resist doing so even if it 
invoWes withstandmg mental and pbysk:al duress. 

(c) Understand that, short of death, it 
is unlikely dua a POW may prevent a skiDed enemy 
interrogator, tsing all available psychological and 
physical m»^h*^« of coercion, fratn o b ta in i ng some 
degree of compliance by the POW with captor 
demands. However, understand diat if taken past die 
point of maximimi endurance by the e^>tor. the 
POW must recover as quickly as possible and resist 
each successive captor exploitation effort to the 
utmosL Understand diat a forced answer on one 
point does not authorize continued compliance. 
Even die same answer must be resisted again ai die 
next intenrogatkm session. 

(d) Understand that a POW is amhor- 
ized by die Code of Conduct (reference (b)) tt> 
t iwi m i ^ i i i i '^^ with die cMpux on individual health or 
welfare matters and, when qjpropriate. on routine 
tnatiers of camp administration. Conversations on 
those matters are not considered to be giving 
unauthorized information, as defined in 
subparagraph B^^), . above. 

(e) Understand that the POW may 
furnish limited informadon on family status and 
address in f|iii«g out a Geneva Conventions 
(reference (h)) capture card. Be aware dial a POW 
may write pmm*^ coirespondenoe. Be aware that 
the captor shall have full access to both the 
informaikm oo die oqmre card and die con t e n ts of 
personal oorrespoodence. 

(f) Be familiar widi die captor's 
reasons for and methods of attempdng to involve 
POWs in both mtenial and external propaganda 
aedvides. Undentand diat a POW must utilize every 
in^w available to avoid participation in such 
activities and must not niake oral or written 
ff i,r^^t« disloyal to die United States or its allies, 
or detrimental B> feUow POWs. 

(g) Be familiar with die capu>r's 
reasons for and methods of attempting to 
indoctrinate POWs poUticaBy. Be familiar widi die 
methods of resisting such indoctrinatioiL 
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(3) Level C Training should provide 
additional details, and Service members specifically 
should: 



(a) Understand that, even when coerced 
beyond name. rank. Service number, date of birth, 
and claims of inikili*i** it is possible to thwan an 
xateirogator*s efforts to obtain useful information 
by the use of certain additional ruses and 
stratagems. 

(b) Understand and develop rrmfkimcr 
in the ability to uae properly die ruses and 
straugems designed to prevent successful 
intcnogation. 

6. AftieleVL I WEiNEVERPORGETTOATI AM 
AN AMBRICAN, nGKriNG FOR FR£EZX>M. 
RESPONSIBLE FOR MY ACTIONS, AND 
DEDICATED TO THE PRINCIPLES WHICH MADE 
MYCOUNTOYFREE- I WILL TRUST IN MY GOD 
AND INTHE UNTIED STAIES OF AMERICA 

t. F-TpimatioiL> A member of the Armed Forces 
remains responsible for personal actions at all 
umes. Article VI is designed to assist members of 
dK Aimed Forces to fulfill dieir responsibilities and 
survive captivity with honor. The Odde of C o nduct , 
E.O. 10631 (reference (b)). does not conflict widi 
die UCMJ (reference 0)). »d die laner contmues to 
apply to each military member during cq>tivity or 
other hostile detention. 

(1) When repatriated. POWs can expect 
their acdons to be subject to review, bodi as to 
circumstances of capone and as tt> conduct during 
detention. The purpose of such review is to 
recognize meritorious performance and. if 
necessary, investigate any allegations of 
misconduct. 

(2) Such reviews win be conducted widi due 
regard for die rightt of the individual and 
consideration for die conditions of captivity. 

(3) A member of die Armed Forces who is 
cq>tured has a continuiiig obligation to resist all 
ttti>iit|ne at indoctrination and remain loyal to the 
Uniiad States. 

(4) The life of a POW may be very hard. 
POWs who stand firm and uniced against enemy 
pressures A^n aid one another immeasurably in 
surviving this ordeaL 

b. Tr^inf Gmdfln^ far Ij^cU A B. and C. 

Traimng should ensure diat members are familiar 
widi die wordmg and basic meaning of Article VL 



(1) Undersund the relationship between die 
UCMJ and die Code of Conduct. E.O. 10631 
(references CO md (b)X ind realize diat faihne to 
follow die guidance of the Code of Conduct 
(reference (b)) may result in violadon of reference 
(i). Evctymembcrof die Amied Forces of die United 
States should understand that Service members 
legally may be held accounuble for personal 
actions while defiinfid 

(2) Be knowledgeable of the national 
policy expressed by the President in reference (b) 
promulgating die Code of Conduct: 
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No American prisoner of war will be 
forgooen by the United StJies. Eve^^ 
tvailible metns will be employed by 
our (ovemment to establish conuct 
with* to support and to obtain the 
release of ill cm prisoners of war. 
Furthennore, the laws of the United 
States provide for the si^iport and care 
of dependents of the armed forces 
including those who become 
prisoners of war. I assure dqicndmts 
of such prisoners that these laws win 
contime to provide for their welfare. 
(3) Understand that both the POW and 
dfpendrnts shall be taken care of by Ihe Armed 
Forces and that pay and allowances, eligibiliiy aid 
procedures for promotion, and benefits for 
while the POW is detained. 



(4) Understand the importance of military 
members ensuring that their personal affairs and 
family matters (pay* powers of attorney, wilL car 
payments, and diildrea*s sdiooling) are kept current 
through discussion, counseling or filing of 
dnnimfnfs before being exposed to risk of capoire. 

(5) Understand that failure to accomplish 
the matters set forth in subparagraph B.6.b.(4) 
above, has resulted in an almost overwhelming 
sense of guilt oo the part of the POWs and has 
placed imnecessary hardship on family members. 

SPEQAL ALLOWANCES FOR MEDICAL 

PERSONNEL AND CHAPLjUNS 

The additional flexibility afforded medical 
personnel and chaplains under the circumstance 
cited in the explanation lo Article I is further 
cla r ified, as follows: 



I. Article I 

a. Medical personnel and chaplains are 
granted, by vinse of their special retained status 
under the Geneva Conventions (reference (h)), 
certain latimde under the Code of Conduct (reference 
(b)) if the policies of the captors adhere to the 
requiremem of the Geneva convenuons (reference 
(h)) permitting those personnel to perform their 
professional duties. 

b. If the capcdfs aDow medical personnel 
and chaplains to perform their professional duties, 
those personnel may exercise a degree of fkxibiliiy 
with regad lo some of the specific provisions of the 
Code of Conduct (reference (b)) to perform their 
professional dmes. 

c. This degree of flexibility only may be 
emptoyed if it is in the best interests of ihe medical 
and spiritttal needs of fellow POWs and the United 
States. Like aU m eihbers of the Aimed Forces, 
medica] personnel and chaplains are accountable for 
dieir actions. 

2. Article 11. No additional flexibihty. 

3. Aftfgig m. Under the Geneva Conventions 
(reference (li)), medical personnel and chaplains 
who fidl into the hands of the enemy are entitled lo 
be considered "retiined persoraier and are not to be 
considered POWs. The enemy is required by the 
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Geneva Conventions (reference (h)) to allow stieh 
persons to continue to perform their medical or 
religions duties, preferably for POWs of their own 
country. When die services of those ''retained 
persomer are no longer needed for these duties, die 
enemy is obligated to return them to their own 
forces. 

a. Hie medical personnel and chaplains of 
the U.S. Armed Forces, who fall into the hands of 
the enemy, must assen their rights as "retained 
persomier to perform thesi medical and religious 
duties for the benefit of the POWs and must take 
every opportunity to do so. 

b. If the captor permits medical personnel 
and chaplains to per f or m their professional 
functions for the welfare of the POW community, 
special latitude is authorized those personnel under 
the Code of Conduct. EO. 10631 (refcrcaee (b)), as 
it apjp^ to escape. 

c. Medical persoimel and chaplains, as 
individuals, do not have a duty lo escape or to 
actively aid others in escapmg as long as they are 
treated as **retained personnel* by the enemy. U.S. 
experience since 1949, when the Geneva 
Coovendons (reference (h)) were wrioen, reflecu no 
compliance by captors of U.S. personnel with those 
provisions of the Geneva convenuons (reference 
(h)). U.S. medical and chaplain personnel must be 
prepared lo be subjected to the same treatment as 
odKrPOWs. 

d. If the captor does not permit medical 
personnel and chaplains to perform their 
professioQal functions, they are considered identical 
to all other POWs with respect to their 
responsibilities imder the Code of Conduct 
(reference (b)). Under no circumstances shall the 
latitude granted medical personnel and chaplains be 
interpreted to authorize any actions or conduct 
detrimental to the POWs or die interBSt of the United 
Sutes. 

4. Article TV. Medical personnel generaUy are 
prohibited from assuming command over 
mfiiii^K*^ personnel and chaplains generally are 
prohibited firom assuming command over military 
personnel of any branch. Military service 
regulations that restrict eligibility of those 
personnel for command shall be explained to all 
persomiel at an appropriate level of understanding 
10 preclude later confusion in a POW camp. 

5. Article V. This Article and its explanation 
also apply to medical persoimel and chaplains 
("retained personneP). They are required to 
nrmmuniciTf with a capior in connection with their 
professional responsibilities, subject to the 
restraints discussed in Articles L above, and VI, 
below. 

6. Article VI . No additional flexibility. 



v.? 



FOR OFFICIAL USE ONLY 



SECTION n 



GUIDANCE FOR INSTRUCTION TO ASSIST U,S, MILITARY 
PERSONNEL IN CAPTIVITY OR HOSTILE DETENTION 
DURING PEACETIME 



A. POLICY 

This policy on the eonduet of U^. miliiiry 
'^omieL isoltied torn VS. conooL applies at aU 
times. U^. military pmoimfl finding themselves 
WlftfH from U^. control are required to do 
everything in their power to foUow DoD policy. 
Tlie Dr^"' policy in this ainatifla is to survive with 



B. SCOPE 



The Code of Conduct EG. 10631 (ref< 
(b)) is a moral guide designed to assist military 
personnel in combat or being held as POWs to live 
tip to tbe ideals in the DoD policy. The guidance in 
tfiis enclosnre shall assist VS. military personnel 
who find themselves isolated from U^. oonool in 
r^tr^Titr* or in a simation not related specifically 
in the Code of Conduct (reference (b)). This 
enclosure is the special guidance referred to in 
paragraph A3Jb. of enclosure 2. Procedures shaU 
be established by the Military Departments tt> 
ensure that all VS, military perKmnel under their 
control are made awire of the guidance in this 
enclosure. Dissemination procedures should 
parallel those used to ensure proper education and 
training in support of the Code of Conduct 
(reference (b)) throughout the Department of 
Defense. 
C. IMTRIMALE 

U^. military persdnneL because of dieir wide 
range of activities, are subject to peacetime 
detention by unfriendly governments or captivity 
by terrorist groups. The guidance in this enclosure 
sedcs to help U^. military p e rson n el survive those 
sicuatioiis with honor and does not constitute a 
means for judgment or replace the UCMJ (reference 
(i)) as a vdiicle for enforcement of proper conducL 
The guidance m diis eaelosnre, ahhough egtaetly die 
same as die Code of Conduct (reference (b)) m some 
areas, applies only during peacetime. The term 
"peacetime" means diat armed conflict does not 
exist or where armed conflict does exist* but the 
United States is not involved directly. For specific 
m ifgtfwtc 0r in areas of assigmnent where U.S. 
military pcrsoimel may have a high risk of 
peacetime detention or tenorist captivity, the 
Military Services are obligated to provide training 
and detailed guidance to such personnel to ensure 
their adequate preparation for the situation. 
Training shall be reviewed and monitored for 
adequacy and consistency widi this guidance by the 
Executive Agent for die ASD(FM&P). 
D. GgNERAL 

VS. military personnel caponed or detained by 
hostile foreign governments or terrorists often are 
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held for exploitation of the captives, or the VS, 
Government or bodi. That exploitation may take 
many forms, but each form of exploitation is 
designed to assist the foreign government or the 
terrorist captors. In the past, dnainfrs have been 
exploited for infonnatian and propaganda efforts, 
SwgiiMiwig confessions to crimes never committed, 
all of which assisted or lent credibility to the 
detainer. Govennnents also have been exploited in 
sudi sitnatiotts to make damaging statements aboiu 
themselves or to force them to appear weak in 
relation to other govenmients. Ransoms for 
captives or terrorists have been paid by 
governments, and sudi payments have improved 
terrorist finances, supplies, status, and operations, 
often prolonging die terror carried on by such 
groups. 

E. ttPigpnNsmnjnr 

VS. military personnel, whether Hrtainrr^ or 
captives, may be assured diat the VS. Government 
shall make every good faith effort to obtain their 
earliest release. Faith in one*s ooimiry and its way 
of life, faith in fellow detainees or captives, and 
faidi in one's self are critical to surviving with 
honor and resisting exploitation* Resisting 
expkdtation and having faith in these areas are die 
res p o nsibiliiy of all Americans, On die odier hand, 
die de s truction of such faith must be the assumed 
goal of all captors determined to msTimirfs their 
gains from a iHrntiim or captive situation. 

F. SQAL 

Every reasonable step must be taken by U^. 
military pers o n nel to prevent exploitation of 
themselves and the VS. GovemmenL If 
exploitation may not be prevented completely, 
every step must be taken to limit exploitation as 
nmch as possiUe. Detained VS. military personnel 
often are catalysts for their own release, based on 
their ability lo become unattractive sources of 
expjoitatinn, ic one who resists successfully may 
expect detainers to lose interest in further 
exploitation attempts. Detainees or captives very 
often must make their own judgments as to whidi 
actions shall increase their chances of reniming 
home widi honor and dignity. Wtdioot excepdon, 
the military member who may say honestly thai he 
or she has done his or her utmost in a detenuon or 
captive situation lo resist exploitation u|diolds DoD 
policy, the founding principles of die United States, 
and the highest traditions of military service. 
G. vm JTARYBEARING AND COURTESY 

Regardless of the type of detention or 
captivity, or harshness of treatment, U.S. military 
personnel shall maintain their military bearing. 
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They shonld nuke every effort to remain calm, 
courteous, and project personal dignity. That is 
particularly important dining the process of capture 
and the early stages of internment when the captors 
may be uoeenain of their control over the captives. 
Discotnteons, inunilitary behavior seldom serves 
the long-term interest of a detainee, captive, or 
hosuge. Additionally, it often results in 
unnecessary punishment that serves no useful 
purpose. Such behavior, in some situations, may 
jeopardize survival and severely complicate efforts 
to gam release of the drtiinfd. caponed, or hostage- 
held military member. 

H. Q^^SSmro INPDRMATION 

There are no drcumstanoes in which a dftainflr.. 
or captive, should voluntarily give classified 
information or materials to those who are 
unanthorized to receive them. To die utmost of their 
ability, VS. military personnel held as detainees, 
captives, or hosuges shall protect all classified 
information. An unanthorized disclosure of 
classified information, for whatever reason, does 
not justify further disclosures. Detainees, captives, 
and hosuges must resist, to the utmost of their 
ability, each and every attempt by their captor to 
obtain such informatian. 

I. CHAIN OF COMMAND 

In group detention, captivity, or hosuge 
situations, military detainees, captives or hosuges 
shall organize, to the fullest extent possible, in a 
military manner under the senior military member 
present and eligible to command. Hie importance 
of such organizatian may not be overemphasized. 
Historically, in both peacetime and wartime, 
establishment of a military chain of command has 
been a tremendous source of strength for all 
capdves. Every effort shaU be made to establish 
and sustain commimicadons with other detainees, 
aqitives, or hostages. Military dminfrs, captives, 
or hosuges shaQ encourage civilians being held 
with them to participate in the military 
organization and accept the authority of the senior 
military member. In some circumstances, such as 
embassy duty, military memb er s may be under the 
direction of a senior VS. civilian ofHcial. 
Notwithstanding such circumstances, the senior 
military member still is obligated to esublish. as 
an entity, a military organization and to ensure that 
the guidelines in support of the the DoD policy to 
survive with honor are not compromised. 
J. fllTmANCT FOR nFTFNTfON BY GOVERN- 

Once in the custody of a hostile government, 
regardless of the circumstances that preceded the 
detention situation, dftiTT**^ are subject to the laws 
of that govemmenL Detainees shall maintain 
nuUtary bearing and should avoid any aggressive, 
combative, or illegal behavior. The latter might 
complicate their situation, their legal status, and 
any efforts to negotiate a rapid release. 

1 . As American citizens, detainees should be 
allowed to be placed in contact widi U^. or frieruUy 



embassy personneL Detainees should ask im- 
mediately and continually to see U«S. embassy 
p f iiffn n^l or a representative of an allied or neutral 
govemmenL 

2. VS. military personnel who become lost 
or isolated in a hostile foreign country during 
peacetime shall not act as combatants during 
evasion attempts. Since a state of armed conflict 
does not exist, there is no protection afforded imder 
the Geneva Conventions (reference (h)). The civil 
laws of that cotmtry apply. Delays in contacting 
local authorities may be caused by injuries affecting 
the military member's mi^ty, disorientation, fear 
of captivity, or a desire to see if a rescue attempt 
might be made. 

3. Since the detainer's goals may be 
maximum political exploitation, VS. military 
personnel who are detained must be extremely 
cautious of dieir captors in everything they say and 
do. In addition to asking for a VS. rqirescntative. 
At* 1^1*^ should provide name, rank, social secmity 
account nmnber, date of birth, and the innocent 
circumstances leading to their detention. Further 
diymtt i^nf should be limited to and revolve around 
health and welfare matters, conditions of their 
fellow drtainfffts, and going home. 

a. Historically, the detainers have 
attempted to engage military cqitives in what may 
be called a *battle of wits** about seemingly 
innocent and useless topics as well as provocative 
issues. To engage any detainer in such useless, if 
not dangerous, dialogue only enables a c^tor to 
spend more time with the detainee. The detainee 
should consider dealings with his or her captors as t 
"lianle of wills;** the will to restrict discussion to 
those items that relate to the detainee's treatment 
and return home against the detainer's wiU to discuss 
irrelevant, if not dangerous, topics. 

b. As there is no reason to sign any form 
or document in peacetime detention, detainees shall 
avoid signing any document or making any 
f^ ^^mm^nt^ Oral OT Otherwise. If a detainee is forced 
to make a statement or sign documents, he. or she 
must provide as little information as possible and 
then oontinne to resist to the utmost of his or her 
ability. If a detainee writes or signs anything, such 
acticn should be measured against how it reflects on 
the UnitBd Stales and the individual as a member of 
die military, or how it could be misused by the 
detainer to further the detainer's ends. 

c. Detainees are not likely to earn their 
release by cooperation. Release may be gained by 
the military member doing his or her best to resist 
exploitation, thereby reducing his or her value to a 
detainer, and thus prompting a hostile government 
to negotiate seriously with the VS. GovenimenL 

4. VS. military detainees should not refuse 
to accept release, unless doing so requires them to 
compromise their honor or cause damage to die VS. 
Government or its allies. Persons in charge of 
detained U.S. military personnel shall authorize 
release of any persoimel under almost all 
circumstances. 
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5. Etcipf tttonpts shill be inide only after 
careful consideration of the risk or violence* chance 
of success, and detrimental effects on dfitainr^s 
remaining behind. Jailbreak in most coontries is a 
dime. Escape attempts would provide the detainer 
with further justification to prolong detention by 
charging additional violations of its chmiaal or 
civil law and might result in bodily hann or even 
death to the 

K. CUlDANgE BQR CAFrrVrTY BY TERRORISTS 

C^tsre by terrorists is generally the least 
predictable and sttuctuied form of peacetime 
captivity. Th'- --otor qualifies as an iniematioiial 
criminaL The possible fonns of capdvity vary from 
spontaneous hijacking to a carefully planned 
ki dnap p in g. In such c^tivities, hostages play a 
greater role in detennining their own fate since the 
teirof'ists m many mstam'ies ei^pect or receive no 
rewards for providing good treatment or releasing 
vidans ^ Jiharmed. If U^. military personnel are 
uncertain whether captors are genuine terrorists or 
surrogates of government, they should assume that 
they are terrorists. 

1 . If assigned in, or traveling through, areas 
of known terrorist acdvity, VS. military persoimel 
shall exercise prudent antiterrorism measures to 
reduce their vulneralality to capture. During the 
process of capture and initial intenunent, they 
should remain calm and courteous, since most 
casualties among hosttges occur during this iriiase. 



'■r'''P'-^'\-' ^■' "2." Surviving in some terrorist detentions 
may depend on hosuges conveying a personal 
dignity and apparem sincency to the captors. 
^ Hostages toMy discuss nonsubstantive topics such as 
sports, family, and clothing, to convey to the 
terrorists the cqnve's personal dignity and human 
qualities, lliey shall make evoy effort to avoid 
embarrassing the United States and the host 
govenonenL The purpose of that dialogue is for die 
hostage to become a "person** in the captor's eyes, 
rather than a mere syix^l of his or her ideological 
hatred. Sudi a dialogue also should strengthen the 
hosttge's detcnnination to survive aiKi resist A 
hosuge also may listen actively lo the terrorist's 
feeling about his or her cause to support the 
hostage's desire to be a "person" to the terrorisL 
However, he or she should never pander, praise, 
partiripatr, or debate the terrorist's cause with him 
or her. 

3. U^. military per sonn el held hosuge by 
terrorists should accq}t release using guidance in 
subsection J.4., above. VS. military persotmel 
must keep faith with their fellow hosuges and 
conduct themselves according to the guiddines of 
this enclosure. Hostages and kidnap victims who 
consider esc^ to be their only hope are authorized 
to make such attempts. The hosuge must weigh 
carefully the unique circumstances of the terrorist 
situation aiKl all aspects of a decision to attempt 
escape. 
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APPENDIX Y 



CRISIS MANAGEMENT PLAN FORMAT 



OVERVIEW 

The fonnat outlined on the following pages highlights areas of concern in crisis management 
planning. It is not meant to be all inchisive or rigidly followed. 

While the format presented is most applicable to the Military Services or organizations tmder the 
control of Unified and Specified Commands* the approach outlined may be helpful to managers of OSD 
Agencies as they consider appropriate mechanisms to protect activities* organizations, personnel* and 
materiel under their control. 
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APPENDIX Z 



BOMB AND HOSTAGE THREAT 
TELEPHONE CALL PROCEDURES 



1. 



Upon receiving an anonymous telephone calL* 
L Ti7tokeq)awordfQrwoidrecQrdoftheconvenaiion. 



a. 



b. Attempt to obtain the caller's name, address, and teleiAone number. Point out to the caller that by 
giving these details he or she is indicating his call is a genuine warning. 



d Summon assistance (through a telq)bone exchange) to trace the call and to ctxioborate Cacts and 
opinions. 

e. Comply with the caller's request to be connected with another extension. Monitor the call if 
possible. Alenthesecurity officer or the officer of the day. 

2. During the call: 

a. Try ID obtain answers to the questions listed on the telephone threat information sheets found as 
attachments 1 or 2 to this ^ipendix. 

b. Try to determine the type of telephone call by contacting the operator immediately after the call 
ends. Was the call operator-connected? If the call was operator-connected, can the operator identify 
thesomce? Was it from a pay phone? If dialed from a pay phone was it dixea dialed? 

3. After the call is complete, provide ihe police duty officer with details of the telephone call and make a 
fiill written record of the conversation and your impressions based on the information annotated on the 
telephone threat information sheet This could be invaluable to die local or military police. 



Enclosures -2 

1. Telephcxie Threat Information Sheet 

2. Threat Information Sheet 



c. 



Attempt to keep the caller talking and elicit further information if possible. 
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APPENDIX AA 



TERRORIST INCIDENT RESPONSE: 
PUBLIC AFFAIRS GUIDANCE 



A, INTRODUCTION 

1. A major goal of terrorist groups is to capture the attention of the news media. During and 
immediately after a terrorist incident occurring on a Defense Dqaitment installadon or involving DoD 
personnel, the Public Affairs Officer (PAO) plays an impcstant lole in supporting U.S. Govenunem policy, 
in maintaining the flow of authoritative formation between the authorities and the media, and in 
protecting the interests of hostages (x DoD personnel p articip a ting in the resolution of the incident 

2 . Tlie PAO has specific functions to perfom, including screening inf onnation provided to the media 
to ensure operational security, preserving the privacy of hostages, victims, and their families, and advising 
DoD and other U.S. Government or foreign govenmient officials managing the crisis on public affairs 
matters. 

B. BACKGROUND 



Many aspects of combatting terrorism operations are inherently sensitive and may involve various 
risks to DoD personnel or their dependents which may be heightened by the release of information to the 
public. These include (1) risks to the personal safety of law enforcement and intelligence personnel 
involved in termism investigations, analyses, or other related activities; (2) the risk of jeo^udizing foUow- 
on activities related to a uarorist incident ; (3) the risk of jeopardizing the prosecution of people arrested for 
terrorist acts which inherently involve criminal acts; (4) risks to the operational security (OPSEQ of on- 
going operations; (5) risks to intelligence systems and sources; and (6) the risks to relations with other 
governments whose citizens, vessels, territory, etc, may be involved in tenorist activities, either by pro- 
viding support or direction, or by being targets for future terrorist assault These risks can be minimized 
only through a comprehensive coordination process before any information is released to the public. 

2. Teamwork 



gng^a^gy afid/or nrganizatioii he ahte to take full credit fey the termmation ot zj^STmd the suc- 
cessful restoration of public order. By their nature, DoD combatting terrorism and counterterrorism efforts 
triggered by a tenorist incident wiU never be unilateral. Tbey always will be in support of U.S. law 
enforcemem agencies or cooperating host national military, poUce or security forc^ 

C. RELEASE OF INFORMATION 

1. Policy Statements 

D6D components will not attempt to publicly discuss or interpret overall DoD policy regarding 
use of armed forces in law enforcement matters. Components may provide copies of speeches and other 
printed material originated within OSD, but will refer to OASD(PA) any news media questions on matters 
beyond their purview. 

2. Missions Statements 

Previously aiqvoved statements and a^y^^^^ Q*s and A's pertaining to unified/specified com- 
mand missions in the DoD effm may be used by the commands concerned in the military departments for 
public affairs purposes as they deem appropriate. 

3. Aonoancements of Investigations and Arrests 

The aniKMmcement regarding a terrorism-related investigation or arrest normally will be made by 
the agency/CH^anizauon that conducted the investigation (x actually made the arrest Such announcements 
will indicate that the operation was a "coordinated federal effort" and will list participating agencies and/or 



1. Risks 
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organizations following coordination with each. Although DoD Components will not make 
announcements of investigations and arrests, it may be of interest lo note the general ground rules that the 
law enforcement agencies observe in making such announcements. 

a. The nonnaUy will include the following: 

(1) Tliat an investigation has been launched or completed. 

(2) Than an arrest has been made. 

(3) Name and home town of the suqKCL 

(4) Description of aa for which the individual(s) is charged. 

(5) Date, time and general location of the arresL 

(Q list of aU agencies and organizations partidpating in investigation and/or anest (unless 
precluded by OPSEC on the request of a participating agency and/or organization) to 
include combined operations with other nations or state and local law enforcement 
agencies* 

(7) Whether resistance (vpcDsuit was involved. 

(8) Video if it goes throug)) lead agency andAH* (Kganization which must clear the re^ 
with the U.S. attorney handUng the case. 

(9) Numbers of DoD casualties resulting from a terrorist incident in general tenns, including 
general discussion of medical condition (grave, very critical, critical, serious, acute, 
treated and released firom the hospital, treated as the scene) 

(10) General statemem as to the damage to DoD property; pn>vided that iio statement shal 
made that would allow terrorists to estimate the results of an attack had it been executed 
in a different matter. 




a. Approval to provide transportation to news media seeking to cover a terrorist incident 
involving DoD personnel shall be in accordance with reference (nn). 
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b. Once ^iim>va] is granted, the foUowingguidel^ 

(I) Embarked media have exclusive rights to whatever material they gather unless a prior 
pod agreement has been made. 

(Z) Media may not be given access to classified or sensitive law enforcement information, 
but otherwise should be allowed to cover all activities. 

(3) Mediamay.aitbediscreiion of the Commanding OfHcer (in consultation with the senior 
U«S. Government ofikial m scene), embark on military vehicles to observe antiterrorist 
responses in progress 

(4) Media may not interview prisoners. 

(5) Media may be afforded reasonable access to document activities of DoD personnel 
responding to a tenorist inridf"!; provided thai in so doing, media representatives do not 
expose themselves to hostile or friendly fiit, nor do they interfere in any manner with 
the combatting tenorism program tcspaast, 

(6) Media may piiotognvh and/or videotape prisraers only as they are moved in the normal 
coarse of business; e.g., firom a vessel to a dock, from a building to a vehicle, etc. 
Prisoners will not be lined up for media photography. 

(7) Tbe f(dtowing personnel will not be phot(«raphed by media in such a way that they can 
be readily identified: law enforcement, DoD personnel and host-nation military, policy, 
or security personnel. 

(8) All on-scene agencies and/or organizations will be made aware of media imsence and 
which areas media will be in. 

(9) Media must remain with the escort officers at aU times, until released, and follow their 
instructions regarding their activities. These instructions are not intended to hinder 
reporting by media, but are given only to facilitate movement of media and ensure 
safety. 

(10) Media will be cautioned that they cannot report m: 

(a) Course, speed, ffstimatfd anival times and other similar information on ship or 
airaaft embaiks. 

(b) Sensitive equqment aiid/or capabilities that they inight observe or come m 
with. 

(c) Funne operations of farces assigned. 

(4) Tactics(inQseorplanned)lovoice various threats of terrorists. 

(e) Specific kxadons of shqis, aircraft or ground forces. Instead, media will use "on 
board the U.S.S. (name) in the (name) sea/ocean* or *'along the southwest border 
with the (law enforcemem agency) and the U.S. (branch of service)." 

(II) Ground rales may be modified by the operational cominander to adapt 10 changing m^ 
requirements and operational considexatioos. 

(12) Media representatives who do not abide by the ground nilesaiesubjea to expu^ 
joopardize future media embaiks. 

(13) Media representatives may suggest other anangeinents for consideration and adoption as 
the sinations change. 

(14) Media participation on a combatting terrorism response embark indicates their 
onderstandiiig of these guidelines and their wiltiiigness to abide by them. 

D. INTERVIEWS AND PRESS CONFERENCES 
1. Interviews 

a. Numerous interview requests concerning the DoD Combatting Tenwism Program may be 
received at the installation, base or unit levels. OASD(PA) has no objection to such interviews if the 
f (dlowing criteria are met 

(1) All interviews will be on the record. 
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(2) Interviewees wiU diiiu^^ their peiscnal purview and expertise. 
No classified infonnatiop will be discussed 

(3) Interviewees will not discuss or interpret overall DoD policy regarding armed forces 
support of the U-S. Government's Countertenorism effects; i.c., preemptive or 
retaliatory use of force against tenwist groups, their state qxsnsors, or states which 
direa terrorist attacks against U^. interests. 

(4) Responses given during the interview will meet operational security requdrements. 
Interviewees wishing to protea their identity must establish apist^)riate media ground 
rules prior to interview. Appropriate public af&uffs o£Bces inust be inchided in plann^ 
and conducting all interviews. 

(5) Interviewees win not answer questions r^arding hypothetical sitnations. Furthermore, 
interviewees will not comment on maiten pertaining to other U^. federat/state/local 
organizatioi»;^eQcies and/or the mifitary, pdioe or security fioe^ 

(Q A flP""^ cMtrnvefnal interview diy>n«i<ws and/or notification of interview results 
t^-* -!rf)t lequixe OASD(PA) response wiU be provided through 
char^neis to OASD(PA):DDL 

2* Joint Press Conferences 

a. DoD qx)kespersons may be invited to participate in joint press ccmferences organized by 
federal/state/local law enfoicement agencies foUowing the conclusio n of a terxocist episocfe involving DoD 
persmnel, facilities, or materiel or where DoD support contributed to the success of the combatting 
tenorism operation. OASDT \) has no objection to such participation if the following critoia are mec 

(1) Apptopri^ public affairs offices in the chain of ccmmand must be included in the 
planning for such press conferences. 

(2) Spokespersons will discuss only information within their personal purview and 
expertise. No classified information will be discussed. 

(3) Spokespersons will not discuss or interpret overall DoD policy regarding arme d frox s 
support of the U ^ . Govcnuncnt's Countertemnism policy (use of force a^inst terrorist 
groups, their state supporters, or those states which direct attacks by terrorist groups 
against U^. interests). 

(4) Reqxnses given during the press conference wiD meet operatkmal seam 

(9 Spokespersons win not answer questions on hypothetical simations. They will not 
coounem on maoers pertaining ID other U^. federal cfganiiations and/or agen^ 
the military, pcdicy or security forces of other nations. 

(6) Afker«nction reports and/or transcripts of press conferences will be provided through 
appropriate command channels tt> OASD^AVDDL 

3. Training Versus Operations 

OASD(PA) understands that media may be interested in covering training involving the 
Departmem of Defense and other agcndcs to gta an idea of the type of suppm the Depam 
providing. OASD(PA) has no objection to this type of coverage as k»g as thorough coords 
completed wifli other agencies and foreign govero-ments where foreign personnel are involved, and 

qpi^ at**^ ffmn^y rr^t^y^ir^pm^ have> heen addresscd. 
D. COORDINATION PROCEDURES 

1. iDteragency Pablic Affairs Coordination Efforts 

a. Eariy contaa with local/regional public af&urs counterparts or des ign ate d spokespersons in 
other agencies/organizations is encouraged. This will enable DoD PAO s to establish a working re^ 
tionship with their agency counterparts and mac importantly, it wiU 

odier agencies. This becomes important when the lead agencies release information or hold press copt- 
ferences regarding combatting terrorism operations with DoD involvement Detcrmmmg who inust be 
coadinated with is a process that wfll be unique to each command, but there are some gcncrahties that can 
be applied to all combatting terrorism operations to help you make that determination. 
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(I) Qpgrational Chapels 

Start with the command's operatioiis secnon. The operatx^ are jmbably already dealing 
with these other agencies when planning DoD suppoa They should known which agencies are involved, 
who wiU have (q)eTational control, etc. 

a) foiT»Ta?» Forges 

Is there an established DoD joint task force in your command area? 

(3) u s. Embassy 

In fcmign countries, the U.S. Embassy can put you in touch with appropriate spokes- 
persons for combaoing tenorism operations in host countries. 

(4) Request Coordinating Instructions 

If you still cannot detennioe points of contact in participating agencies for a particular 
combatting tenorism operations, request cocniinating instructions whisn sulxnitting prcqx>sed public aCEairs 
guidance for that operation through your chain of cominaiuL Depending on the nature of the request, it 
would evenuially reach OASD(P A) where the request fat cocniinating instructions would be staffed with the 
qjpiopriate federal agencies, llie response wouU be sent back through your chain of conunand. 

b. Qxvdinatingdq»rtments and agencies at the Federal levdinchid^ 

(1) Department of State (all overseas DoD activities) 

(2) Department of Justice 

(a) Federal Bureau of Investigation (all CONUS and selected overseas DoD activities 
where FBI jurisdiction is asserted) 

(b) Drug Enforcement Administration 

(3) Department of the Treasury 

(a) Bureau of Alcohol, Tobacco and Fireanns 

(b) U.S. Customs Service 

(c) U^. Secret Service 

(4) Department of Tran^rtation 

(a) Federal Aviation Administration 

(b) U.S.Q)ast Guard 

(5) United States Information Agency 

(6) Department of Energy 

(7) Nuclear Regulate^ Commission 
(g) General Services Administration 

c. Each agency listed above has its own method of granting approval far release of infcxmation. 
It is impcHtant to understand this when coordinating public afiiairs activities. All of tiiese agencies require 
that policy issues be forwarded to the national level Remember that the potential lo attract national and 
international media attention to die Depamnent of Defense combatting terrcsism efforts has increased 
significantly since the destruction of the Marine Barracks in Beinit, die murder of Petty Officer Stetiiem, 
and continuing assaults on DoD personnel in die Eastern Mediterranean region. Keep the chain of 
command informed. 



E. SENSITIVE ISSUES 
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Enclosure: Public AfEairs Checklist 
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ENCLOSURE 1 



PUBLIC AFFAIRS CHECKLIST 

A. PAO FUNCTIONAL CONSIDERATIONS 

The following checklist comains outlines functional considerations for the PAO during a crisis 
nuuiagement siojation: 

1^ Check with the center commander upon entering the operations center. 

2. Establish a public affairs plan to indude a tocation fa* tte 

3. Disseminate information to the news inedia in acconl^ 

4. Control press releases. 

5. Coordinate press releases with commander, other operations center staff and higher 

echelon PAO before release. 

6. Control movement of news media personnel with press passes, escorts, etc. 

7. Obtain ai^iroval for the following items from the commander 

(a) _ News releases. 

(b) News media personnel to enter outer perimeter. 

(c) Rcleaseofphoiographsof suspects, victims, and immediate scene. 

(d) _ Interviews with anyone other than the commander. 

(c) Direa communication with press personnel and suspect(s). 

B. FOCUS 

The major public affairs focus of the antitcrrorisi plan should be to ensure accurate information is 
provided to all publics (including news media) and to communicate a cahn, measued and reasonable reaction 
to the ongoing event Commanders shouU provide the PAO oCTicer complete control over media acti^^ 
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APPENDIX BB 



DoD THREATCON SYSTEM 



SECTION I 
BASIC THREATCON PROCEDURES 

A. GENERAL 

1. The threat coiuiitions (THREATCONs) 
ootlmed below describe the progre^ 
teiTQrist threat to all U^. military facilities, 
assets, and persranel imder DoD Direc-tiveO- 
2000.12 (reference (a))- As approved by Ac Jam 
Chiefs of Staff* the tenninology and definiuais 
are recOTmiended security measures desigied to 
ease intcr-Scrvice coordination and support of 
U.S. Military antiteinKism activities. 

2. The purpose of the THREATCON 
system is accessibility to, and easy dissemination 
of , appropriate information. The declaration, re- 
duction, and cancellation of THREATCONs 
remains the exclusive responsibility of the com- 
mandos specified in the ocikr. 

3. While there is ix> direct ccvrelation be- 
tween threat information, (e.g.. Intelligence 
Summaries, Warning Reports, and Spot 
RepcHts), and THREATCONs, such information, 
coapkd with the guidance provided below, assists 
commanders in making piudem THREATCON 
declarations. THREATCONs may also be suf- 
fixed with the geographic area deemed at risk. 

4. Once a THREATCON is declared, the 
selfcied security measures are implemented im- 
mediately. Directive DoD 0-2000.12 (reference 
(a)) recommended measures are: 
B- THREATCON NORMAL 

THREATCXJN NORMAL exists when a 
general threat of possible tenanst activity exists, 
but wanants only a routine security posture. 
C. THREATCON ALPHA 

1. THREATCON ALPHA appUes when 
there is a general threat of possiHe tcrTwist 
activity against personnel and facilities, the na- 
nire and extent of which arc unpredictable, and 
circumstances do not justify full implementation 
of THREATCON BRAVO measures. 

2. It may be necessary, however, to 
implement certain measures from higher 
THREATCONS resulting from intelligence 
received (V as a deterrent The measures in this 
THREATCON must be capable of being main- 
tained indefinitely. 
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D. THREATCON BRAVO 

L THREATCON BRAVO applies when 
an increased and mae predictable threat of ter- 
rorist activity exists. 



MS"? 
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APPENDIX CC 



PERSONNEL SEARCH TECHNIQUES 



A. INTRODUCTION 

During the course of higher alert states, it may be necessary to augment the security force with 
additional personnel who have not received as much training in law enforcement techniques as their regular 
security personnel counterparts. The infonnation provided bdow is intended to be used a reference mate^ 
in conjunction with additional field training for regular and backup security personnel 



B. GENERAL SEARCH TECIflaQUE 

1. Position the person being searched out 
firom a wall (or car) with legs apan and hands 
against the wall in a leaning position, in such a 
way that he caimot move without falling down, 
or can be easily knocked over. 

a. The searcher should always work 
fipom behmd. 

b. Two searchers should be employed, 
one searching and the other covering. 

c. All searches are conducted in a 
business-like manner with conversation limited 
to requests and/or instruction necessary for 
conduct of the search. Extend proper re^)ect to 
all personnel being searched; the aim is to 
provide security without creating animosities that 
could develop into trouble in the future. 

C. TYPES OF SEARCH. 

1. There are two types of search: 

a. Quick body search or frisk. 

b. Detailed body search. 

D. QUICK BODY SEARCH OR FRISK 

1. The frisk is used either as a preliminary 
search to detect weapons, or as the uaial from of 
search in a low threat area (perhaps 1 out of 10 
people can be selected fcR* the detailed search). 

a. Follow a logical sequence from 
head to toe. Use both hands and stroke (rather 
than pat) all dodiing. If possible, for quick body 
searches, a metal detection system should be 



b. The following areas shoukl be care- 
fiiUychecke± 

(1) Hair, and in or under hats. 

(2) Armpits. 

(3) Insidelegs. 

(4) Groin or croidi area. 



(5) Half <knched hands 

(6) Any medical dressings. 

(7) Any bags or cases carried. 

(8) Walking sticks, umbrellas* 
crutches, etc. 

(9) Shoes/boots. 

E. DETAILED BODY SEARCH. 

1. Where possible, a ^ial room or area 
shouk) be set aside for this; a doctor and female 
searcher should also be in attendance. The 
following sequence should be used: 

a. Establish identity. 

b. Establish ownership to baggage. 

c. Invite person to turn out all 

pockets. 

d. Invite person to remove aU clothes, 
jewelry, watches, etc 

e. Inspect body from head to foot, 
paying special attention to hair, ears, mouth, 
tetth, body orifices, crotch, groin, between toes, 
etc 

f . Examine clothing, paying particular 
attention to linings, seams, buttons, belts, shoe/ 
boot soles and heels, etc. 

g. Examine contents of pockets. 

h. Examine baggage and other articles 
(sticks, umbrellas, etc.) 

F* REMEMBER ALWAYS 

1. WOMEN MUST SEARCH WOMEN; MEN 
MUST SEARCH MEN. 

2. Watch for Cadal reactions, nervousness, 
or sweating. 

3. Woric in pairs and search each individual 



4. Be cour t eous. 
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APPENDIX DD 
CALCULATED AND ANALYZED BLAST EFFECTS 
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APPENDIX EE 



FORCE PROTECTION DESIGN CONSIDERATIONS 



A. INTRODUCTION 



1. The following is derived from DOD Security Engineering manuals 
to aid engineers and planners in identifying key parameters that may affect 
analyses of physical security aspects of terrorist threats and measures to 
mitigate threats; Use source materials for detailed investigation and 
preliminary design considerations involving systems security engineering for 
threat remediation. 

2. The material in this appendix is for educational purposes. The 
intent is to illustrate how creative use of physical security equipment and 
environmental design techniques can enhance security of DOD personnel 
and resources. This appendix is not authoritative and should be used with 
discretion; however, the directives and technical manuals from which 
information is derived are authoritative in nature. Installation and facility 
physical environments have tremendous bearing on physical security 
designs. Tactics and operational techniques for employing terrorist 
weapons, as well as physical security equipment to defeat such efforts, also 
have significant bearing on detailed design, construction, and operation of 
installations and facilities. 

3. Feedback is encouraged from commanders, and AT/FP, 
engineering, and security staffs to make this material more useful. 

B. MINIMUM LEVELS OF FORCE PROTECTION CHECKLIST 

1. Table EE-1 provides basic facility defensive measures for 
consideration. These measures offer capabilities at low cost through 

EE-1 
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application of effective layout or prudent use of elements not specifically 
required for protection. They also facilitate future upgrades and may deter 
acts of aggression. 



C. MINIMUM THREAT PARAMETERS 

1. The physical threat should be described in terms of tactics, tools, 
weapons, and explosives associated with attacks against DOD assets. 



Table EE-1. Minimum Levels Checklist^ 

Site Work Elements: 




Data Deri^•ed from Amy TM 5-853-2. Vol. 2 (SECD). Table 2-1. p. 2-2 
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Building Elements: 
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